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Fortinet FCP_FMG_AD-7.4 Exam Syllabus Topics:

Topic Details

Device Manager: In this domain, the focus is on how to register devices within ADOM, implement
Topic 1 configuration changes using scripts, and troubleshoot using the revision history.

Advanced Configuration: This domain explains FortiManager's high availability (HA), configures
Topic 2 FortiGuard services and works with the global database ADOM.

Troubleshooting; This section covers how to fimiliarize with FortiManager deployment scenarios and
Topic 3 troubleshoot issues related to imports, installations, device-level, ADOM-level, and system+level concerns.

Policy and Objects: This section deals with how to manage policies and objects, oversee ADOM
Topic 4 revisions, configure workspace mode, and conduct policy imports and nstallations.

Administration: This section covers how to understand FortiManager capabilities, perform initial
Topic 5 configurations, and set up administrative domains (ADOME).
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What is more difficult is not only passing the Fortinet FCP_ FMG_AD-7.4 Certification Exam, but the acute anxiety and the
excessive burden also make the candidate nervous to qualify for the FCP - FortiManager 7.4 Administrator certification. If you are
going through the same tough challenge, do not worry because Fortinet is here to assist you.

Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q38-
Q43):

NEW QUESTION # 38
Exhibit.
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Admin B has access to IT ADOM which
includes some VDOMs from FortiGated

An admmnistrator would like to create three ADOMs on FortiManager with different access levels based on departments. What two
conclusions can you draw from the design shown in the exhibit? (Choose two.)

Admin A has access to Financial ADOM and HR ADOM

A. Policies and objects databases can be shared between the Financial and HR ADOMs.
B. An administrator with the super user profile can access all the VDOMs.

C. The FortiManager administrator must set the ADOM device mode to Advanced

D. The administrator must configure FortiManager in workspace normal mode.

Answer: B,C

Explanation:

Based on the exhibit, the FortiManager administrator is setting up three ADOMs (Administrative Domains) that correspond to
different departments (Fnancial, HR, and IT). Each ADOM has specificFortiGate devices or VDOMs (Virtual Domains) assigned
to it, with different administrators managing the ADOM:s.

Explanation of Options:

* A. The FortiManager administrator must set the ADOM device mode to Advanced.

* This istrue. In FortiManager, when there areVDOMSs(Virtual Domains) involved, you must set the ADOM toAdvanced modeto
manage VDOMSs properly. The IT department ADOM includes different VDOMs from FortiGate 4 (VDOM 2 and VDOM 3),
which means the ADOM mode must be nAdvancedto support managing VDOMSs separately from other ADOMs.

* B. Policies and objects databases can be shared between the Financial and HR ADOMs.

* This isfalse. By default, ADOMs are separate, and policies and objects cannot be shared between them unless they are specifically
designed to do so. The exhibit shows distinct ADOMSs for each department, implying no direct sharing of policies and objects
between Financial and HR ADOM: .

* C. An administrator with the super user profile can access all the VDOMs.

* This istrue. A FortiManager administrator with thesuper userprofile hasfull accessto all ADOMs and VDOMs, regardless of how
access s restricted for individual administrators. In this case, an admin with the super user profile could access Financial, HR, and IT
ADOM s, including all the VDOMs from FortiGate 4.

* D. The administrator must configure FortiManager in workspace normal mode.

* This isfalse. There is no requirement mentioned in the exhibit or scenario that mandates using workspace normal mode.
Workspace mode is more related to how configuration changes are managed (locking, editing, etc.), but it doesn't affect the creation
or access control of ADOM.

Conclusion:

* Ais correct becauseAdvanced modeis necessary for managing VDOMs within ADOMs.
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* Cis correct because asuper usercan access all VDOMs and ADOMs without restrictions.

NEW QUESTION # 39
‘Which two iterrs are included in the FortiManager backup? (Choose two.)

A. Flash configuration
B. All devices

C. Firmware images

D. FortiGuard database

Answer: A.B

NEW QUESTION # 40
An administrator has assigned a global policy package to custom ADOMI. Then the admmistrator creates a new policy package.
Fortinet. in the custom ADOM1. What happens to the Fortinet policy package when it is created?

A. You must assign the global policy package from the global ADOM.
B. You can select the option to assign the global policies.

C. The global policy package is automatically assigned.

D. Youmust reapply the global policy package to ADOMI.

Answer: C

Explanation:

When a new policy package is created in a custom ADOM that already has a global policy package assigned, the global policy
package is automatically assigned to the new policy package. This behavior ensures consistent policy enforcement across different
ADOM:.

Options A, C, and D are incorrect because:

* A and C incorrectly suggest that manual reassignment or reapplication is needed.

* D implies optional assignment, whereas it is automatically done.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Working with Global and Custom ADOM Policy Packages

NEW QUESTION # 41

Refer to the exhibit.
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You are using the Quick Install option to install configuration cIﬁrYg;s on the managed FortiGate.
Which two statements correctly describe the result? (Choose two.)

e A Itinstalls provisioning template changes on the FortiGate device.
¢ B. It provides the option to preview only the policy package changes before installing them.



e C. It installs device-level changes on the FortiGate device without launching the Install Wizard
e D. It nstalls all the changes in the device database first and the admmnistrator must reinstall the changes on the FortiGate
device.

Answer: A,C

NEW QUESTION # 42
Exhibit.
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Given the configuration shown in the exhibit, which two statements are true? (Choose two.)

A. The FortiManager ADOM is locked by the administrator.

B. An administrator can also lock the Local-FortiGate _root policy package.
C. The FortiManager ADOM workspace mode is set to Normal

D. FortiManager is in workflow mode.

Answer: AD

Explanation:

The provided screenshot from FortiManager shows several key elements that help answer the question:

* Thepadlock iconnext to the "Remote-FortiGate" policy package indicates that this policy package is locked, which means it is
currently being edited or has been checked out by an administrator. This is typical behavior when the ADOM (Administrative
Domain) workspace is inuse, and a session is active where an administrator is working on a policy package.

* Theabsence of a lock iconnext to "Local-FortiGate root" and "default" indicates that these policy packages are not locked and are
available for editing.

* Statement B(FortiManager is in workflow mode): This istrue. The fact that one of the policy packages is locked suggests that
FortiManager is operating nADOM workflow modeor at least in a state where it enforces locking for editing, typically seen in
Normal ADOM modes. Inworkflow mode, an administrator needs to lock a workspace before making changes.

* Statement C(The FortiManager ADOM is locked by the administrator): This istrue. The presence of the padlock on "Remote-
FortiGate" signifies that the ADOM, or more specifically, this policy package within the ADOM, has been locked by the
administrator.

* Statement A(An administrator can also lock the Local-FortiGate root policy package): This isnot necessarily true. The
administrator can lock the "Local-FortiGate root" policy package, but as shown in the exhibit, it iscurrently not locked, so this
option is not a certainty in this state.

* Statement D(The FortiManager ADOM workspace mode is set to Normal): This istrue, but not the best option compared to B
and C, as it can be inferred that the mode is set to Normal due to the locking behavior, but the more direct information is about the
ADOM being locked by an administrator.

NEW QUESTION # 43
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