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NEW QUESTION # 119

An organization's Chief Information Security Officer (CISO) is organizing a tabletop drill. The CISO has included several other
executives in the meeting invitation for the drill, as required.

Which of'the following is the best reason for including the Chief Communications Officer?

e A. All parties must be able to communicate clearly. concisely, and consistently during incident response.

¢ B. Deciding when and how to issue press releases regarding incidents can minimize damage to the organization's brand
reputation.

e (. The CISO would like to increase the security department's visibility to senior executives.

¢ D. All of the organization's high-level executives should know about the IT department's incident response plan.

Answer: B

Explanation:

The Chief Commumications Officer is responsible for managing external communications, including press releases and public
messaging, Involving this role in a tabletop exercise ensures that decisions about when and how to communicate incidents are
planned to protect the organization's brand reputation.

NEW QUESTION # 120

The developers recently deployed new code to three web servers. A daffy automated external device scan report shows server
vulnerabilities that are failure iters according to PCI DSS.

Ifthe venerability is not valid, the analyst must take the proper steps to get the scan clean.

Ifthe venerability is valid, the analyst must remediate the finding.

After reviewing the information provided in the network diagram, select the STEP 2 tab to complete the simulation by selecting the
correct Validation Result and Remediation Action for each server listed using the drop-down options.

INTRUCTIONS:

The simulation includes 2 steps.

Step1:Review the information provided in the network diagram and then move to the STEP 2 tab.

STEP 2: Given the Scenario, determine which remediation action is required to address the vulnerability.

Answer:

Explanation:

NEW QUESTION # 121

During normal security monitoring activities, the following activity was observed:
cd C:\Users\Documents\HR\Employees

takeown/f . *

SUCCESS:

Which of'the following best describes the potentially malicious activity observed?

A. Registry changes or anomalies
B. Data exfiltration

C. File configuration changes

D. Unauthorized privileges

Answer: D

Explanation:

The takeown command is used to take ownership of a file or folder that previously was denied access to the current user or group.
The activity observed indicates that someone has taken ownership ofall files and folders under the
C:\Users\Documents\HR\Employees directory, which may contain sensitive or confidential information.

This could be a sign of unauthorized privileges, as the user or group may not have the legitimate right or need to access those files or
folders.

Taking ownership of files or folders could also enable the user or group to modify or delete them, which could affect the integrity or
availability of the data.



NEW QUESTION # 122

A SOC manager reviews metrics from the last four weeks to investigate a recurring availability issue. The manager finds similar
events correlating to the times of the reported issues.

Which of'the following methods would the manager most likely use to resolve the issue?

A. Vulnerability assessment
B. Root cause analysis

C. Recurrence reports

D. Lessons learned

Answer: B

Explanation:

Comprehensive and Detailed Explanation:

Root Cause Analysis (RCA) is the best approach to identify and resolve the underlying cause of recurring incidents. It involves a
systematic investigation of logs, configurations, and operational data to pinpoint the reason behind persistent security issues.

* Option A (Vulnerability assessment) helps identify security weaknesses but does not focus on recurring operational issues.

* Option C (Recurrence reports) track patterns but do not resolve the root cause.

* Option D (Lessons learned) is valuable but is typically a post-mortem discussion rather than an investigative method.

Thus, B is the correct answer, as root cause analysis is the best approach for diagnosing recurring availability issues.

NEW QUESTION # 123
An analyst is examining events in mutltiple systems but is having difficulty correlating data pomnts. Which of the following is most likely
the issue with the system?

A. Network segmentation
B. Access rights

C. Invalid playbook

D. Time synchronization

Answer: D

Explanation:

Time synchronization is the process of ensuring that all systems in a network have the same accurate time, which is essential for
correlating data points from different sources. If the system has an issue with time synchronization, the analyst may have difficulty
matching events that occurred at the same time or in a specific order. Access rights, network segmentation, and mvalid playbook are
not directly related to the issue of correlating data points. Verified References: [CompTIA CySA+ CS0-002 Certification Study
Guide], page

23

NEW QUESTION # 124
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