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Why is it important to involve all relevant stakeholders in the policy management process?
Response:

A. To ensure the policy addresses the needs and concerns of all departments
B. To delegate full responsibility to a third party

C. To delay the policy approval process

D. To reduce the length of the policy document

EfE: A

HM #118
Which of the following is a critical factor in ensuring employee compliance with cybersecurity policies?
Response:

A. Simplifying the policies so they can be ignored

B. Avoiding training to minimize workload

C. Providing clear communication, training, and regular policy updates
D. Imposing strict penalties for non-compliance without explanation
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HA#119
Why is it important to regularly review and update cybersecurity policies?
Response:

A. To remove outdated sections without consulting key stakeholders

B. To prevent stakeholders from becoming too familiar with the policy

C. To adjust the policy to account for new threats, regulations, and business changes
D. To keep the policy brief and limit the number of updates
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R #120

Your organization is developing a new cybersecurity policy focused on remote work. With the rise of remote access to company
systems, there are concerns about potential data breaches and unauthorized access. What steps would you take to ensure the policy
addresses these risks while supporting the organization's remote work model?

Response:

e A Include security measures such as VPN use, multi-factor authentication (MFA), regular password changes, and endpoint
security in the policy, and provide training to remote employees on secure practices

¢ B. Allow remote work without any additional security measures to avoid inconveniencing employees

e C. Restrict all remote access and require employees to work only from the office

e D. Implement the remote work policy but rely solely on employee trust to maintain security

IEf#E: A

HA #121
What is the importance of understanding the organization's risk tolerance when developing a cybersecurity strategy?
Response:

e A It simplifies the decision-making process

e B. It ensures that security measures align with the organization's willingness to accept certain levels of risk while protecting
critical assets

e (. It allows the security team to ignore business concerns

e D. It ensures that no risks are taken in the organization
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