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NEW QUESTION # 95
Finish the statement:
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It is possible to distinguish between 22 MHz transmissions and 20 MHz transmissions when looking at an FFT
plot.

A. OFDM and HT

B. HR/DSSS and ERP
C. HT and VHT

D. ERP and VHT

Answer: A

Explanation:

It is possible to distinguish between OFDM 20 MHz transmissions and HT 20 MHz transmissions when looking at an FFT plot.
OFDM and HT are two different modulation schemes used by 802.11 WLANS.

OFDM is used by legacy 802.11a/g devices, while HT is used by newer 802.11n/ac devices. OFDM and HT have different
spectral characteristics that can be observed on an FFT plot. OFDM transmissions have a flat spectrum with sharp edges, while HT
transmissions have a tapered spectrum with rounded edges. This is because HT uses guard intervals and cyclic prefixes to reduce
inter-symbol interference and improve performance. The other options are not correct, as they do not describe different modulation
schemes or channel widths that can be distinguished on an FFT plot. References: [Wireless Analysis Professional Study Guide
CWAP-405], Chapter 3: Spectrum Analysis, page 70-71

NEW QUESTION # 96
You want to simplify viewing frames of a particular type in Wireshark.
What is used to specify frames for colorization?

A. A scripting language is available to modify the code before recompilation

B. Filters are used to define the frames that should be colorized

C. Automated protocol analysis is used and no additional options may be specified
D. Custom code must be written and the binaries recompiled

Answer: B

Explanation:
Protocol analyzers also support highlighting or colorization and filtering, The highlighting feature allows you to define colors for
packets or frames matching particular criteria. It allows those frames to stand out as you browse through the captured frames

NEW QUESTION # 97
What is the difference between a Data frame and a QoS-Data frame?

A. QoS Data frames include a QoS control field

B. QoS Data frames include a QoS information element
C. QoS Data frames include an 802.1Q VLAN tag

D. QoS Data frames include a DSCP control field

Answer: A

Explanation:

The difference between a Data frame and a QoS-Data frame is that QoS Data frames include a QoS control field. A Data frame is a
type of data frame that is used to carry user data or upper layer protocol data between STAs and APs. A QoS Data frame is a type
of data frame that is used to carry user data or upper layer protocol data between STAs and APs that support QoS (Quality of
Service) features. QoS features allow different types of traffic to be prioritized and handled differently according to their QoS
requirements, such as delay, jitter, throughput, etc. QoS Data frames include a QoS control field in their MAC header, which
contains information such as traffic identifier (TID), queue size (TXOP), acknowledgment policy (ACK), etc., that are used for QoS
purposes. The other options are not correct, as they do not describe the difference between Data and QoS Data frames. QoS Data
frames do not include a DSCP (Differentiated Services Code Point) control field, which is part of the IP header in the network layer,
not the MAC header in the data link layer. QoS Data frames do not include a QoS information element (IE), which is part of some
management frames that indicate QoS capabilities or parameters, not data frames. QoS Data frames do not include an 802.1 Q
VLAN tag, which is part of some Ethernet frames that indicate VLAN membership or priority, not wireless frames. References:
[Wireless Analysis Professional Study Guide CWAP-405], Chapter 5: 802.11 MAC Sublayer, page 118-119



NEW QUESTION # 98
The PHY layer provides framing by adding a header to create what type of data unit?

A. MPDU
B. PSDU
C. PPDU
D. MSDU

Answer: C

Explanation:

The PHY layer provides framing by adding a header to create a PPDU. A PPDU (PHY Protocol Data Unit) is the data unit that is
transmitted or received over the wireless medium by the PHY layer. A PPDU consists of a PSDU (PHY Service Data Unit) and a
PHY header, which contains information such as modulation, coding, and data rate. The PHY layer adds the PHY header to the
PSDU to create a PPDU for transmission, or removes the PHY header from the PPDU to extract the PSDU for reception. The
other options are not correct, as they are not created by adding a header at the PHY layer. An MPDU (MAC Protocol Data Unit)
is created by adding a MAC header and FCS to an MSDU (MAC Service Data Unit) at the MAC layer. An MSDU is the data unit
that is passed fromthe LLC sublayer to the MAC sublayer or vice versa. References: [Wireless Analysis Professional Study Guide
CWAP-405], Chapter 4: 802.11 Physical Layer, page 97-98

NEW QUESTION # 99
‘Which one of the following should be the first step when troubleshooting a WLAN issue?

A. Define the problem

B. Identify probable causes

C. Identify capture locations

D. Perform an initial WLAN scan and see if any obvious issues stand out

Answer: A

Explanation:

The first step in any troubleshooting process is to define the problem. This involves gathering information from various sources, such
as users, network administrators, network documentation, and network monitoring tools. Defining the problem helps to narrow
down the scope of the issue and identify the symptoms, causes, and effects of the probleml 2 References:

* CWAP-403 Study Guide, Chapter 1: Troubleshooting Methodology, page 7

* CWAP-403 Objectives, Section 1.1: Define the problem

NEW QUESTION # 100
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