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o Vault Policies: This section of the exam measures the skills of Cloud Security Architects and covers the

role of policies in Vault. Candidates will understand the importance of policies, including defining path-
EN 8| based policies and capabilities that control access. The section explains how to configure and apply
policies using Vault’s CLI and U, ensuring the implementation of secure access controls that align with
organizational needs.

¢ Secrets Engines: This section of the exam measures the skills of Cloud Infrastructure Engineers and covers
different types of secret engines in Vault. Candidates will learn to choose an appropriate secrets engine
based on the use case, differentiate between static and dynamic secrets, and explore the use of transit
FE2 secrets for encryption. The section also introduces response wrapping and the importance of short-lived
secrets for enhancing security. Hands-on tasks include enabling and accessing secrets engines using the
CLI, API, and UL

o Vault Tokens: This section of the exam measures the skills of TAM Administrators and covers the types
and lifecycle of Vault tokens. Candidates will learn to differentiate between service and batch tokens,

FEE 3 understand root tokens and their limited use cases, and explore token accessors for tracking authentication

sessions. The section also explains token time-to-live settings, orphaned tokens, and how to create tokens

based on operational requirements.

e Vault Deployment Architecture: This section of the exam measures the skills of Platform Engineers and
focuses on deployment strategies for Vault. Candidates will learn about self-managed and HashiCorp-

E managed cluster strategies, the role of storage backends, and the application of Shamir secret sharing in the

unsealing process. The section also covers disaster recovery and performance replication strategies to

ensure high availability and resilience in Vault deployments.
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¢ Encryption as a Service: This section of the exam measures the skills of Cryptography Specialists and

focuses on Vault’s encryption capabilities. Candidates will learn how to encrypt and decrypt secrets using
FES the transit secrets engine, as well as perform encryption key rotation. These concepts ensure secure data
transmission and storage, protecting sensitive information from unauthorized access.
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PR #236
‘When configuring Vault replication and monitoring its status, you keep seeing something called "WALS'.
‘What are WALSs?

e A Wake after LAN

¢ B. Warning of allocated logs
e (. Write along logging

e D. Write-ahead logs

ZE: D

i RE S«

Comprehensive and Detailed in Depth Explanation:

* C:WALs (Write- Ahead Logs) ensure data consistency in replication. Correct.
Overall Explanation from Vault Docs:

"Replication uses Write- Ahead Logs (WALs) for log shipping between clusters..."
Referencehttps//developer.hashicorp.com/vault/docs/internals/replication

F 8 #237
What is the default method of authentication after first nitializng Vault?

A. Tokens

B. Admin account
C. TLS certificates
D. Userpass

E. AppRole

F. GitHub

ER: A

i RE LB -

Comprehensive and Detailed in Depth Explanation:

After mitializing Vault, the default authentication method isTokens, specifically the root token. The HashiCorp Vault documentation
states: "After mitializing, Vault provides the user the root token, which is the only way to log in to Vault in order to configure
additional auth methods." This root token is generated during initialization and serves as the initial means of authentication until other
methods are configured.

The documentation further explains under the "Token Authentication” section: "Tokens are the core method for authentication within
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Vault. Upon initialization, a root token is created which can be used to configure Vault further."TLS certificates,GitHub, AppRole,
andUserpassrequire additional setup, and there's no defaultAdmin accountmethod. Thus, D (Tokens) is correct.

Reference:

HashiCorp Vault Documentation - Token Authentication

Fi 8 #238
Which isnota capability that can be used when writing a Vault policy?

A. modify
B. delete

C. update
D. create

E. list

F. read

ER: A

BB -

Comprehensive and Detailed in Depth Explanation:

When writing a Vault policy, the valid capabilities are predefined, andmodifyis not among them. The HashiCorp Vault documentation
states: "When writing a policy in Vault, permissions which can be applied to paths include create, read, update, delete, list, deny, and
sudo." These capabilities dictate what actions a token can perform on a path.

The docs elaborate: "Capabilities are specific pernissions assigned to paths in a policy. For example, create allows creating new
resources, update modifies existing ones, delete removes them, list retrieves listings, and read accesses data."Modifyis not a
recognized capability; it's likely a misnomer for update. Thus, B is the correct answer.

Reference:

HashiCorp Vault Documentation - Policies: Capabilities

F A8 #239

A Fintech company is using Vault to store its static long-lived credentials so automated processes can quickly retrieve secrets. A
user needs to add a new static secret for a new automated job. What CLI commands can be used to store a new static credential?
(Select two)

A. vault kv create kv/training/certification/vault (@secrets. txt

B. vault kv put kv/training/certification/vault (@secrets.txt

C. vault kv put -mount=secret creds passcode=my-long-passcode

D. vault kv write kv/training/certification/vault key=username value=bryan

BER: BC

SRR

Comprehensive and Detailed In-Depth Explanation:

To store static credentials in Vault's KV secrets engine via CLI, the vault kv put command is used.

* A: vault kv put kv/training/certification/vault (@secrets.txt writes data froma file (secrets.txt) to the path
kwv/tramning/certification/vault. The (@ syntax reads key-value pairs fiom the file, a valid method per the KV docs.

* D vault kv put -mount=secret creds passcode=my-long-passcode specifies the mount(secret/) and stores passcode=my-long-
passcode at secret/creds, a correct inline syntax.

* B: vault kv write isn't a valid command; put is the correct verb. The key=value syntax is right but needs put.

* C: vault kv create isn't a command; put is used to create or update secrets.

The KV CLI docs confirm vault kv put as the standard method, supporting both file input and inline key-value pairs.
References:

KV Put Command

KV Secrets Engine Docs

R #240
‘Which of the following features in Vault will replicate service tokens between clusters?



A. Integrated Storage

B. Performance Replication

C. Vault Agent

D. Disaster Recovery Replication

EX: D

it REES B -

Comprehensive and Detailed In-Depth Explanation:

Vault Enterprise supports replication to synchronize data across clusters, with two main types:Disaster Recovery (DR)
ReplicationandPerformance Replication. Only one replicates service tokens:

* A. Disaster Recovery Replication: This feature replicates critical data, including service tokens, between clusters for warm-standby
failover. "DR clusters are essentially a warm-standby and do replicate tokens from the primary cluster," per the documentation. This
ensures continuity in disaster scenarios.

* Incorrect Options:

* B. Performance Replication: Focuses on scaling read performance, not token replication.

"Performance clusters create and maintain their own tokens. These tokens are NOT replicated."

* C. Vault Agent: A client-side tool for token management, not cluster replication. "It does not specifically replicate service tokens
between clusters."

* D. Integrated Storage: A storage backend, not a replication mechanism. "It does not directly replicate service tokens between
clusters." DR Replication is designed for full data consistency, including tokens, across clusters.
Referencehttps//developer.hashicorp.com/vault/docs/enterprise/replication
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