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Topic 1

Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, functionality, and its primary use cases. It also covers how PingAccess
integrates with other Ping products to support secure access management solutions.

Topic 2

Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.

Topic 3

General Mamtenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

Topic 4

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

Topic 5

Installation and Initial Configuration: This section of the exam measures skills of System Engineers and
reviews installation prerequisites, methods of nstalling or removing PingAccess, and securing configuration
database passwords. It explains the role of run.properties entries and outlines how to set up a basic on-
premise PingAccess cluster.

Ping Identity Certified Professional - PingAccess Sample Questions (Q61-

Q66):

NEW QUESTION # 61

A business application must be accessible via two FQDNs. Which PingAccess functionality should an administrator use to meet this

requirerment?

A. Sites

B. Web Sessions
C. Applications
D. Virtual Hosts

Answer: D

Explanation:

Virtual Hostsin PingAccess define the external FQDNs (and ports) through which applications are accessed.

An application can be bound to multiple virtual hosts to allow access via multiple FQDNS.

Exact Extract:

"A virtual host specifies the fully qualified domain name and port number through which an application is accessed."
* Option A (Virtual Hosts)is correct - multiple FQDNSs can be supported by assigning multiple virtual hosts.

* Option B (Applications)define resource protection but do not manage FQDN binding,

* Option C (Sites)define back-end targets, not the public-facing FQDN.

* Option D (Web Sessions)handle authentication state, unrelated to hostnames.

Reference:PingAccess Administration Guide - Virtual Hosts

NEW QUESTION # 62
How many admmistrators are supported using HITP Basic Authentication in the Admmistrative Console?

A0
B. 1
C.2
D.3

Answer: D



Explanation:

When usingHTTP Basic Authentication(admin.auth=native), PingAccess only supports asingle administrative account(the default
admin user). For multiple administrators, SSO integration (e.g., OIDC) is required.

Exact Extract:

"When admmn authentication is set to native (HT TP Basic), only one administrative user is supported. For muiltiple admins, configure
UI authentication with an OIDC provider."

* Option A (1000)is incorrect.

* Option B (1)is correct - only one basic auth admin account.

* Option C (10)andOption D (100)are incorrect.

Reference:PingAccess Administration Guide - Admin Authentication

NEW QUESTION # 63
A business requires logs to be written to a centralized Oracle database. Which two actions must the PingAccess administrator take
to enable this? (Choose 2 answers.)

A. Copy the database driver JAR file to the PA HOMF/lib directory.
B. Enable the Audit flag in the Resource.

C. Remove the logs located n PA HOMF/log,

D. Configure log4j2.xml and log4j2.db.properties.

E. Inport the database certificate into the Trusted Certificate Group.

Answer: A,D

Explanation:

PingAccess supports logging directly to a relational database usingl og4j database appenders. To enable this:

* Configurelogdj2.xmlto use a JDBC Appender.

* Configurelogdj2.db.propertieswith the database connection information.

* Provide the appropriate database driver in thePA HOMFE/libdirectory.

Exact Extract:

"To log to a database, configure logdj2.xml and logdj2.db.properties, and place the JDBC driver JAR file in PA. HOME/lib."
* Option Ais correct - both files must be configured.

* Option Bis incorrect - existing logs do not need removal.

* Option Cis incorrect - enabling audit is unrelated to database logging,

* Option Dis correct - the Oracle JDBC driver must be installed in PA_ HOME/lib.

* Option Eis incorrect unless TLS is used to connect to the DB, but it is not required for standard DB logging setup.
Reference:PingAccess Administration Guide -Log Configuration

NEW QUESTION # 64
A company uses an internally based legacy PKI solution that does not adhere to theCertification Path Validationsection of RFC-
5280. Which configuration option needs to be enabled when creating Trusted Certificate Groups in PingAccess?

A. Skip Certificate Date Check

B. Deny when unable to determine revocation status
C. Use Java Trust Store

D. Validate disordered certificate chains

Answer: D

Explanation:

Legacy PKIs often provide certificate chains that areout of orderor non-compliant with RFC-5280 path validation. PingAccess
provides an option in Trusted Certificate Groups called Validate disordered certificate chainsto allow chaining even if the order is not
RFC-5280 compliant.

Exact Extract:

"EnableValidate disordered certificate chainswhen the certificate chain is not in RFC-5280 compliant order but should still be
accepted."”

* Option Ais incorrect; using the Java trust store is unrelated to PKI ordering.

* Option Bis correct - this setting allows PingAccess to process disordered certificate chains.

* Option Cis incorrect; date checks are unrelated to RFC-5280 path ordering,

* Option Dis incorrect; revocation status handling does not address legacy PKI ordering issues.



Reference:PingAccess Administration Guide - Trusted Certificate Groups

NEW QUESTION # 65
What is the purpose of theadmin.authconfiguration setting?

A. To configure SSO for the administrative user interface.

B. To enable automatic authentication to the PingAccess admmnistrative console.
C. To override the SSO configuration for the administrative user interface.

D. To define the method to use for authenticating to the administrative APL

Answer: C

Explanation:

Theadmin.authsetting in therun.propertiesfile is used to specify a fallback authentication method for the admnistrative console.
Exact Extract from official documentation:

"To define a fallback administrator authentication method if the OIDC token provider is unreachable, enable the admin.auth—native
property in the run.properties file. This overrides any configured administrative authentication to basic authentication." This makes it
clear that the purpose ofadmin.authis tooverrideany configured SSO for the admin UI and enforce native (basic) authentication
mstead.

* Option Ais incorrect because theadmin.authsetting does not configure SSO. SSO for the admin Ul is configured separately.

* Option Bis incorrect because this setting does not apply to the administrative API; it specifically applies to the admin UI console.
* Option Cis correct because it directly reflects the documented behavior:admin.authoverrides SSO configuration for the
admmistrative Ul and enables native authentication.

* Option Dis incorrect because the setting does not enable automatic authentication. It still requires credentials, but falls back to
basic auth.

Reference:PingAccess User Interface Reference Guide -Configuring Admin UT SSO Authentication

NEW QUESTION # 66

Many people worry about buying electronic products on Internet, like our PAP-001 preparation quiz, because they think it is a kind
of dangerous behavior which may bring some virus for their electronic product, especially for their computer which stores a great
amount of privacy information. We must emphasize that our PAP-001 simulating materials are absolutely safe without viruses, if
there is any doubt about this after the pre-sale, we provide remote online guidance installation of our PAP-001 exam practice.
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