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¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
bEY 71 strategies to reduce or control the impact of potential uncertainties on organizational goals.

¢ Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

FEY 72
integrity.
o Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
hEY 73 are detected or imminent, potentially compromising data or system integrity.
e Compliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
ey 74 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
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H #40
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?

e A Competence

¢ B. Commumnication

o (. Awareness

¢ D. Nonconformity and corrective action

Ef#: C
A :

Clause 7.3 (Awareness) requires:

"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to
the effectiveness of the ISMS, including the benefits of improved mformation security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.

Competence (B) requires having skills, training, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).

Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause
7.3 Awareness. Correct answer: D.

A #41
Which factor is required to be determined when understanding the organization and its context?

A. The processes that will be required to operate the ISMS

B. The ISO/IEC 27001 clauses which apply to the management system
C. The information security objectives relevant to the ISMS

D. Internal issues affecting the purpose of the ISMS

IEf#: D

fiR .-

Clause 4.1 specifies exactly what must be determined when establishing context: "The organization shall determine external and
internal issues that are relevant to its purpose and that affect its ability to achieve the intended outcome(s) of its information security
management system." This requirement is about understanding internal and external issues (e.g., culture, capabilities, regulatory
environment) that influence the ISMS's effectiveness. Objectives (option B) are addressed later in Clause 6.2; processes (option C)
are addressed in Clause 4.4 and operational planning; and "which clauses apply" (option D) is not a determination step-ISO/IEC
27001's requiremments in Clauses 4-10 are not optional. Therefore, the direct, required factor per 4.1 is determining internal (and
external) issues relevant to the organization's purpose and ISMS outcomes.

B #42

Which statement describes a requirement of an internal audit programme?

A. The programme must use third party auditors to ensure impartiality
B. The programme must consider the importance of the target processes
C. All processes must be audited within a 3-year cycle

D. Previous audit results are disregarded to ensure objectivity

IEf#: B
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Clause 9.2.2 of ISO/IEC 27001:2022 specifies requirements for the internal audit programime. It requires organizations to:

"Plan, establish, implement and maintain an audit programme(s) including the frequency, methods, responsibilities, planning
requirements and reporting, which shall take into consideration the importance of the processes concerned, changes affecting the
organization, and the results of previous audits." This makes optionCcorrect, since importance of the processes is a required factor.
Option A is incorrect because audits do not need third-party auditors; objectivity can be mantained internally if independence is
respected. Option B is wrong because previous audit results must be considered, not disregarded. Option D is also incorrect - the
standard does not specify a 3-year cycle; frequency depends on risks and needs.

Thus, the correct verified answer isC.

H #43
Identify the missing word(s) in the following sentence.

"Information security, cybersecurity and privacy protection - [ ? ]"is the title of ISO/IEC 27005.

¢ A Information security management systems - Requirements

¢ B. Information security controls

¢ C. Guidelines for information security management systens auditing
¢ D. Guidance on managing information security risks

Ef#: D
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Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27005 standards:

ISO/IEC 270052022 is titled:

"Information security, cybersecurity and privacy protection - Guidance on managing information security risks." This standard
provides structured methodologies for identifying, analyzing, evaluating, and treating risks, in alignment with ISO/IEC 27001's risk
management requirerments (Clause 6.1.2 and 6.1.3). It supports organizations in implementing the risk management process that
underpins an ISMS. Options A and B are titles of other ISO standards (ISO/IEC 27007 for auditing, ISO/IEC 27001 for
requirements). Option D refers to ISO/IEC 27002 (controls).

Thus, the correct answer isC: Guidance on managing information security risks.

HP #44
Which ttem is required to be defined when planning the organization's risk assessment process?

A. The parts of the ISMS scope which are excluded from the risk assessment
B. The criteria for acceptable levels of risk

C. There are NO specific information requirements

D. How the effectiveness of the method will be measured

EfE: B

R 2

Clause 6.1.2 (Information security risk assessment) requires organizations to "define and apply an information security risk
assessment process that... establishes and maintains information security risk criteria, including criteria for accepting risk." This means
that acceptable levels of risk (risk acceptance criteria) must be explicitly defined. These criteria ensure consistent decision-making
when evaluating whether identified risks need flrther treatment or can be tolerated.

Option A is incorrect because exclusions relate to the ISMS scope (Clause 4.3), not risk assessment planning,

Option B is not a requirement; effectiveness of risk assessment methods is not required to be measured, though methods must be
applied consistently. Option D is false-the standard clearly specifies required elements for risk assessment.

Thus, the correct answer isC: The criteria for acceptable levels of risk.

B #45
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