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If a tester is attempting to ping a target that exists but receives no response or a response that states the destination is unreachable,
ICMP may be disabled and the network may be using TCP. Which other option could the tester use to get a response from a host
using TCP?

A. Hping
B. Traceroute
C. TCP ping
D. Broadcast ping

Answer: A

Explanation:
https://tools.kali.org/information-gathering/hping3
http://www.carnal0wnage.com/papers/LSO-Hping2-Basics.pdf

NEW QUESTION # 559 
An attacker identified that a user and an access point are both compatible with WPA2 and WPA3 encryption.
The attacker installed a rogue access point with only WPA2 compatibility in the vicinity and forced the victim to go through the
WPA2 four-way handshake to get connected. After the connection was established, the attacker used automated tools to crack
WPA2-encrypted messages. What is the attack performed in the above scenario?

A. Cache-based attack
B. Timing-based attack
C. Side-channel attack
D. Downgrade security attack

Answer: D

NEW QUESTION # 560 
In the rainy streets of Portland, Oregon, ethical hacker Ethan Brooks delves into the security layers of ShopSwift, a US-based e-
commerce platform reeling from a recent data breach. Tasked with uncovering the method behind unauthorized account takeovers,
Ethan examines login patterns across the platform's user base.
His investigation reveals a surge of automated login activity across multiple accounts, with a suspiciously high success rate.
Determined to trace the root cause, Ethan compiles a detailed log to assist ShopSwift's security team in restoring trust.
Which attack method is Ethan most likely uncovering in ShopSwift's authentication system?

A. Brute Force Attack
B. Password Spraying
C. Phishing Attacks
D. Credential Stuffing

Answer: D

Explanation:
Credential stuffing is the best match because the scenario highlights automated login attempts across many accounts with an unusually
high success rate, occurring in the aftermath of a breach. In CEH-aligned system hacking concepts, credential stuffing is the
automated testing of known username and password pairs- typically harvested from prior breaches-against a different service.
Because many users reuse passwords across sites, attackers often achieve a higher-than-normal success rate compared to guessing-
based attacks.
This "high success rate" across numerous accounts is a key indicator that the attacker is not randomly guessing, but replaying valid
credentials at scale using bots or automation frameworks.
Password spraying differs in that the attacker tries a small set of common passwords (or one password) across many accounts to
avoid lockouts. Spraying generally yields a lower success rate and is driven by guessing rather than replaying known credential pairs.
A brute force attack is even noisier and typically involves repeated guessing for a single account or small set of accounts; it is both
slower and far less likely to produce a high success rate across many users in a short period. Phishing attacks can lead to account
takeovers, but the pattern described would more often show targeted victims and varied sources rather than broad, automated,
multi-account authentication bursts with consistently successful logins.
CEH defensive guidance emphasizes layered controls: enforce MFA, monitor for abnormal login velocity and credential reuse
indicators, deploy bot detection and rate limiting, use breached-password checks, implement adaptive authentication, and tune



lockout and detection policies to disrupt automated credential replay without enabling denial-of-service against legitimate users.

NEW QUESTION # 561 
You just set up a security system in your network. In what kind of system would you find the following string of characters used as a
rule within its configuration?
alert tcp any any -> 192.168.100.0/24 21 (msg: "FTP on the network!";)

A. An Intrusion Detection System
B. A firewall IPTable
C. FTP Server rule
D. A Router IPTable

Answer: A

Explanation:
The given rule syntax is consistent with Snort, a popular open-source Intrusion Detection System (IDS). This rule alerts when any
TCP traffic from any source IP and port is sent to IPs within the 192.168.100.0/24 subnet on port 21 (FTP), triggering the alert
message: "FTP on the network!" The Snort rule format is:
alert protocol source_IP source_port -> destination_IP destination_port (rule_options) CEH v13 course materials teach this rule
format under IDS/IPS configuration.
From CEH v13 Guide:
"Snort rules are used in IDS/IPS to define suspicious traffic patterns. An example rule: alert tcp any any ->
192.168.1.0/24 21 (msg: 'FTP detected') triggers an alert on FTP traffic within a subnet." Incorrect Options:
A/C. IP tables are used in firewalls and routers but follow a completely different syntax.
B). FTP servers do not use such alerting rules.
Reference - CEH v13 Study Guide:
Module 12: Evading IDS, Firewalls, and Honeypots
Section: Snort IDS Configuration
=

NEW QUESTION # 562 
Every company needs a formal written document which spells out to employees precisely what they are allowed to use the
company's systems for, what is prohibited, and what will happen to them if they break the rules. Two printed copies of the policy
should be given to every employee as soon as possible after they join the organization. The employee should be asked to sign one
copy, which should be safely filed by the company. No one should be allowed to use the company's computer systems until they
have signed the policy in acceptance of its terms.
What is this document called?

A. Information Security Policy (ISP)
B. Company Compliance Policy (CCP)
C. Penetration Testing Policy (PTP)
D. Information Audit Policy (IAP)

Answer: A

NEW QUESTION # 563
......
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