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to employers and clients. In today's fast-paced and ever-changing Amazon sector, having the Amazon SCS-C02 Certification has
become a necessary requirement for individuals looking to advance their careers and stay competitive in the job market.

Amazon AWS Certified Security - Specialty Sample Questions (Q12-Q17):
NEW QUESTION # 12 
A company is attempting to conduct forensic analysis on an Amazon EC2 instance, but the company is unable to connect to the
instance by using AWS Systems Manager Session Manager. The company has installed AWS Systems Manager Agent (SSM
Agent) on the EC2 instance.
The EC2 instance is in a subnet in a VPC that does not have an internet gateway attached. The company has associated a security
group with the EC2 instance. The security group does not have inbound or outbound rules. The subnet's network ACL allows all
inbound and outbound traffic.
Which combination of actions will allow the company to conduct forensic analysis on the EC2 instance without compromising
forensic data? (Select THREE.)

A. Update the EC2 instance security group to add a rule that allows inbound traffic on port 443 to the VPC's CIDR range.
B. Create a VPC interface endpoint for the EC2 instance in the VPC where the EC2 instance is located.
C. Attach a security group to the VPC interface endpoint. Allow inbound traffic on port 443 to the VPC's CIDR range.
D. Update the EC2 instance security group to add a rule that allows outbound traffic on port 443 for 0.0.0.0
/0.
E. Create an EC2 key pair. Associate the key pair with the EC2 instance.
F. Create a VPC interface endpoint for Systems Manager in the VPC where the EC2 instance is located.

Answer: A,B,E

NEW QUESTION # 13 
A security engineer is configuring AWS Config for an AWS account that uses a new IAM entity.
When the security engineer tries to configure AWS Config rules and automatic remediation options, errors occur. In the AWS
CloudTrail logs, the security engineer sees the following error message: "Insufficient delivery policy to s3 bucket: DOC-EXAMPLE-
BUCKET, unable to write to bucket, provided s3 key prefix is 'null'." Which combination of steps should the security engineer take
to remediate this issue? (Choose two.)

A. Verify that the AWS Config service role has permissions to invoke the BatchGetResourceConfig action instead of the
GetResourceConfigHistory action and s3:PutObject* operation.
B. Verify that the IAM entity has the permissions necessary to perform the s3:GetBucketAcl and s3:PutObject* operations to
write to the target bucket.
C. Verify that the Amazon S3 bucket policy has the permissions necessary to perform the s3:GetBucketAcl and
s3:PutObject* operations to write to the target bucket.
D. Check the policy that is associated with the IAM entity. Verify that the policy allows the config.amazonaws.com service to
write to the target bucket.
E. Check the Amazon S3 bucket policy. Verify that the policy allows the config amazonaws,com service to write to the target
bucket.

Answer: B,E

Explanation:
https://repost.aws/knowledge-center/config-console-error

NEW QUESTION # 14 
A company needs a forensic-logging solution for hundreds of applications running in Docker on Amazon EC2 The solution must
perform real-time analytics on the togs must support the replay of messages and must persist the logs.
Which IAM services should be used to meet these requirements? (Select TWO)

A. Amazon EMR
B. Amazon SQS
C. Amazon Elasticsearch
D. Amazon Athena
E. Amazon Kinesis

https://www.pass4test.com/SCS-C02-exam-questions.html


Answer: C,E

Explanation:
Amazon Kinesis and Amazon Elasticsearch are both suitable for forensic-logging solutions. Amazon Kinesis can collect, process,
and analyze streaming data in real time3. Amazon Elasticsearch can store, search, and analyze log data using the popular open-
source tool Elasticsearch. The other options are not designed for forensic-logging purposes. Amazon Athena is a query service that
can analyze data in S3, Amazon SQS is a message queue service that can decouple and scale microservices, and Amazon EMR is a
big data platform that can run Apache Spark and Hadoop clusters.

NEW QUESTION # 15 
A security engineer is configuring account-based access control (ABAC) to allow only specific principals to put objects into an
Amazon S3 bucket. The principalsalready have access to Amazon S3.
The security engineer needs to configure a bucket policy that allows principals to put objects into the S3 bucket only if the value of
the Team tag on the object matches the value of the Team tag that is associated with the principal. During testing, the security
engineer notices that a principal can still put objects into the S3 bucket when the tag values do not match.
Which combination of factors are causing the PutObject operation to succeed when the tag values are different? (Select TWO.)

A. The bucket policy does not apply to principals in the same zone of trust.
B. The principal's identity-based policy grants access to put objects into the S3 bucket with no conditions.
C. The S3 bucket's resource policy cannot allow actions to the principal.
D. The S3 bucket's resource policy does not deny access to put objects.
E. The principal's identity-based policy overrides the condition because the identity-based policy contains an explicit allow.

Answer: B,D

Explanation:
The correct answer is A and C.
When using ABAC, the principal's identity-based policy and the S3 bucket's resource policy are both evaluated to determine the
effective permissions. If either policy grants access to the principal, the action is allowed. If either policy denies access to the
principal, the action is denied. Therefore, to enforce the tag- based condition, both policies must deny access when the tag values do
not match.
In this case, the principal's identity-based policy grants access to put objects into the S3 bucket with no conditions (A), which means
that the policy does not check for the tag values. This policy overrides the condition in the bucket policy because an explicit allow
always takes precedence over an implicit deny. The bucket policy can only allow or deny actions to the principal based on the
condition, but it cannot override the identity-based policy.
The S3 bucket's resource policy does not deny access to put objects , which means that it also does not check for the tag values.
The bucket policy can only allow or deny actions to the principal based on the condition, but it cannot override the identity-based
policy.
Therefore, the combination of factors A and C are causing the PutObject operation to succeed when the tag values are different.
References:
Using ABAC with Amazon S3
Bucket policy examples

NEW QUESTION # 16 
A company wants to remove all SSH keys permanently from a specific subset of its Amazon Linux 2 Amazon EC2 instances that
are using the same 1AM instance profile However three individuals who have IAM user accounts will need to access these instances
by using an SSH session to perform critical duties How can a security engineer provide the access to meet these requirements'?

A. Assign an 1AM policy to the 1AM user accounts to provide permission to use AWS Systems Manager Run Command
Remove the SSH keys from the EC2 instances Use Run Command to open an SSH connection to the EC2 instance
B. Assign an 1AM policy to the 1AM user accounts to provide permission to use the EC2 service in the AWS Management
Console Remove the SSH keys from the EC2 instances Connect to the EC2 instance as the ec2-user through the AWS
Management Console's EC2 SSH client method
C. Assign an 1AM policy to the instance profile to allow the EC2 instances to be managed by AWS Systems Manager
Provide the 1AM user accounts with permission to use Systems Manager Remove the SSH keys from the EC2 instances Use
Systems Manager Session Manager to select the EC2 instance and connect
D. Assign an 1AM policy to the instance profile to allow the EC2 instances to be managed by AWS Systems Manager
Provide the 1AM user accounts with permission to use Systems Manager Remove the SSH keys from the EC2 instances Use
Systems Manager Inventory to select the EC2 instance and connect



Answer: C

Explanation:
To provide access to the three individuals who have IAM user accounts to access the Amazon Linux 2 Amazon EC2 instances that
are using the same IAM instance profile, the most appropriate solution would be to assign an IAM policy to the instance profile to
allow the EC2 instances to be managed by AWS Systems Manager, provide the IAM user accounts with permission to use Systems
Manager, remove the SSH keys from the EC2 instances, and use Systems Manager Session Manager to select the EC2 instance
and connect.

NEW QUESTION # 17
......
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