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EE #40
Refer to the exhibit, which shows an SD-WAN zone configuration on the FortiGate GUIL. What can you conclude about the zone
and member configuration on this device?
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4+ CreateNew~ | ¢ Edit 8 Dgsfe\

Interfaces ¢ Gateway &

@& virtual-Wan-link
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® A HUB1-VPN1 0.0.0.0
® (A HUB1-VPN2 0.0.0.0
~® (9 HUB1-VPN3 0.0.0.0
@& overlay-shops

@& overlay-factories

e A Youcandelete the virtual-wan-link zones.

e B. The underlay zone contains three members.

¢ C. You can move HUB1-VPN3 fiom the HUB1 zone to the overlay-shops zone.
e D. The overlay-factories zone contains no member.

He:. D
Y.

The overlay-factories zone is shown with a red icon, indicating that it has no members assigned to it, unlike the other zones which are
expandable and show member interfaces.



AE#41

Refer to the exhibits. You use FortiManager to configure SD-WAN on three branch devices.

‘When you install the device settings. FortiManager prompts you with the error "Copy Failed" for the device branchl fat When you
click the log button. FortiManager displays the message shown in the exhibit.

Based on the exhibits, which statement best describes the issue and how you can resolve it?



SD-WAN template zones and rules configuration

SD-WAN Zones
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e A. Gateways for all members in a zone must be defined the same way. Specify the gateway of the SD- WAN member port!
without metadata variables.



¢ B. Check the metadata variable definitions, and review the per-device mapping configuration.
e (. Check the connection between branchl_fgt and FortiManager

¢ D. Remove the installation target for the SD-WAN member port4. You cannot combine metadata variable and installation

targets.

HE: D

HEE #42

Refer to the exhibit. The administrator used the SD-WAN overlay template to prepare an [Psec tunnels configuration for a hub-and-

spoke SD-WAN topology. The exhibit shows the FortiManager installation preview for one FortiGate device.
Based on the exhibit, which statement best describes the configuration applied to the FortiGate device?

Install Preview of fgt1

Assigned Devices fgt1(root)

config

vpn ipsec phasel-interface

edit “VPN1”

set
set
set
set
set
set
set
set
set
set
set
set
set

Fa:RY

Z8Z/bwU2j1HXCFWz0/XkWz1iP/WK4gAGVHE90azICB+iffI2rIYiANSOIAZ

type dynamic

interface “portl”
ike-version 2

dpd on-idle

comments “VPN: VPNl [Crested by IPSEC Template]”
proposal aesZ256-sha2seé
peertype any

mode-cfg enable
dpd-retryinterval 60
net-device disable
add-routesdisable
auto-discovery-sender enable
ipv4-start-ip 10.10.128.1
ipvd4-end-ip 10.10.159.252

MEFSJ{ 255.255.224.0
k ENC

VOSZwM/ ThbwéM

set
set
next
end

network-overlay enable
network-id S

config system interface

L4

10.10.128.0/23.
HE: A

ME:

The phasel-interface shows set type dynamic, set peertype any, and set mode-cfg enablewith an address pool (ipv4-start-ip, ipv4-
end-ip, ipv4-netmask). Those are dial-up server settings-i.e., a hub handing out virtual IPs to spokes. It also has set auto-

discovery-sender enable,

Download

A. Tt is a hub device. It can send ADVPN shortcut offers.
B. It is a spoke device that establishes dynamic [Psec tunnels to the hub It can send ADVPN shortcut requests.
C. It is a hub device. It will automatically discover the spoke devices and add themto the SD-WAN topology.

D. It is a spoke device that establishes dynamic [Psec tunnels to the hub. The local subnet range is

allowing the hub to participate in ADVPN shortcut negotiation (sending offers).



HAE #43
‘When you use the command diagnose sys session list, how do you identify the sessions that correspond to traffic steered according
to SD-WAN rules?

A. You identify sessions steered according to SD-WAN rules with the data vwl_mbr_seq.

B. You cannot identify SD-WAN sessions. You nmust use the sdwar. session filter.

C. You identify sessions steered according to SD-WAN rules with the data 3dwan_service id.
D. You identify sessions steered according to SD-WAN rules with the flag vwl.

HE: C

Y.

When using the diagnose sys session list command, SD-WAN-specific session steering is indicated by the presence of the
sdwan_service id field in the session data. This identifier ties the session directly to a specific SD-WAN rule or service. As noted in
the Fortinet documentation: "Sessions that are handled according to SD- WAN rules will include a service ID tag
(sdwan_service id) in their session listing, This allows administrators to correlate live sessions with SD-WAN policy matches for
troubleshooting and visibility." This is a crucial diagnostic tool, as it distinguishes between traffic managed by traditional routing and
that explicitly controlled by SD-WAN steering logic, aiding in operational insight and troubleshooting.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q15]

FortiOS 7.4 CLI Reference, "diagnose sys session list: SD-WAN Service ID Tagging" SD-WAN 7.4 Concept Guide, Section:
"Session Identification for SD-WAN Traffic"

AE #44
Refer to the exhibit.



BGP configuration

config router bgp
set as 65000
set router-id 10.200.99.253
set ibgp-multipath enable
set additional-path enable
set additional-path-select 3
config neighbor-group
edit “VPN1l”
set soft-reconfiguration enable
set remote-as 65000
=:RATHRET,
edit “VPN2"
set soft-reconfiguration enable
set remote-as 65000
next
edit “VPN3”
set soft-reconfiguration enable
set remote-as 65000

next
end
config neighbor-range
edit 1
set prefix 192.168.1.0 255.255.255.192
set neighbor-group “VPN1l"”
next
edit 2
set prefix 192.168.1.64 255.255.255.192
set neighbor-group “VPN2"
next
edit 3
set prefix 192.168.1.128 255.255.255.192
set neighbor—-group “VPN3”
next
end

end
The exhibit shows the BGP configuration on the hub in a hub-and-spoke topology. The administrator wants BGP to advertise
prefixes from spokes to other spokes over the [Psec overlays, including additional paths.
However, when looking at the spoke routing table, the admmnistrator does not see the prefixes from other spokes and the additional
paths Which three settings must the administrator configure inside each BGP neighbor group so spokes can learn the prefixes of
other spokes and their additional paths? (Choose three.)

o A. Enable route-reflector-client.
e B. Enable route-reflector-server



e C. Set adv-additional-path to the number of additional paths to advertise.
e D. Set additional-path to send
¢ E. Set additional-path to forward

®g:. ACD

Y.

The hub must send additional paths to spokes (set additional-path send).

The hub must treat each spoke as a route-reflector client so spoke routes are reflected to other spokes.
The hub must specify how many additional paths to advertise (set adv-additional-path <n>).
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