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Bonney's system has been compromised by a gruesome malware.

What is the primary step that is advisable to Bonney in order to contain the malware incident from spreading?
What is the cause of this issue?

¢ A Turnoff the infected machine

¢ B. Call the legal department in the organization and info m about the incident
e C. Complaint to police in a formal way regarding the incident

e D. Leave it to the network administrators to handle

ER: A
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Jason is setting up a computer forensics lab and must perform the following steps: 1. physical location and structural design
considerations; 2. planning and budgeting; 3. work area considerations; 4. physical security recommendations; 5. forensic lab
licensing; 6. human resource considerations. Arrange these steps in the order of execution.

A2>1->3->6->4->5
B. 2->3->]->4->6->5
C.5->2->1>3->4>6
D.3>2->1->4->6>5

BER: A

8 #21

Farheen is an incident responder at reputed IT Firm based in Florida. Farheen was asked to investigate a recent cybercrime faced
by the organization. As part of this process, she collected static data froma victim system

She used DD tool command to perform forensic duplication to obtain an NTFS image of the original disk. She created a sector-by-
sector mirror imaging of the disk and saved the output image file as image.dd.

Identify the static data collection process step performed by Farheen while collecting static data.

A. Administrative consideration
B. Physical presentatio

C. Comparison

D. System preservation

ZX: D

fE AR A -

Farheen's activity of using the DD tool to create a sector-by-sector mirror image of the original disk is an example of system
preservation. This process is crucial in digital forensics for creating an exact copy of a storage device to ensure that the original data
remains unchanged during the nvestigation. By making a forensic duplication, or image, of the disk, Farheen ensures that the static
data on the disk is preserved in its current state for thorough analysis, without altering the original evidence. This step allows
mvestigators to work with a precise replica of the data, protecting the integrity of the original evidence.References:The Incident
Handler (ECIH v3) certification materials discuss various methods and tools for data acquisition and preservation, highlighting the
importance of system preservation in the initial stages of forensic analysis.

PR #22
Which of the following is the BEST method to prevent email incidents?

A. Web proxy filtering

B. Disabling HTML in email content fields
C. End-user training

D. Installing antivirus rule updates

ZER: C

FIRE #23

Sam received an alert through an email monitoring tool indicating that their company was targeted by a phishing attack. After
analyzing the incident, Sam identified that most of the targets of the attack are high-profile executives of the company. What type of
phishing attack is this?

A. Spear phishing
B. Puddle phishing
C. Whaling

D. Pharming

ER: C
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