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Security Lifecycle Management: This section of the exam assesses the performance ofa Network
Infrastructure Engineer in overseeing the full security lifecycle—from identifying new technologies to
ongoing monitoring and auditing, It examines the ability to assess risks associated with new WLAN
implementations, apply suitable protections, and perform compliance checks using tools like SIEM.
Candidates must also demonstrate effective change management, maintenance strategies, and the use of
audit tools to detect vulnerabilities and generate insightful security reports. The evaluation includes tasks
such as conducting user interviews, reviewing access controls, performing scans, and reporting findings in
alignment with organizational objectives.
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Vulnerabilities, Threats, and Attacks: This section of the exam evaluates a Network Infrastructure Engineer
n identifying and mitigating vulnerabilities and threats within WLAN systems. Candidates are expected to
use reliable information sources like CVE databases to assess risks, apply remediations, and implement
quarantine protocols. The domain also focuses on detecting and responding to attacks such as
eavesdropping and phishing, It includes penetration testing, log analysis, and using monitoring tools like
SIEM systens or WIPS

WIDS. Additionally, it covers risk analysis procedures, including asset management, risk ratings, and loss
calculations to support the development of informed risk management plans.
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Security Policy: This section of the exam measures the skills of a Wireless Security Analyst and covers how
WLAN security requirements are defined and aligned with organizational needs. It emphasizes evaluating
regulatory and technical policies, involving stakeholders, and reviewing infrastructure and client devices. It
also assesses how well high-level security policies are written, approved, and maintained throughout their
lifecycle, including training initiatives to ensure ongoing stakeholder awareness and compliance.
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WLAN Security Design and Architecture: This part of the exam focuses on the abilities of a Wireless
Security Analyst in selecting and deploying appropriate WLAN security solutions in line with established
policies. It includes implementing authentication mechanisis like WPA2, WPA3, 802.1X

EAP, and guest access strategies, as well as choosing the right encryption methods, such as AES or
VPNs. The section firther assesses knowledge of wireless monitoring systens, understanding of AKM
processes, and the ability to set up wired security systens like VLANS, firewalls, and ACLs to support
wireless infrastructures. Candidates are also tested on their ability to manage secure client onboarding,
configure NAC, and implement roaming technologies such as 802.11r. The domain finishes by evaluating
practices for protecting public networks, avoiding common configuration errors, and mitigating risks tied to
weak security protocols.
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In the basic 4-way handshake used in secure 802.11 networks, what is the purpose of the ANonce and SNonce? (Choose 2)

¢ A They allow the participating STAs to create dynamic keys while avoiding sending unicast encryption keys across the

wireless medium

¢ B. They are input values used in the derivation of the Pairwise Transient Key.
e C. The IEEE 802.11 standard requires that all encrypted frames contain a nonce to serve as a Message Integrity Check

(MIC).

e D. They are used to pad Message 1 and Message 2 so each frame contains the same number of bytes.
e E. They are added together and used as the GMK, from which the GTK is derived.

Ef#: A. B

R

In the 802.11 4-Way Handshake:
D: The ANonce (fromthe AP) and SNonce (fromthe STA) are critical entropy values used along with the PMK, MAC addresses,



etc., to derive the PTK securely.

E: This process ensures both parties derive the same PTK without ever transmitting the key over the air, mitigating interception risk.
Incorrect:

A). Nonces are not padding bytes.

B). Nonces are not the MIC; MIC is a separate integrity mechanism.

(). GMK and GTK are for group keys, not derived from nonces.

References:

CWSP-208 Study Guide, Chapter 3 (4-Way Handshake Mechanics)

IEEE 802.11i Specification
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What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPA2 is in use?

¢ A. Group Cipher Suite

¢ B. Pairwise Cipher Suite List
e C. AKM Suite List

¢ D. RSN Capabilities

EfE: C

R -

The AKM (Authentication and Key Management) Suite List field within the RSN Information Element defines which authentication
methods are supported by the AP. This field distinguishes between PSK (Pre- Shared Key) and Enterprise (802.1X) modes:
AKM Suite OUI 00-0F-AC:1 = WPA2-Personal (PSK)

AKM Suite OUI 00-0F-AC:2 = WPA2-Enterprise (802.1X)

By examining this field in Beacon or Probe Response frames, a protocol analyzer can determine the authentication method enforced
by the BSS.

References:

CWSP-208 Study Guide, Chapter 6 - RSN IE Fields and Analysis

CWNP CWSP-208 Objectives: "RSN IE Analysis" and "Authentication Methods Identification”
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Your organization required compliance reporting and forensics features in relation to the 802.11ac WLAN they have recently
installed. These features are not built into the management system provided by the WLAN vendor. The existing WLAN is managed
through a centralized management console provided by the AP vendor with distributed APs and multiple WLAN controllers
configured through this console.

What kind of system should be installed to provide the required compliance reporting and forensics features?

A. WIPS overlay

B. Cloud management platform
C. WIPS integrated

D. WNMS

H
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‘When conmpliance reporting and forensic analysis are required and the WLAN vendor's centralized management system does not
provide it, deploying a dedicated overlay WIPS is the most effective solution.

Overlay WIPS uses dedicated sensors independent of the WLAN's operational radios, offering detailed threat detection,
compliance logging, and reporting capabilities that often surpass native WLAN features.

References:

CWSP-208 Study Guide, Chapter 7 - Overlay vs Integrated WIPS

CWNP CWSP-208 Objectives: "Compliance Monitoring and Forensics"
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Given: You have implemented strong authentication and encryption mechanisirs for your enterprise 802.11 WLAN using

802.1X/EAP with AES-CCMP.



For users connecting within the headquarters office, what other security solution will provide continuous monitoring of both clients
and APs with 802.11-specific tracking?

A. Wireless intrusion prevention system
B. IPSec VPN client and server software
C. WLAN endpoint agent software

D. RADIUS proxy server

E. Internet firewall software

EfE: A

TR

In integrated WIPS systens, radios are shared between client servicing and security scanning, To maintain quality of service for
latency-sensitive applications such as VoWiFi (Voice over Wi-Fi), scanning operations may be temporarily suspended or
deprioritized, potentially reducing security monitoring during those periods.

References:

CWSP-208 Study Guide, Chapter 7 - Integrated WIPS Tradeoffs

CWNP CWSP-208 Objectives: "Integrated WIPS Behavior and Performance Impact”

H #40

Given: The ABC Corporation currently utilizes an enterprise Public Key Infrastructure (PKI) to allow employees to securely access
network resources with smart cards. The new wireless network will use WPA2- Enterprise as its primary authentication solution.
You have been asked to recommend a Wi-Fi Alliance-tested EAP method.

‘What solutions will require the least change in how users are currently authenticated and still ntegrate with their existing PKI1?

A. EAP-TLS

B. PEAPVW/EAP-TLS

C. EAP-TTLS/MSCHAPv2
D. LEAP

E. EAP-FAST

F. PEAPVO/EAP-MSCHAPv2

EfE: A

e«

ABC Corporation already uses PKI and smart cards. EAP-TLS:

Is a certificate-based authentication protocol.

Integrates seamlessly with PK1 ifrastructure.

Is supported and certified by the Wi-Fi Alliance.

Incorrect:

A). EAP-FAST uses PACs, not certificates.

C). PEAPVO/EAP-MSCHAPW2 does not use certificates on the client side and is less secure.
D). LEAP is deprecated and insecure.

E). PEAPVO/EAP-TLS is not a standardized combination.

F). EAP-TTLS/MSCHAP+2 requires password-based authentication inside a tunnel, not certificate-based authentication.
References:

CWSP-208 Study Guide, Chapter 4 (EAP-TLS and PKI)

CWNP WPA2-Enterprise Integration Guidelines
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