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Broad nebwork access - Answer-Thene shoukl never be nelwork bandwidth bolllenecks,
On-demand services - Answer-Refers (o the model thal allows customers (o scale their
compule andior storage neads with little or no intervention from or prior communécation
with the provider

Resowrca pooling - Answer-Charactoristic that afiows the cloud provider lo meet various
demands from cuslomers whie remaining financially visble.

measured/metered service - Answer-The cusiomer is charged for only what they usa
and nothing mone

Businass Impact Analysis (BIA) - Answer-An assessment of the priorities given to each
assel and process within the organization

persanally identifiable information (PI) - Answer-Under cumrent laws, no cloud cusiomer
can transfar risk or Habdity associated with the inadvertent or maliciows disclosure of
<blank=.

Elmsticity - Answer-This is the flaxibsity of allocating resources as needed for immediate
usage, nstead of purchasing resources according to olher vanables

Simplicity - Answar-Usage and administration of cioud senvices ought to be transparent
to cloud customers and esers; from thelr parspective, B digital dala sarvice is paid for
and can be usad, with very litthe additional inpul ather than what I3 necessary o perform
ther dulies

Scalabildy - Answer-The arganization's computing neads won't ramain static: there will
be new (and hopefully morej users, customens, and data as (he organization conlinually
mafures

Infrastructure 85 a Sarvice (laaS) - Answar-The most basic of cloud servica offarings,

<blank> allows the cusiomer (o install all software, including operating systems (OSs)
on hardware housed and connected by the cloud wendor,

Platlorm as a Sesvice (Paas) - Answer-<Blank> conlaing everylhing included In 1aas,
with the addition of OSs,

Software as a Sendce (SaaS) - Anzwer-The cloud vendor becomes responsible for
administering, patching, and updating software as well
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WGU Managing Cloud Security (JY02) Sample Questions (Q195-Q200):

NEW QUESTION # 195
Which legal framework is concerned with the privacy of data of EU/EEA citizens?

A. HIPAA
B. APPI

C. COPPA
D. GDPR

Answer: D

Explanation:

The General Data Protection Regulation (GDPR) is the legal framework concerned with the privacy of data belonging to citizens of
the European Union and the European Economic Area (EU/EEA). Managing Cloud principles explain that GDPR establishes
comprehensive rules governing the collection, processing, storage, and transfer of personal data.

GDPR applies to organizations both within and outside the EU/EEA if they process personal data of EU residents. It enforces strict
requirements related to data protection, consent, breach notification, and individual rights. Cloud service providers and consurmers
nust ensure compliance when handling EU personal data.

The other options apply to different jurisdictions or data types. HIPAA governs healthcare data in the United States, COPPA
protects children's online privacy in the U.S., and APPI applies to Japan. Therefore, GDPR is the correct framework.

NEW QUESTION # 196
An organization needs to provide space where security administrators can centrally monitor network traffic and events and respond
to threats or outages. What should the organization create?

A. Network operations center (NOC)
B. Security operations center (SOC)
C. Emergency response team (ERT)
D. Disaster response team (DRT)

Answer: B

Explanation:

A Security Operations Center (SOC) is a centralized facility that allows administrators to monitor, detect, investigate, and respond
to cybersecurity events in real time. SOC teans leverage tools such as SIEM (Security Information and Event Management), threat
ntelligence, and incident response playbooks.

ERTs and DRTs are teams focused on emergencies and disaster recovery, respectively, but they do not provide continuous
monitoring. A NOC focuses on performance and availability of IT infrastructure but not on security threats.

By establishing a SOC, organizations ensure 24/7 visibility into security events, coordinated incident handling, and compliance with
standards such as ISO 27001 and SOC 2. SOCs are essential in cloud environments where threats evolve rapidly, and centralized
expertise is needed to minimize impact.

NEW QUESTION # 197
Which item determines whether a server has the capacity and the instance allocation to meet a custormer's requirements?

A. Cloud provider
B. Instance provider
C. UniFi controller
D. Cloud controller

Answer: D

Explanation:
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The cloud controller determines whether a server has sufficient capacity and appropriate instance allocation to meet customer
requirements. Managing Cloud principles explain that the cloud controller manages resource scheduling, provisioning, and allocation
across the cloud infrastructure.

It evaluates available compute, memory, storage, and network resources before assigning workloads to physical or virtual servers.
This ensures that customer requests are fillfilled without overcommitting resources or degrading performance.

A cloud provider delivers services, an instance provider is not a standard cloud role, and a UniFi controller manages networking
devices. Therefore, the cloud controller is the correct answer.

NEW QUESTION # 198
Which phase of'the cloud data lifecycle implements the file, block, or object type of cloud architecture?

A. Archive
B. Share
C. Create
D. Store

Answer: D

Explanation:

The Store phase of the cloud data lifecycle is responsible for mamntaining data in cloud storage systens and is where file, block, and
object storage architectures are implemented. Managing Cloud documentation explains that once data is created and prepared, it
nust be stored using appropriate storage technologies that support availability, durability, scalability, and performance requirements.
File storage is commonly used for shared access and hierarchical file systems, block storage supports high- performance workloads
such as databases and virtual machines, and object storage is optimized for scalability and unstructured data. All these storage
models fall under the Store phase because they represent how data is retained and managed at rest within the cloud environment.
The Archive phase focuses on long-term retention and cost optimization, often using cold or infrequent access storage. The Create
phase is concerned with generating data, and the Share phase mvolves distributing data to other users or systers. None of these
phases define the architectural storage models used to hold data.

Therefore, the Store phase is the correct answer, as it directly implements the underlying cloud storage architectures required to
securely and efficiently manage data.

NEW QUESTION # 199
In which service model would the cloud service provider bear the greatest responsibility for security?

A. Software as a Service (SaaS)

B. Infrastructure as a Service (IaaS)
C. Platformas a Service (PaaS)

D. Database as a Service (DBaaS)

Answer: A

Explanation:

In the Software as a Service (SaaS) model, the cloud service provider bears the greatest responsibility for security. Managing Cloud
documentation explains that in SaaS environments, the provider manages the application, operating system, middleware,
infrastructure, and often many security controls.

Customers primarily focus on user access, data classification, and configuration of application-level settings, while the provider
ensures platform availability, patching, vulnerability management, and infrastructure security. This shared responsibility model places
the largest security burden on the provider in SaaS compared to other service models.

In PaaS and [aaS, customers assume increasing responsibility for securing operating systems, applications, and configurations.
DBaaS still requires customer involverment in access control and data management.

Therefore, Saas is the correct answer.
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