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¢ Al GOVERNANCE AND RISK: It encompasses understanding different Al models and their life cycles,
=x 1 guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and

governance, and ensuring adherence to ethical practices, standards, and regulations.

e Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and
classification—applying development lifecycle methodologies with privacy and security by design, change
FH 2 and incident management, testing Al solutions, identifyng Al-related threats and vulnerabilities, and

supervising Al deployments.
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¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on

auditing Al systens using appropriate tools and methods. It includes audit planning and design, sampling
FH 3 methodologies specific to Al collecting audit evidence, using data analytics for quality assurance, and
producing Al audit outputs and reports, including follow-up and quality control measures.

Z| &l Advanced in AI Audit AAIA FEMEZEEAM (Q179-Q184):

EE2#179
Which of the following testing techniques would BEST validate whether an organization's data governance program eftectively
ensures data quality and integrity for Al model training and deployment?

A. Assessing data lineage to verify the traceability of data sources

B. Performing a business impact analysis (BIA) to assess the consequences of Al model failure
C. Reviewing the organization's Al software development life cycle documentation

D. Conducting a penetration test to identify vulnerabilities in the model

o
m

: A

EE #180
Which of the following key performance indicators (KPIs) are MOST important when evaluating whether an Al model meets
business objectives?

A. Number of users interacting with the Al model
B. Al model accuracy in predicting actual outcomes
C. Cost of resources required for Al model training
D. Frequency of Al model retraining

HE: B

Y.

The primary goal of any Al system s to provide predictions or classifications that support business decisions.

The AATA™ Study Guide highlights that model accuracy-especially when validated against actual outcomes-is the most reliable
indicator of whether the Al supports organizational goals effectively.

"Accuracy, precision, and recall are foundational metrics that indicate whether a model is performing in line with its intended
objectives. High user engagement or retraining frequency does not confirm effective decision support unless the outputs are correct.
Cost and user numbers offer useful operational insights but do not reflect the alignment of Al performance with strategic goals. Thus,
D is the most meaningful KPI in this context.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Operations and Performance," Subsection: "Al
Metrics and Business Alignment"

"

HEE #181
Which of'the following is an IS auditor MOST likely to use in order to ensure an Al model has the ability to make correct
predictions?

A. Confusion matrix
B. Adversarial testing
C. Latency testing

D. Group analysis

2
m

SH: A

MY

The confusion matrix is a key performance evaluation tool in machine learning and Al auditing. According to the AAIA™ Study
Guide, a confusion matrix presents detailed information about actual versus predicted classifications, allowing auditors to assess
accuracy, precision, recall, and F1 scores.

"A confusion matrix reveals not just how often predictions are correct, but also the types of errors being made-false positives and
false negatives-thereby providing a clear view of the model's predictive reliability." Adversarial testing evaluates robustness, group



analysis identifies bias across subgroups, and latency testing examines performance speed-not predictive accuracy. Thus, D is the
most relevant for ensuring correct predictions.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Operations and Performance," Subsection:
"Model Evaluation Metrics"

AE #182
An organization deploys an Al recruitment platform to screen job applicants. The IS auditor identifies that the platform's decisions
may be influenced by model bias. Which of the following risk mitigation strategies is BEST for the auditor to recommend?

A. Suspend the use of the Al system until the training data can be verified for fairness and compliance.
B. Implement a process to periodically test the Al system for biases and adjust parameters as needed.
C. Retrain the Al model using an external data set certified for inclusivity and fairness.

D. Require manual reviews of all Al-generated recruitment decisions before hiring is finalized.

HE: B

MY

Periodic testing and monitoring for bias is a sustainable, proactive strategy aligned with best practices outlined in the AAIA™ Study
Guide. This approach ensures that the Al system remains compliant over time, even as data and hiring conditions change.

"Ongoing faimess assessments help detect emerging biases and ensure that the Al model mamntains equitable decision-making
standards. Periodic testing also allows organizations to take corrective action before regulatory or reputational damage occurs."
Suspending the system (B) or relying solely on external datasets (C) are temporary or limited in scope.

Manual reviews (D) are effective but do not solve the root issue. Therefore, A provides a comprehensive, audit-aligned solution.
Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Ethical and Legal Considerations in Al," Subsection:
"Bias Mitigation and Monitoring"

EE #183
Which of the following is the GREATEST risk of using Al to generate audit reports?

A. The Al system s not able to include historical audit findings.

B. The Al system uses inconsistent formatting across audit reports.

C. The Al system misrepresents control effectiveness.

D. The Al system cannot integrate with management dashboard tools.

HE. C

dE:

Thegreatest riskwhen using Al to generate audit reports is that it maymisrepresent control effectiveness(B)

-for exanple, by overstating the robustness of controls, understating deficiencies, or summarizing findings inaccurately. This
undermines the reliability of the entire audit and can lead to poor management decisions, regulatory issues, and reputational damage.
AAIA emphasizes that Al-generated artifacts still require professional judgment and validationto ensure they accurately reflect audit
evidence and conclusions.

Inconsistent formatting (A) and lack of integration (C) are usability and efficiency issues, not fndamental assurance risks. Inability to
incorporate historical findings (D) reduces context but does not inherently misstate the current control assessment.
Therefore,misrepresentation of control effectivenessis the most critical risk from an assurance standpoint.

References:

ISACA,AAIA Exam Content Outline- Domain 3: Al in Audit Processes (Audit reporting and communication).

ISACA guidance on professional skepticism and validation of Al-generated insights in audit.
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