NGFW-EngineerHHH EEH IO R 2 X2 7| & NGFW-
Engineer@l 7| Xt S HZ X =

MGEW Engincor B2 8 AESG Ba 85 37

NGFW Enginoor B2 & AMESI 0 oad 98

32|11 PassTIP NGFW-Engineer Al EAME Q| A HEE St E MHELWMOREEY & JU&LICH
httpsv/drive.google.convopen?id=1xCd6nDWFh6 7ID- 5vxmUBFHA2MIp 1 DGF

%| 2 Palo Alto Networks®!& NGFW-EngineerA| & 0| ITH A MY &2 QXITE 74X D QU&Lct Hieket 2 X|
OF Al Palo Alto Networks 21 & NGFW-Engineer Al &0l = F 52 M| . PassTIP 2| Palo Alto Networks /& NGFW-
EngincerE ZE A|HEH|ISFE StAIH BHiboll A/ A 7S E LI Palo Alto Networks@!& NGFW-Engineer® Z 2
AABFESH 77X D L7 E ITHAHNM Q1S B H4lE A8 X Zotn g JaLcth

Palo Alto Networks NGFW-Engineer A& d:

=A /]

¢ PAN-OS Networking Configuration: This section of the exam measures the skills of Network Engineers in
configuring networking components within PAN-OS. It covers interface setup across Layer 2, Layer 3,
virtual wire, tunnel interfaces, and aggregate Fthernet configurations. Additionally, it includes zone creation,

=R 1 high availability configurations (active

e active and active

¢ passive), routing protocols, and GlobalProtect setup for portals, gateways, authentication, and tunneling,
The section also addresses [PSec, quantum-resistant cryptography, and GRE tunnels.

¢ PAN-OS Device Setting Configuration: This section evaluates the expertise of System Administrators in
configuring device settings on PAN-OS. It includes implementing authentication roles and profiles, and
configuring virtual systems with interfaces, zones, routers, and inter-VSYS security. Logging mechanisms
F=H 2 such as Strata Logging Service and log forwarding are covered alongside software updates and certificate
management for PKI integration and decryption. The section also focuses on configuring Cloud Identity
Engine User-1D features and web proxy settings.

e Integration and Automation: This section measures the skills of Automation Engineers in deploying and
managing Palo Alto Networks NGFWs across various environments. It includes the installation of PA-
Series, VM-Series, CN-Series, and Cloud NGFWs. The use of APIs for automation, integration with

M3 third-party services like Kubernetes and Terraform, centralized management with Panorama templates and

device groups, as well as building custom dashboards and reports in Application Command Center (ACC)

are key topics.
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EE #24

An NGFW engineer is configuring mutltiple Layer 2 interfaces on a Palo Alto Networks firewall, and all interfaces must be assigned
to the same VLAN. During initial testing, it is reported that clients located behind the various interfaces cannot communicate with
each other.

‘Which action taken by the engineer will resolve this issue?

¢ A Enable IP routing between the interfaces and configure a Security policy to allow traffic between interfaces within the
VLAN.

¢ B. Assign each interface to the appropriate Layer 2 zone and configure a policy that allows traffic within the VLAN.

¢ C. Configure each interface to belong to the same Layer 2 zone and enable IP routing between them.

¢ D. Assign each interface to the appropriate Layer 2 zone and configure Security policies for interfaces not assigned to the
same zone.

¥E: D

MY

Ina Palo Alto Networks Layer 2 deployment, the firewall acts as a transparent bridge between network segments. To facilitate this,
the engmneer must first create aVLAN objectand assign the physical Layer 2 interfaces to it. While the VLAN object handles the
MAC-address learning and switching logic, the firewall's security engine still requires that these interfaces be assigned toSecurity
Zonesto enforce traffic inspection.

The reason clients cannot comnumicate in the described scenario is rooted in the firewall'szone-based policy architecture. Even if
nmultiple interfaces belong to the same logical VLAN, if those interfaces are assigned to different security zones (e.g., "L.2-Finance"
and "L2-HR"), the firewall treats the traffic as inter-zone. By default, theinterzone-defaultsecurity policy is set toDeny. Therefore,
even though the traffic is staying within the same broadcast domain (VLAN), the firewall will drop the packets unless a specific
Security Policy is created to permit traffic between those zones.

Option C is the correct resolution because it acknowledges that "appropriate” zone assignment often mvolves segmentation for
security purposes. Once segmented, explicit policies are mandatory. Options A and D are incorrect becauselP routingis a Layer 3
function and is not used for Layer 2 interfaces, which do not have IP addresses assigned to the physical interfaces themselves.

EE #25
What is a result of enabling split tunneling in the GlobalProtect portal configuration with the "Both Network Traffic and DNS"
option?

¢ A ltallows devices on a local network to access blocked websites by changing which DNS server resolves certain domain
names.

e B. It specifies which domains are resolved by the VPN-assigned DNS servers and which domains are resolved by the local
DN servers.

e C. It specifies when the secondary DNS server is used for resolution to allow access to specific domains that are not
managed by the VPN.

e D. It allows users to access internal resources when connected locally and external resources when connected remotely using
the same FQDN.

He:. B

Y.

When split tunneling is enabled with the "Both Network Traffic and DNS" option in the GlobalProtect portal configuration, it allows
the firewall to control which traffic is sent over the VPN tunnel and which is not. Specifically, it determines which domains are
resolved by the VPN-assigned DNS servers (for domains requiring VPN access) and which are resolved by local DNS servers (for
domains that can be accessed without the VPN tunnel).

EE #26
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Which initial action is required to configure logical routers?

A. Changing the virtual router type from "default" to "advanced"
B. Activating an advanced routing subscription

C. Committing a new advanced routing software module

D. Checking "advanced routing" in general settings

HE: D

MY
Logical routers are part of the Advanced Routing Engine, and the required initial step is enabling advanced routing in the firewall's
general settings so the system switches from the default virtual router model to the logical router architecture.

AE #27
Why is SSL/TLS decryption considered critical for effective NGFW security inspection in modern networks?

A. Tt reduces network latency

B. It simplifies firewall rule design

C. It enables inspection of encrypted application traffic
D. It elimnates the need for IPS

e C

MY
Most modern traffic is encrypted.
SSI/TLS decryption allows NGFWs to inspect traffic content and detect threats hidden within encrypted sessions.

A2 #28
Which statement describes the role of Terraform in deploying Palo Alto Networks NGFWs?

A. It manages threat ntelligence data synchronization with NGFWs.

B. It orchestrates real-time traffic inspection for network segments.

C. It acts as a logging service for NGFW performance metrics.

D. It provides Infrastructure-as-Code (IaC) to automate NGFW deployment.

HEe. D

ME:

Terraform is an Infrastructure-as-Code (1aC) tool that automates the provisioning and management of infrastructure resources,
including Palo Alto Networks Next-Generation Firewalls (NGFWSs). By using Terraform configuration files, administrators can
define and deploy NGFW instances across cloud environments (such as AWS, Azure, and GCP) efficiently and consistently.
Terraform enables:

Automated firewall deployment in cloud environments.

Configuration of security policies and networking settings in a declarative manner.

Scalability and repeatability, reducing manual intervention in firewall provisioning,

HEE #29
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