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CompTIA Advanced Security Practitioner (CASP+) Exam 32 CAS-004 3,
B (Q512-Q517):

H #512

A financial services company wants to migrate its email services from on-premises servers to a cloud-based email solution. The
Chief information Security Officer (CISO) must brief board of directors on the potential security concerns related to this migration.
The board is concerned about the following,

- Transactions being required by unauthorized individual

- Conplete discretion regarding client names, account numbers, and

mvestment information.

- Malicious attacker using email to distribute malware and ransom ware.

- Exfiltration of sensitivity company information.

The cloud-based email solution will provide an6-malware, reputation-based scanning, signature- based scanning, and sandboxing,
Which of the following is the BEST option to resolve the board's concerns for this email migration?
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A. SSL VPN

B. Endpoint detection response
C. Application whitelisting

D. Data loss prevention

Ef#: D
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Data loss prevention (DLP) is the best option to resolve the board's concerns for this email migration. DLP is a set of tools and
policies that aim to prevent unauthorized access, disclosure, or exfiltration of sensitive data. DLP can monitor, filter, encrypt, or
block email messages based on predefined rules and criteria, such as content, sender, recipient, attachment, etc. DLP can help
protect transactions, customer data, and company information from being compromised by malicious actors or accidental leaks.

H #513

A forensics investigator is analyzing an executable file extracted from storage media that was submitted (or evidence The investigator
must use a tool that can identify whether the executable has indicators, which may point to the creator of the file Which of the
following should the investigator use while preserving evidence integrity?

A. berypt
B. ssdeep
C. dcfldd
D. SHA-3
E.idd

Ef#: B
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ssdeep is a tool that computes and matches Context Triggered Piecewise Hashing (CTPH), also known as fuzzy hashing, It can be
used to identify similar files or slight variations of the same file, which may point to the creator of the file if certain patterns or markers
are consistently present. This method allows for integrity checking without altering the evidence, which is critical in forensic
nvestigation.

HR #514
A security administrator has been provided with three separate certificates and is trying to organize them into a single chain of trust to
deploy on a website. Given the following certificate properties:

Which of'the following are true about the PKI hierarchy? (Select two).

A. www.budgetcert.com. is an intermediate CA.
B. www.budgetcert.com.is the top-level CA.

C. SuperTrust RSA 2018 is the top-level CA.
D. BudgetCert is the top-level CA

E. BudgetCert is an intermediate CA.

F. SuperTrust RSA 2018 is an intermediate CA.

IEf#E: C. D
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Based on the given certificate properties:

SuperTrust RSA 2018 is an intermediate certificate authority (CA) because 1t is issued by BudgetCert Global Root CA, which is the
top-level certificate authority.

BudgetCert is the top-level CA (root CA) in this public key infrastructure (PKI) hierarchy, as it issues certificates to SuperTrust
RSA 2018 and has no issuer of its own.

Therefore, SuperTrust RSA 2018 is the ntermediate CA, and BudgetCert is the top-level (root) CA in this PKI chain of trust. The
www.budgetcert.com certificate is the leaf or end-entity certificate, which is used for the website itself

References:

CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (PKI and Certificate Chains of Trust)
CompTIA CASP+ Study Guide: PKI Hierarchy and Certificate Trust Models



HA #515

A company wants to implement a new website that will be accessible via browsers with no mobile applications available. The new
website will allow customers to submit sensitive medical information securely and receive online medical advice. The company
already has multiple other websites where it provides various public health data and information. The new website must implement
the following;

* The highest form Of web identity validation

* Encryption of all web transactions

* The strongest encryption in-transit

* Logical separation based on data sensitivity

Other things that should be considered include:

* The company operates multiple other websites that use encryption.

* The company wants to minimize total expenditure.

* The company wants to minimize complexity

Which of'the following should the company implement on its new website? (Select TWO).

A. Wildcard certificate
B. Certificate pinning

C. Mutual authentication
D. HSTS

E. EV certificate

F. SSO

Eﬁ: D\ E
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The company should implement an EV certificate and HSTS on its new website. An EV certificate provides the highest level of web
identity validation by requiring extensive verification of the organization's identity and domain ownership. HSTS enforces encryption
of all web transactions by redirecting HTTP requests to HTTPS and preventing users from accepting invalid certificates. These
solutions would enhance the security and trustworthiness of the website without increasing complexity or expenditure significantly.
Verified Reference:

https//www.entrust.convdigital- security/certificate-solutions/products/digital- certificates/tls-ssl- certificates
https//learn.microsoft.comven-us/azure/active-directory/develop/access-tokens

HR #516

A large enterprise with thousands of users is experiencing a relatively high frequency of malicious activity from the insider threats.
Much of the activity appears to involve internal reconnaissance that results in targeted attacks against privileged users and network
file shares. Given this scenario, which of the following would MOST likely prevent or deter these attacks? (Choose two.)

¢ A Enforce command shell restrictions via group policies for all workstations by default to limit which native operating system
tools are available for use

¢ B. For all workstations, implement full-disk encryption and configure UEFI instances to require complex passwords for
authentication

e (. Modify the existing rules of behavior to include an explicit statement prohibiting users from enumerating user and file
directories using available tools and/or accessing visible resources that do not directly pertain to their job functions

¢ D. Implement application blacklisting enforced by the operating systens of all machines in the enterprise

e E. Conduct role-based training for privileged users that highlights common threats against them and covers best practices to
thwart attacks

e F. Increase the frequency at which host operating systens are scanned for vulnerabilities, and decrease the amount of time
permitted between vulnerability identification and the application of corresponding patches
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