DOP-CO2EHi A& - DOP-C022E & &l

AWS DOP

DOP-CO20DEE =

% Google Driver % B T &, & 1 i Fast2test DOP-C02 PDFRR % #XfE & : https/drive.google.com/open?
id=1yoSPVnti3SCjamatcEMwEsqLEGP2JiM

FEEMRFBRMITIT RS, B - LXBHERTURDERESEIH. RS A THRINE K KSR RS
KRR EN & E&E. Amazon DOP-CO2REERAMEME & EERRKIE M. Amazon DOP-C02 58 7% % & fe i 2R
ZIEEITITEBFEMARNTR. Fast2testt] LA A IRIZ$t Amazon DOP-CO258 78 % 3 i TS SR . /R 7TASE7EAS b
% B T #Fast2test & VR 3 4L ) B 7 Amazon DOP-CO2 #8585 5k B 35 3)ll R BBl RO B0 0 R 8 R L B RAE R ERR

#18 Amazon DOP-C02 383535 & % 9% DevOps BB AWS JRE B A B FRIBSRERE . B —HHREEE
DevOps il AWS i H CHBEAENBREANLEEFEENER. ZREERMLT AWS 25% DevOps TIEAT
-EEHERENE, BEMNEREANLTUHEERNKNEMABE, 2ZABNRERE, WIARFERF DevOps fl
AWS KR,

13 AWSER R I DevOps LIEAT - BERE, BA T HAWS EDevOps TREK EE B E MM, TURBEEANLER
MESESR P RS R . R IR L & BRI E B AEAWS B AR RATHI A DR AR e 7 S At M T AWS T BE IR R B B
RPN RER, BR—EALEREEFE.

>> DOP-CO2& Fi ik 8 <<

EERMARBIDOP-CO25 H 5k ~E: AWS Certified DevOps Engineer -
Professional, Amazon DOP-CO02E #R 1R & B i@ &

Fast2test/& —H REA R 2 NRMBEEF], WEREZAMFTER, BMBE NS . R IR IEE2E#— L% Amazon
RBEEAMEBEOLEE, ®IEFasttestiIFBAIE . Fast2testd] LMEIR L O, HARMES T2 BRDOP-CO2:RE %
AABREEER, RERE, NAHEESNEEELLBRAE Y, SRRERBRIEE. #iF
Fasttest/R RN EE N, EREMRRRIRIMBESE.

BB AWS Certified Professional DOP-C02 % & % 3R B8 (Q253-Q258):

"8 #253

A DevOps engneer uses AWS CodeBuild to frequently produce software packages. The CodeBuild project builds large Docker
images that the DevOps engineer can use across multiple builds. The DevOps engineer wants to improve build performance and
minimize costs. Which solution will meet these requirements?

e A Create custom AMIs that contain the cached Docker images. In the CodeBuild build, launch Amazon EC2 mstances from
the custom AMIs.

B. Store the Docker images in an Amazon Elastic Container Registry (Amazon ECR) repository. Modify the CodeBuild
project runtime configuration to always use the most recent image version.

C. Store the Docker images in an Amazon Elastic Container Registry (Amazon ECR) repository.

Implement a local Docker layer cache for CodeBuild.

D. Cache the Docker images in an Amazon S3 bucket that is available across multiple build hosts. Expire the cache by using
an S3 Lifecycle policy.
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* Step 1: Storing Docker Images in Amazon ECRDocker images can be large, and storing them in a centralized, scalable location
can greatly reduce build times. Amazon Elastic Container Registry (ECR) is a fully managed container registry that stores, manages,
and deploys Docker container images.

* Action:Store the Docker images in an ECR repository.

* Why:Storing Docker images in ECR ensures that Docker images can be reused across multiple builds, improving build
performance by avoiding the need to rebuild the images from scratch.
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A company is reviewing its 1AM policies. One policy written by the DevOps engmneer has been (lagged as too permissive. The
policy is used by an AWS Lambda fimction that issues a stop command to Amazon EC2 instances tagged with Environment:
NonProduccion over the weekend. The current policy is:

"Version": "2012-10-17",
"Stataement™:
{
"Effect": "Allow®
"Action": “ecRI*",
"Resourcalpier

' amazon

‘What changes should the engineer make to achieve a policy ot least permission? (Select THREE.)

Add the following conditional expression
"Condition™: {(
"stringEquals”™: {
"ac2:ResourceTag/Environment™: “"NonProduction”
}

} amazon

A Add the following conditional expression:

"Condition": {
"stzingEquals™: |
w - : : 7 4 Wi . i} (1
aws:principaltypel! |"l'sfabda.amazonaws.com

amazon

Changs "Rescurce™: "=" 10 "Resoudce™§ ==

Add the following conditional expression
"Condition™ : {

~ : |
amazmlia” : "5 ;{aws:DataTim4:Fridayi”
IF!

"DateLessThan": |
"aws:CurrentTime® G ¥"S ;{aws:DateTime:Mcnday}"™

Change "Action™: "ecZ:*™ 10 "AcFien " : "ecZ:StopInscan -




Add the following conditional expression
"Condition": {

b - 1 gNotEquals™:

ec2:ResourcaTag/Environmant™: Production

amazon

e L.

BER: ABC

SRR

The engineer should make the following changes to achieve a policy of least permission:

A: Add a condition to ensure that the principal making the request is an AWS Lambda function. This ensures that only Lambda
functions can execute this policy.

B: Narrow down the resources by specifying the ARN of EC2 instances instead of allowing all resources. This ensures that the
policy only affects EC2 instances.

D: Add a condition to ensure that this policy only applies to EC2 instances tagged with "Environment: NonProduction”. This ensures
that production environments are not affected by this policy.

Reference:

AWS Identity and Access Management (IAM) - AWS Documentation

Certified DevOps Engineer - Professional (DOP-C02) Study Guide (page 179)
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A DevOps engineer is building a multistage pipeline with AWS CodePipeline to build, verify, stage, test, and deploy an application.
A manual approval stage is required between the test stage and the deploy stage. The development team uses a custom chat tool
with webhook support that requires near-real-time notifications.

How should the DevOps engineer configure status updates for pipeline activity and approval requests to post to the chat tool?

e A Create an Amazon EventBridge rule that filters on CodePipeline Pipeline Execution State Change.
Publish the events to an Amazon Simple Notification Service (Amazon SNS) topic. Create an AWS Lambda function that
sends event details to the chat webhook URL. Subscribe the function to the SN topic.

¢ B. Create an AWS Lambda finction that is invoked by AWS CloudTrail events. When a CodePipeline Pipeline Execution
State Change event is detected, send the event details to the chat webhook URL.

¢ C. Modify the pipeline code to send the event details to the chat webhook URL at the end of each stage. Parameterize the
URL so that each pipeline can send to a different URL based on the pipeline environment.

¢ D. Create an Amazon CloudWatch Logs subscription that filters on CodePipeline Pipeline Execution State Change. Publish
subscription events to an Amazon Simple Notification Service (Amazon SNS) topic.
Subscribe the chat webhook URL to the SN topic, and complete the subscription validation.
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httpsz/aws.amazon.comypremiunmsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
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A company uses AWS Organizations and AWS Control Tower to manage all the company's AWS accounts. The company uses the
Enterprise Support plan.

A DevOps engineer is using Account Factory for Terraform (AFT) to provision new accounts. When new accounts are provisioned,
the DevOps engineer notices that the support plan for the new accounts is set to the Basic Support plan. The DevOps engineer
needs to implement a solution to provision the new accounts with the Enterprise Support plan.

‘Which solution will meet these requirements?

e A Use an AWS Config conformance pack to deploy the account-part-of-organizations AWS Config rule and to
automatically remediate any noncompliant accounts.

¢ B. Add an additional value to the control tower parameters input to set the AWSEnterpriseSupport parameter as the
organization's managemment account number.

e C. Setthe aft_feature enterprise_support feature flag to True in the AFT deployment input configuration. Redeploy AFT and
apply the changes.

¢ D. Create an AWS Lambda function to create a ticket for AWS Support to add the account to the Enterprise Support plan.



Grant the Lambda finction the support:ResolveCase permission.
ER: C
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AWS Organizations is a service that helps to manage multiple AWS accounts. AWS Control Tower is a service that makes it easy
to set up and govern secure, compliant multi-account AWS environments. Account Factory for Terraform (AFT) is an AWS
Control Tower feature that provisions new accounts using Terraform templates. To provision new accounts with the Enterprise
Support plan, the DevOps engineer can set the aft_feature enterprise support feature flag to True in the AFT deployment input
configuration. This flag enables the Enterprise Support plan for newly provisioned accounts.
https:/docs.aws.amazon.convcontroltower/latest/userguide/aft- feature-options. html
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A company has enabled all features for its organization in AWS Organizations. The organization contains 10 AWS accounts. The
company has turned on AWS CloudTrail in all the accounts. The company expects the number of AWS accounts in the organization
to increase to 500 during the next year. The company plans to use multiple OUs for these accounts.

The company has enabled AWS Conlfig in each existing AWS account in the organization. A DevOps engineer must implement a
solution that enables AWS Config automatically for all future AWS accounts that are created in the organization.

‘Which solution will meet this requirement?

¢ A Inthe organization's management account, create an Amazon EventBridge rule that reacts to a CreateAccount API call.
Configure the rule to mvoke an AWS Systerms Manager Automation runbook to enable AWS Config for the account.

¢ B. In the organization's management account, create an SCP that allows the appropriate AWS Config API calls to enable
AWS Config. Apply the SCP to the root-level OU.

¢ (. Inthe organization's management account, create an AWS CloudFormation stack set to enable AWS Config, Configure
the stack set to deploy automatically when an account is created through Organizations.

¢ D. In the organization's management account, create an Amazon EventBridge rule that reacts to a CreateAccount API call.
Configure the rule to invoke an AWS Lambda finction that enables trusted access to AWS Config for the organization.
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Explanation
https://aws.amazon.com/about-aws/whats-new/2020/02/aws- cloudformation-stacksets-introduces-automatic-depl
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