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Topic 1
Identity Protection Tenets: Examines Falcon Identity Protection's architecture, domain traffic inspection,
EDR complementation, human vulnerability protection, log-free detections, and identity-based attack
mitigation.

Topic 2
User Assessment: Examines user attributes, differences between users
endpoints
entities, risk baselining, risky account types, elevated privileges, watchlists, and honeytoken accounts.

Topic 3
Configuration and Connectors: Addresses domain controller monitoring, subnet management, risk settings,
MFA and IDaaS connectors, authentication traffic inspection, and country-based lists.

Topic 4
Falcon Identity Protection Fundamentals: Introduces the four menu categories (monitor, enforce, explore,
configure), subscription differences between ITD and ITP, user roles, permissions, and threat mitigation
capabilities.

Topic 5
Multifactor Authentication (MFA) and Identity-as-a-service (IDaaS) Configuration Basics: Focuses on
accessing and configuring MFA and IDaaS connectors, configuration fields, and enabling third-party MFA
integration.

Topic 6
Risk Assessment: Covers entity risk categorization, risk and event analysis dashboards, filtering, user risk
reduction, custom insights versus reports, and export scheduling.

Topic 7
Zero Trust Architecture: Covers NIST SP 800-207 framework, Zero Trust principles, Falcon's
implementation, differences from traditional security models, use cases, and Zero Trust Assessment score
calculation.

Topic 8

Falcon Fusion SOAR for Identity Protection: Explores SOAR workflow automation including triggers,
conditions, actions, creating custom
templated
scheduled workflows, branching logic, and loops.

Topic 9
Threat Hunting and Investigation: Focuses on identity-based detections and incidents, investigation pivots,
incident trees, detection evolution, filtering, managing exclusions and exceptions, and risk types.

Topic 10
GraphQL API: Covers Identity API documentation, creating API keys, permission levels, pivoting from
Threat Hunter to GraphQL, and building queries.

CrowdStrike Certified Identity Specialist(CCIS) Exam Sample Questions
(Q14-Q19):
NEW QUESTION # 14 
Falcon Identity Protection can continuously assess identity events and associate them with potential threats WITHOUTwhich of the
following?

A. Machine-learning-powered detection rules
B. API-based connectors
C. The need for string-based queries
D. Ingesting logs

Answer: C

Explanation:
Falcon Identity Protection is architected as alog-free identity security platform, a core tenet emphasized throughout the CCIS
curriculum. Unlike traditional SIEM- or log-based solutions, Falcon Identity Protection doesnot require string-based queriesto
continuously assess identity events or associate them with threats.
Instead, the platform relies onmachine-learning-powered detection rules,real-time authentication traffic inspection, andAPI-based
connectorsto collect and analyze identity telemetry directly from domain controllers and identity providers. This approach eliminates
the operational complexity of building, tuning, and maintaining query logic.



String-based queries are commonly associated with legacy log aggregation tools and SIEM platforms, where analysts must manually
search logs to identify suspicious behavior. Falcon Identity Protection replaces this model withbehavioral baselining and automated
correlation, enabling continuous identity risk assessment without human-driven query execution.
Because Falcon does not require string-based queries to operate,Option Dis the correct and verified answer.

NEW QUESTION # 15 
Which entity tab will show an administrator how to lower the account's risk score?

A. Risk
B. Timeline
C. Asset
D. Activity

Answer: A

Explanation:
In CrowdStrike Falcon Identity Protection, theRisktab within a user or account entity provides administrators with direct visibility
intowhy an account has a specific risk score and what actions can be taken to reduce that score. This functionality is a core
component of theUser AssessmentandRisk Assessmentsections of the CCIS (CrowdStrike Identity Specialist) curriculum.
The Risk tab aggregates bothanalysis-based risksanddetection-based risks, clearly identifying contributing factors such as
compromised passwords, excessive privileges, risky authentication behavior, stale or never- used accounts, and policy violations. It
also highlights theseverity, likelihood, and consequenceof each risk factor, allowingadministrators to prioritize remediation efforts
effectively. Most importantly, this tab provides actionable guidance, enabling teams to understand which specific remediation steps-
such as enforcing MFA, resetting credentials, reducing privileges, or disabling unused accounts-will directly lower the account's
overall risk score.
Other entity tabs do not provide this capability. TheTimelinetab focuses on chronological events and detections, theActivitytab
displays authentication and behavioral activity, and theAssettab shows associated endpoints and resources. Only theRisktab is
designed to explain risk drivers and guide remediation, making Option Dthe correct and verified answer.

NEW QUESTION # 16 
Which section of the Falcon menu is used to investigate the Event Analysis dashboard?

A. Enforce
B. Threat Hunter
C. Configure
D. Explore

Answer: D

Explanation:
In Falcon Identity Protection, theExploresection of the Falcon menu is used to investigate analytical views such as theEvent Analysis
dashboard. This aligns with the CCIS framework, which defines Explore as the primary area forinteractive investigation, analytics,
and risk explorationacross identity data.
The Event Analysis dashboard is designed to help administrators analyzeidentity-related authentication events, behavioral patterns,
and anomalous activity derived from domain traffic inspection and domain controller telemetry. These analytical capabilities are
intentionally placed underExplorebecause this menu category supports hypothesis-driven investigation rather than enforcement or
configuration actions.
By contrast:
* Enforceis used to apply policy rules and automated controls.
* Threat Hunteris focused on proactive hunting using queries and detection pivots.
* Configureis used to manage settings, connectors, policies, and integrations.
The CCIS documentation explicitly associates dashboards such asRisk AnalysisandEvent Analysiswith the Explore menu,
emphasizing its role in understandingwhyrisk exists before taking action. Therefore,Option C (Explore)is the correct and verified
answer.

NEW QUESTION # 17 
Which of the following are minimum requirements for showing the Falcon Identity Verification Dialog on the end user's machine?



A. Windows Server 2008 and PowerShell 5.1
B. Internet Explorer 9 and Windows Server 2008
C. .NET 3.5 and PowerShell 5.1
D. Windows Vista and .NET 3.5

Answer: B

Explanation:
The Falcon Identity Verification Dialog is used to prompt users for identity verification during conditional access enforcement.
According to the CCIS curriculum,Internet Explorer 9 and Windows Server 2008 represent theminimum supported requirementsfor
rendering the Identity Verification Dialog on an end user' s system.
This requirement exists because the dialog relies on supported browser and OS components to present authentication challenges
reliably during enforcement workflows. Systems that do not meet these minimum requirements may fail to display the dialog
correctly, impacting the enforcement of MFA or identity verification actions.
The other options reference runtime frameworks or PowerShell versions that are not directly responsible for rendering the
verification dialog. Therefore,Option Ais the correct and verified answer.

NEW QUESTION # 18 
In the Predefined ReportsSubjectdropdown, which category is associated with endpoints?

A. Events
B. Incidents
C. Accounts
D. Insights

Answer: A

Explanation:
Within Falcon Identity Protection,Predefined Reportsallow administrators to generate standardized reports based on specific data
subjects. TheSubject dropdowndetermines the type of data the report will be built from, such as identity risks, authentication activity,
or endpoint-related telemetry.
The category associated withendpointsin the Subject dropdown isEvents. Endpoint-related data-such as authentication attempts,
logons, protocol usage, and domain controller-observed activity-is captured and represented aseventswithin Falcon. These events
form the foundational telemetry used for identity detections, investigations, and reporting.
By contrast:
* Insightsrepresent aggregated analytical findings derived from events.
* Incidentsgroup multiple detections into a single investigative narrative.
* Accountsfocus on identity entities such as users and service accounts.
Endpoint visibility in reporting is therefore tied directly toEvents, as events reflect the raw and enriched activity observed on
endpoints and domain controllers. This structure aligns with Falcon's identity-first security model, where endpoint-observed
authentication behavior feeds identity risk scoring and Zero Trust decisions.
The CCIS curriculum explicitly associatesendpoint-related reportingwith theEventssubject, makingOption Bthe correct and verified
answer.

NEW QUESTION # 19
......
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