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B #126

Employees receive an email from an executive within the organization that summarizes a recent security breach and requests that
employees verify their credentials through a provided link. Several employees report the email as suspicious, and a security analyst is
mvestigating the reports. Which two steps should the analyst take to begin this investigation? (Choose two.)

A. Check the email header to identify the sender and analyze the link in an isolated environment.

B. Communicate with employees to determine who opened the link and isolate the aftected assets.

C. Evaluate the intrusion detection system alerts to determine the threat source and attack surface.

D. Review the mail server and proxy logs to identify the impact of a potential breach.

E. Examine the firewall and HIPS configuration to identify the exploited vulnerabilities and apply recommended mitigation.

EfE: AL B
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In the case of a suspicious email, the security analyst should communicate with employees to determmne who opened the link and
isolate the affected assets to prevent further spread of potential malware. Additionally, checking the email header to identify the
sender and analyzing the link in an isolated environment are crucial steps to begin the investigation and understand the scope and
impact of the potential breachl 3.

B #1127
Refer to the exhibit.

‘Which command was executed in PowerShell to generate this log?

A. Get-EventLog -List

B. Get-WinEvent -ListLog*

C. Get-EventLog -LogName*

D. Get-WinEvent -ListLog* -ComputerName localhost

Ef#: C

M #128

Refer to the exhibit.

Cisco Advanced Malware Protection installed on an end-user desktop automatically submitted a low prevalence file to the Threat
Grid analysis engine. What should be concluded from this report?

e A Threat scores are high, malicious ransomware has been detected, and files have been modified
¢ B. Threat scores are low and no malicious file activity is detected

e (. Threat scores are low, malicious ransonware has been detected, and files have been modified
e D. Threat scores are high, malicious activity is detected, but files have not been modified

Ef#: D

fEERL:

The Cisco Advanced Malware Protection report indicates several behavioral indicators with high severity scores, which suggests
that malicious activity has been detected. However, there is no specific indicator in the report that states that files have been
modified. Therefore, while the threat scores are high due to the detected malicious activity, we cannot conclude that any files have
been modified based on the information provided in the report. This underscores the importance of analyzing the detailed indicators
in such reports to accurately understand the nature of the threat and the actions taken by the malware.

g #129
Drag and drop the type of attacks from the left onto the cyber kill chain stages at which the attacks are seen on the right.

Ef#:
i

M #130
How does Wireshark decrypt TLS network traffic?

A. by observing DH key exchange

B. with a key log file using per-session secrets
C. by defining a user-specified decode-as

D. using an RSA public key

IEf#: B

HR #131
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