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FS5 FSCABS Exam Syllabus Topics:

Topic Details

¢ Identify network level performance issues: This section focuses on diagnosing network problems including
packet capture needs, interface availability, packet drops, speed and duplex settings, and TCP profile
optimization.,

Topic 1

o Identify the reason load balancing is not working as expected: This domain addresses troubleshooting load
balancing by analyzing persistence, priority groups, rate limits, health monitor configurations, and availability

Topic 2
ol status.

o Identify the reason a pool is not working as expected: This domain focuses on troubleshooting pools
including health monitor failures, priority group membership, and configured versus availability status of

Topic 3
ope pools and members.
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several smart devices. You can use it anywhere at any time on your smartphones and tablets.

F5 BIG-IP Administration Support and Troubleshooting Sample Questions
(Q47-Q52):

NEW QUESTION # 47
Refer to the exhibit.
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A user with IP address 192.168.162.70 is unable to connect to an HTTP application. What is a possible cause within the Virtual
Server configuration?

e A. The Source Address is configured as 10.128.10.0/24

e B. The Destination Address is configured as 192.168.162.80
e C. The Service Port is configured as 0 *All Ports

e D. The Virtual Server is configured as a Standard Type

Answer: A

Explanation:

The failure to connect is caused by a restrictive Source Address filter configured on the Virtual Server.

* Source Address Filtering; In the BIG-IP system, the Source Address field on a Virtual Server acts as an implicit Access Control
List (ACL). Only traffic orignating froma client [P address that matches the specified network range will be accepted and
processed by the Virtual Server.

* Analyzing the Exhibit: The provided configuration for vs_http shows the Source Address is set to

10.128.10.0/24. This means the Virtual Server will only accept connections from the subnet ranging from 10.128.10.1 to
10.128.10.254.

* Identifying the Conflict: The user trying to connect has the IP address 192.168.162.70. Since

192.168.162.70 does not fall within the allowed 10.128.10.0/24 range, the BIG-IP system will not match this traffic to the Virtual
Server, effectively blocking the connection attempt.

* Evaluation of Other Options:

* All Ports (Option A): Configuring a Virtual Server for "All Ports" (port 0) allows it to handle traffic for any destination port, which
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would not block a standard HTTP application.

* Destination Address (Option B): The destination address 192.168.162.80 is the Virtual IP (VIP) users should be connecting to;
this is a standard configuration and not the cause of the failure for a user reaching out to it.

* Standard Type (Option C): A "Standard" Virtual Server is the most common type used for HTTP applications as it allows for
Layer 7 profiles and full proxy capabilities.

NEW QUESTION # 48
Without decrypting, what portion of an HTTPS session is visible with a packet capture? (Choose one answer)

A. Cookies

B. HTTP Response Headers
C. Source IP Address

D. HTTP Request Headers

Answer: C

Explanation:

In an HTTPS session, the application-layer payload--including HTTP request headers, response headers, cookies, and body
content--is encrypted using SSL/TLS. Without decrypting the traffic (for example, without SSL offloading on BIG-IP or access to
the private keys), a packet capture cannot reveal any HTTP-level details.

However, network-layer and transport-layer information remains visible, even when encryption is used. This includes source and
destination IP addresses, source and destination ports, TCP flags, sequence numbers, and TLS handshake metadata. Therefore,
thesource [P address (Option B) is visible in a packet capture of HTTPS traffic without decryption.

NEW QUESTION # 49
Without decrypting, what portion of an HTTPS session is visible with a packet capture?

A. Cookies

B. HTTP Response Headers
C. Source IP Address

D. HTTP Request Headers

Answer: C

Explanation:

When analyzing HTTPS traffic using tools like tcpdump without access to the SSL private keys for decryption, only the Layer 2
through Layer 4 information remains visible.

* Visible Information: You can see the Source and Destination IP addresses, TCP ports, and the TLS handshake headers (such as
the Server Name Indication/SNI in the Client Hello).

* Encrypted Information: Once the encrypted tunnel is established, all Layer 7 data is masked. This includes HTTP
Request/Response Headers (Option A and D) and Cookies (Option C).

* Troubleshooting Note: To see the headers or cookies, an administrator must either perform the packet capture on the "server-
side" of the BIG-IP (if it is performing SSL Offload) or use a tool like Wireshark with the appropriate SSL keys loaded.

NEW QUESTION # 50
Which two methods should the BIG-IP Admnistrator troubleshoot a Pool-member that's been marked "DOWN" by its Health
Monitor? (Pick the 2 correct responses below)

A. Review the BIG-IP's routing table using "netstat -m"" to show all routes.
B. Enable Monitor Logging for the Pool-member that's "DOWN",

C. Collect a TCPdump packet capture for the "DOWN" Pool-member.
D. Review the Pool & Pool-member Statistics table for error data.

Answer: B,C

Explanation:
‘When a health monitor marks a member "Down," the goal is to determine if the issue is at the network level or the application level.
Monitor Logging (Option A): In the Pool Member configuration, an administrator can enable



"Monitor Logging". This generates a detailed text file in /var/log/monitors/ that shows the exact

"Send" string sent by the BIG-IP and the exact "Receive" string (or lack thereof) returned by the server.

TCPdump (Option C): This is the most definitive way to see if the monitor traffic is even leaving the BIG-IP and if the server is
responding with a TCP RST (reset) or an ICMP unreachable message. A command such as tcpdump -ni <vlan> host <member_ip>
and port <member port> is standard for this task.

NEW QUESTION # 51
A user wants to use the iHealth Upgrade Advisor to determine any issues with upgrading TMOS. Where can the user generate the
QKView to upload to iHealth?

A. System> Software Management
B. System> Configuration

C. System> Support

D. System> Archives

Answer: C

Explanation:

To utilize the F5 iHealth service, a BIG-IP Administrator must generate a diagnostic snapshot of the system known as a QK View
file.

* GQUI Path: In the BIG-IP Configuration Utility (GUI), the QK View generation tool is located under System> Support.

* Process: On the Support page, the user selects the "New Support Snapshot" button. From there, they ensure "QK View" is
selected. Once the BIG-IP finishes collecting the data (which includes logs, configuration, and hardware statistics), the user can
download the resulting .qkview file directly to their local machine.

* Health Integration: This file is then uploaded to ihealth.f5.com. The Upgrade Advisor tool within iHealth specifically parses this
QKView to check the current configuration against known bugs, hardware limitations, or syntax changes in the target TMOS
version.

* Evaluation of Other Options:

* System > Configuration (Option B): This section contains general system settings like DNS, NTP, and SNMP, but does not
contain diagnostic tools.

* System> Software Management (Option C): This is where new TMOS images (.iso files) are uploaded and installed, but it is not
used for generating diagnostic reports.

* System> Archives (Option D): This is used to create and manage UCS (User Configuration Set) files, which are full system
backups. While UCS files contain configuration, they do not contain the deep diagnostic logs and hardware stats required by iHealth
for an Upgrade Advisor analysis.

NEW QUESTION # 52
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