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Google Cloud Certified - Professional Cloud DevOps Engineer Exam Sample
Questions (Q17-Q22):

NEW QUESTION # 17

You work for a healthcare company and regulations require you to create all resources in a United States- based region. You
attempted to create a secret in Secret Manager but received the following error message:

The resource cannot be created in the global location due to an organization policy restriction.

You need to resolve the error while remaining compliant with regulations. What should you do?

¢ A. Remove the organization policy referenced in the error message.
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¢ B. Add the global region to the organization policy referenced in the error message.
¢ (. Create the secret with an automatic replication policy.
¢ D. Create the secret with a user-managed replication policy.

Answer: D

Explanation:

To control data residency in Secret Manager, you must use a user-managed replication policy to specify that secrets reside in U.S.
regions, satisfying healthcare compliance requirements (e.g., HIPAA, regional residency).

"To ensure that secrets are stored only in certain regions, use user-managed replication."

- Secret Manager Replication Policies

"If an organization policy restricts the use of the global location, use a user-managed replication policy to comply with those
restrictions."

- Policy Restrictions on Global Resources

Using user-managed replication allows you to explicitly define U.S. regions while resolving the policy block.

NEW QUESTION # 18

You are on-call for an infrastructure service that has a large number of dependent systems. You receive an alert indicating that the
service is failing to serve most of its requests and all of its dependent systems with hundreds of thousands of users are affected. As
part of your Site Reliability Engineering (SRE) incident management protocol, you declare yourself Incident Commander (IC) and
pull in two experienced people from your team as Operations Lead (OLJ and Commumications Lead (CL). What should you do
next?

A. Start a postmortem, add incident information, circulate the draft internally, and ask internal stakeholders for nput.
B. Establish a communication channel where incident responders and leads can commumicate with each other.

C. Contact the affected service owners and update them on the status of the incident.

D. Look for ways to mitigate user impact and deploy the mitigations to production.

Answer: D

NEW QUESTION # 19

You are designing a new multi-tenant Google Kubernetes Engine (GKE) cluster for a customer. Your customer is concerned with
the risks associated with long-lived credentials use. The customer requires that each GKE workload has the minimum Identity and
Access Management (IAM) permissions set following the principle of least privilege (PoLLP). You need to design an IAM
impersonation solution while following Google-recommended practices. What should you do?

¢ A Create a Google service account.
Create a node pool, and set the Google service account as the default identity.
Ensure that workloads can only run on the designated node pool by using node selectors, taints, and tolerations.
Repeat for each workload.
¢ B. Create a Google service account.
Create a node pool without taints, and set the Google service account as the default identity.
Grant IAM permissions to the Google service account.
e C. Create a Google service account.
Create a Kubernetes service account in a Workload Identity-enabled cluster.
Link the Google service account with the Kubernetes service account by using the roles/iam
workloadIdentityUser role and iam.gke.io/gcp-service-account annotation.
Map the Kubernetes service account to the workload.
Repeat for each workload.
¢ D. Create a Google service account.
Create a service account key for the Google service account.
Create a Kubernetes secret with a service account key.
Ensure that workload mounts the secret and set the GOOGLE APPLICATION CREDENTIALS environment variable to
point at the mount path.
Repeat for each workload.

Answer: C

Explanation:



Google Workload Identity is the recommended method to allow GKE workloads to securely access Google Cloud APIs using
short-lived credentials without managing keys.

"Workload Identity is the recommended way to access Google Cloud services from GKE. It replaces the older method of using
service account keys."

- Workload Identity Overview

"You can configure a Kubernetes service account to impersonate a Google Cloud service account by granting the

roles/iam workloadldentityUser role and using the iam gke.io/gcp-service-account annotation."

- Configure Workload Identity

This satisfies the customer's requirement for PoLP and avoids long-lived keys.

NEW QUESTION # 20

You support a service with a well-defined Service Level Objective (SLO). Over the previous 6 months, your service has
consistently met its SLO and customer satisfaction has been consistently high. Most of your service's operations tasks are automated
and few repetitive tasks occur frequently. You want to optimize the balance between reliability and deployment velocity while
following site reliability engineering best practices. What should you do? (Choose two.)

A. Make the service's SLO more strict.

B. Change the implementation of your Service Level Indicators (SLIs) to increase coverage.
C. Shift engineering time to other services that need more reliability.

D. Get the product team to prioritize refiability work over new features.

E. Increase the service's deployment velocity and/or risk.

Answer: CE

Explanation:
(https//sre.google/workbook/implementing-slos/#slo-decision-matrix)

NEW QUESTION # 21

You are developing the deployment and testing strategies for your CI/CD pipeline in Google Cloud You must be able to

* Reduce the complexity of release deployments and minimize the duration of deployment rollbacks

* Test real production traffic with a gradual increase in the number of affected users You want to select a deployment and testing
strategy that meets your requirements What should you do?

A. Rolling update deployment and shadow testing
B. Recreate deployment and canary testing

C. Blue/green deployment and canary testing

D. Rolling update deployment and A/B testing

Answer: C

Explanation:

Explanation

The best option for selecting a deployment and testing strategy that meets your requirements is to use blue/green deployment and
canary testing, A blue/green deployment is a deployment strategy that involves creating two identical environments, one running the
current version of the application (blue) and one running the new version of the application (green). The traffic is switched from blue
to green after testing the new version, and if any issues are discovered, the traffic can be switched back to blue instantly. This way,
you can reduce the complexity of release deployments and minimize the duration of deployment rollbacks. A canary testing is a
testing strategy that involves releasing a new version of an application to a subset of users or servers and monitoring its performance
and reliability. This way, you can test real production traffic with a gradual increase in the number of affected users.

NEW QUESTION # 22
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