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pass you exam without difficulty.

CompTIA A+ Certification Exam: Core 2 Sample Questions (Q58-Q63):
NEW QUESTION # 58 
A technician is securing a newly deployed workstation. Only authorized users should access it. Which actions should the technician
take? (Select two)

A. Enable the firewall
B. Enable screensaver locks
C. Enable SSH
D. Defragment the hard drive
E. Apply the BIOS password
F. Disable iCloud integration

Answer: B,E

Explanation:
Screensaver lockshelp protect unattended workstations.
BIOS passwordsprevent unauthorized changes at startup or during boot.
FromQUENTIN DOCTER - COMPTIA A+ COMPLETE study GUIDE:
"Applying a BIOS password adds a pre-boot security layer. Screensaver locks help protect logged-in sessions during idle times."

NEW QUESTION # 59 
After a user installs a mobile application from an advertisement, the phone's battery dies a few hours later and becomes hot to touch,
even when not in use. Which of the following should a technician do first?

A. Ensure appropriate MDM policies are applied
B. Check for unauthorized device administrators
C. Run a mobile malware scan on the phone
D. Contact the software developer

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
These symptoms strongly indicatemalware infectionor a malicious app running in the background. The first action should be torun a
malware scanto identify and remove malicious components.
FromQuentin Docter - CompTIA A+ Complete Study Guide:
"If a mobile device is overheating and the battery drains rapidly after installing an app, this could point to malware. Begin by scanning
the device with a mobile anti-malware application."

NEW QUESTION # 60 
Which of the following methods would make data unrecoverable but allow the drive to be repurposed?

A. Deleting the partitions
B. Implementing EFS
C. Degaussing the device
D. Performing a low-level format

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
A low-level format (also referred to as a zero-fill or full format) writes over every sector on a storage device, effectively destroying
the existing data and making recovery nearly impossible. Unlike degaussing, which renders the drive unusable, a low-level format
maintains the integrity of the device, allowing it to be repurposed or reused.
A: Deleting partitions does not fully erase data; it only removes references in the partition table.
B: EFS (Encrypting File System) encrypts files but does not securely wipe them.



D: Degaussing destroys the magnetic structure of a drive, making it inoperable and not reusable.
Reference:
CompTIA A+ 220-1102 Objective 4.3: Given a scenario, implement basic change management best practices.
Study Guide Section: Drive sanitation methods - low-level format vs. degaussing vs. deletion

NEW QUESTION # 61 
A user takes an iOS-based smartphone that is performing slowly to a repair shop. A shop technician finds the following information:
Battery charge: 25%
Battery health: 90%
Hotspot: On
Mobile reception: |||
Roaming: Off
Used space: 63.76GB/64GB
Which of the following is the cause of the issue?

A. Too many applications are open
B. The hotspot is degrading the performance
C. The device is running out of free space
D. The battery health is low
E. The phone is not sufficiently charged

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
When an iOS device approaches full storage capacity, performance can be significantly impacted. iOS requires a buffer of free
space to perform background processes efficiently.
From theAll-in-One Exam Guide:
"iOS devices need several gigabytes of free space to maintain optimal performance. Near-full storage can cause sluggish operation
and failures in updates or background tasks."

NEW QUESTION # 62 
A technician needs to disable guest log-ins on domain-joined desktop machines. Which of the following should be used?

A. Group Policy
B. Firewall
C. Microsoft Management Console
D. MSConfig

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Group Policyis the standard administrative tool for setting user permissions across domain-joined systems.
FromQUENTIN DOCTER - COMPLETE Study Guide:
"Use Group Policy to enforce user rights, including disabling guest account access on domain computers."

NEW QUESTION # 63
......
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