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F5 BIG-IP Administration Data Plane Concepts (F5CAB2) Sample Questions
(Q35-Q40):
NEW QUESTION # 35 
A BIG-IP Administrator configures remote authentication and needs to ensure that users can still log in even when the remote
authentication server is unavailable. Which action should the BIG-IP Administrator take in the remote authentication configuration to
meet this requirement? (Choose one answer)

A. Configure a second remote user directory
B. Enable the Fallback to Local option
C. Set partition access to All
D. Configure a remote role group

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:
Although remote authentication (LDAP, RADIUS, TACACS+) is a control-plane / management-plane feature, it directly affects
availability and resiliency of administrative access, which is a critical operational HA consideration.
How BIG-IP Remote Authentication Works:
BIG-IP can authenticate administrators against:
LDAP
RADIUS
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TACACS+
When remote authentication is enabled, BIG-IP by default relies on the remote server for user authentication If the remote
authentication server becomes unreachable, administrators may be locked out unless fallback is configured Why "Fallback to Local"
Is Required:
The Fallback to Local option allows BIG-IP to:
Attempt authentication against the remote authentication server first
If the remote server is unreachable or unavailable, fall back to:
Local BIG-IP user accounts (admin, or other locally defined users)
This ensures:
Continuous administrative access
Safe recovery during:
Network outages
Authentication server failures
Maintenance windows
This behavior is explicitly recommended as a best practice in BIG-IP administration to avoid loss of management access.
Why the Other Options Are Incorrect:
A . Configure a second remote user directory
Provides redundancy only if both directories are reachable
Does not help if remote authentication as a whole is unavailable
B . Configure a remote role group
Maps remote users to BIG-IP roles
Does not affect authentication availability
D . Set partition access to "All"
Controls authorization scope after login
Has no impact on authentication success
Key Availability Concept Reinforced:
To maintain administrative access resiliency, BIG-IP administrators should always enable Fallback to Local when using remote
authentication. This prevents lockouts and ensures access even during authentication infrastructure failures.

NEW QUESTION # 36 
A virtual server is listening at 10.10.1.100:any and has the following iRule associated with it:
when CLIENT_ACCEPTED { if {[TCP::local_port] equals 21 } { pool
ftppool } elseif {[TCP::local_port] equals 23 } { pool telnetpool }
If a user connects to 10.10.1.100 and port 22, which pool will receive the request?

A. telnetpool
B. ftppool
C. Unknown. The pool cannot be determined from the information provided.
D. None. The request will be dropped.

Answer: C

NEW QUESTION # 37 
A BIG-IP Administrator has a cluster of devices.
What should the administrator do after creating a new Virtual Server on device 1? (Choose one answer)

A. Create a new cluster on device 1
B. Create a new virtual server on device 2
C. Synchronize the settings of the group to device 1
D. Synchronize the settings of device 1 to the group

Answer: D

NEW QUESTION # 38 
An organization needs to deploy an HTTP application on a BIG-IP system. The requirements specify hardware acceleration to
enhance performance, while HTTP optimization features are not required.
What type of virtual server and associated protocol profile should be used to meet these requirements? (Choose one answer)



A. Type: Stateless Protocol Profile: fastL4
B. Type: Performance (HTTP) Protocol Profile: fasthttp
C. Type: Performance (Layer 4) Protocol Profile: fastL4
D. Type: Standard Protocol Profile: tcp-wan-optimized

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Data Plane Concepts documents:
To select the correct virtual server type, an administrator must balance the need for L7 intelligence versus raw throughput and
hardware offloading:
Performance (Layer 4) Virtual Server: This type is designed for maximum speed. It uses the fastL4 profile, which allows the BIG-IP
system to leverage the ePVA (Embedded Packet Velocity Accelerator) hardware chip. When a Performance (L4) virtual server is
used, the system processes packets at the network layer (L4) without looking into the application payload (L7). This fulfills the
requirement for hardware acceleration and avoids the overhead of HTTP optimization features, which are not needed in this
scenario.
Performance (HTTP) Virtual Server: While fast, this type uses the fasthttp profile to provide some L7 awareness and optimization
(like header insertion or small-scale multiplexing). Since the requirement specifically states HTTP optimization is not required, the L4
variant is more efficient.
Standard Virtual Server: This is a full-proxy type. While it offers the most features (SSL offload, iRules, Compression), it processes
traffic primarily in the TMOS software layer (or via high-level hardware assistance), which is "slower" than the pure hardware
switching path of the Performance (L4) type.
Stateless Virtual Server: This is typically used for specific UDP/ICMP traffic where the system does not need to maintain a
connection table. It is not appropriate for standard HTTP (TCP) applications requiring persistent sessions or stateful load balancing.
By choosing Performance (Layer 4) with the fastL4 profile, the organization ensures that the traffic is handled by the hardware
acceleration chips, providing the lowest latency and highest throughput possible for their HTTP application.

NEW QUESTION # 39 
A BIG-IP Administrator has a cluster of devices.
What should the administrator do after creating a new Virtual Server on device 1? (Choose one answer)

A. Create a new cluster on device 1
B. Create a new virtual server on device 2
C. Synchronize the settings of the group to device 1
D. Synchronize the settings of device 1 to the group

Answer: D

Explanation:
Comprehensive and Detailed Explanation (BIG-IP Administration - Data Plane Concepts):
In a BIG-IP device service cluster, configuration objects such as virtual servers, pools, profiles, and iRules are maintained through
configuration synchronization (config-sync).
Key BIG-IP concepts involved:
Device Service Cluster (DSC)
A cluster is a group of BIG-IP devices that share configuration data. One device is typically used to make changes, which are then
synchronized to the rest of the group.
Config-Sync Direction Matters
Changes are made on a local device
Those changes must be pushed to the group
The correct operation is "Sync Device to Group"
Why C is correct:
The virtual server was created only on device 1
Other devices in the cluster do not yet have this object
To propagate the new virtual server to all cluster members, the administrator must synchronize device 1 to the group Why the other
options are incorrect:
A . Synchronize the settings of the group to device 1
This would overwrite device 1's configuration with the group's existing configuration and may remove the newly created virtual
server.
B . Create a new cluster on device 1
The cluster already exists. Creating a new cluster is unnecessary and disruptive.



D . Create a new virtual server on device 2
This defeats the purpose of centralized configuration management and risks configuration drift.
Conclusion:
After creating a new virtual server on a BIG-IP device that is part of a cluster, the administrator must synchronize the configuration
from that device to the group so all devices share the same ADC application objects.

NEW QUESTION # 40
......
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