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Topic Details

Topic 1

System Troubleshooting: This part of the exam assesses the ability of Fortinet network and security
professionals to diagnose and fix typical system-related problems within Fortinet solutions. It involves
troubleshooting FortiGate-to-FortiGate Security Fabric issues, addressing automation stitch concerns, and
detecting resource-related problems using integrated tools.

Topic 2
Security Profiles: This segment of the exam tests the skills of IT professionals, such as network
administrators in handling and troubleshooting security profile-related challenges.

Topic 3
VPN: This section tests the knowledge of IT professionals, such as system engineers in diagnosing and
resolving VPN-related issues. It emphasizes troubleshooting IPsec IKE versions 1 and 2 to ensure secure
and reliable communication between networks or remote users.

Topic 4
Routing: This part of the exam examines the expertise of Fortinet network and security professionals, in
routing enterprise traffic effectively.

Topic 5
Authentication: This section evaluates the proficiency of Fortinet network and security professionals in
resolving both local and remote authentication issues.
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(Q75-Q80):
NEW QUESTION # 75 
Refer to the exhibits, which contain the partial configurations of two VPNs on FortiGate.
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An administrator has configured two VPNs for two different user groups. Users who are in the Users- 2 group are not able to
connect to the VPN. After running a diagnostics command, the administrator discovers that FortiGate is not matching the user-2
VPN for members of the Users-
2 group. Which two changes must the administrator make to fix the issue? (Choose two.)

A. Use different pre-shared keys on both VPNs.
B. Change to aggressive mode on both VPNs.
C. Enable XAuth on both VPNs.
D. Set up specific peer IDs on both VPNs.

Answer: B,D

Explanation:
Change both tunnels to aggressive mode so FortiGate can match dynamic peers by identity.
Configure a unique peer ID on each phase1-interface so the correct VPN is selected for Users 1 vs. Users 2.

NEW QUESTION # 76 
Which statement best describes the full state when forming an OSPF adjacency between two peers?

A. A primary and secondary relationship is negotiated.
B. Communication is bi-directional between the two peers.
C. All LSA types have been received from the peer.
D. The LSDBs on both routers are identical.

Answer: D

NEW QUESTION # 77 
Which authentication option can you not configure under config user radius on FortiOS?

A. eap
B. mschap2
C. pap



D. mschap

Answer: A

NEW QUESTION # 78 
Refer to the exhibits. An administrator Is expecting to receive advertised route 8.8.8.8/32 from FGT-A. On FGT-B, they confirm
that the route is being advertised and received, however, the route is not being injected into the routing table. What is the most likely
cause of this issue?

A. FGT-8 is configured with a distribution list denying the 8.8.8.8/32 network to be injected into the routing table.
B. The administrator has misconfigured redistribution of routes on FGT-A.
C. FGT-B is configured with a prefix list denying the 8.8.8.8/32 network to be injected into the routing table.
D. A batter route to the 8.8.8.8/32 network exists in the routing table.

Answer: C

NEW QUESTION # 79 
Refer to the exhibit, which shows one way communication of the downstream FortiGate with the upstream FortiGate within a
Security Fabric.

What three actions must you take to ensure successful communication? (Choose three.)

A. Ensure the port for Neighbor Discovery has been changed.
B. You must authorize the downstream FortiGate on the root FortiGate.
C. Ensure TCP port 8013 is not blocked along the way.
D. FortiGate must not be in NAT mode.
E. You must enable Security Fabric/Fortitelemetry on the receiving interface of the upstream FortiGate.

Answer: B,C,E

NEW QUESTION # 80
......
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