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Fortinet FCSS_SASE_AD-24 Exam Syllabus Topics:

Topic Details

e SIA, SSA, and SPA" This section focuses on the skills of Security Admmistrators in designing security
profiles for content inspection and deploying SD-WAN and Zero Trust Network Access (ZTNA) using

Topic 1 SASE. Understanding these concepts is crucial for securing access to applications and data across the

network.

¢ SASE Architecture and Components: This section measures the skills of Network Security Engineers and

covers the architecture and components of FortiSASE. It includes integrating FortiSASE into a hybrid
Topic 2 network, identifying its components, and constructing deployment cases to effectively implement SASE
solutions.
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¢ Analytics: This domain evaluates the skills of Data Analysts in utilizing analytics within FortiSASE. It
mnvolves identifying potential security threats using traffic logs, configuring dashboards and logging settings,

Topic 3
o and analyzing reports for user traffic and security issues to enhance overall security posture.
¢ SASE Deployment: This domain assesses the capabilities of Cloud Security Architects in deploying SASE
Topic 4 solutions. It includes implementing various user onboarding methods, configuring administration settings,

and applying security posture checks and compliance rules to ensure a secure environment.

Fortinet FCSS - FortiSASE 24 Administrator Sample Questions (Q35-Q40):

NEW QUESTION # 35

Your organization is currently using FortiSASE for its cybersecurity. They have recently hired a contractor who will work from the
HQ office and who needs temporary internet access in order to set up a web-based point of sale (POS) system.

What is the recommended way to provide internet access to the contractor?

A. Configure a VPN policy on FortiSASE to provide access to the internet.

B. Use zero trust network access (ZTNA) and tag the client as an unmanaged endpoint.

C. Use FortiClient on the endpoint to manage internet access.

D. Use a proxy auto-configuration (PAC) file and provide secure web gateway (SWG) service as an explicit web proxy.

Answer: D

Explanation:

Reference:

Fortinet FCSS FortiSASE Documentation - Zero Trust Network Access (ZTNA) Use Cases FortiSASE Administration Guide -
Managing Unmanaged Endpoints

NEW QUESTION # 36
Refer to the exhibits.

Secure private access service connection
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Secure private access network connection

Service Connections Network Configuration

ETWORK CONFIGURATION

Jitzer, lavency and packe? logs measurements are periodically obtained for
each service connection via the Health Check 1P

Within each PoP, the highest priority service connection that meets
minimum SUA requirements is selecied. Note that 8 senvice connection
can be atsigned a different prionty level in different PoPs.
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Firewall policy configuration

edit 5
set
set
set
set
set
set
set
set
set

next
edit 6
set
set
set
set
set
set
set
set
set
next
edit 9
set
set

set
set
set
set
set
set
next
end

config firewall policy

name "“Spoke-to-Spoke”

uuld 4d949462-216b-51ee-83c7-dB662Fdf9451
srcintf “To_SASE"

dstintf “To_SASE~

action accept

srcaddr “all”

dstaddr “all”

schedule “always”

service “ALL"

fE:EHFlFﬂIErF "VPN: To_SASE (Created by VPN #izard)"

name ~Lo-BGP-HC~ ;

uuid f5a12c92-216b-51¢ee-4802-88cd@13d6act
srcintf “To_SASE" _/ -

dstintf “SASE_Health™

action accept '

srcaddr "all’

dsteddr ell”

schédule "always”

s@rvice “ALL"

name "“Spoke-to-Hub”
uuid 617bBl1ee-ccb4-51ee-Bdab-6cdfficaZeca

L LR L LR

dstintf “internal3”
action accept
srcaddr “all”
dstaddr “all”
schedule “always”
service “ALL"




IPsec VPN configuration

# show vpn ipsec phasel-interface To_SASE
config vpn ipsec phasel-interface
edit “To_SASE"

set type dynamic
set interface “wanl”
set peertype any
set net-device disable
set mode-cfg enable
set proposal aes12B8-sha256 aes256-sha256 aes128-shal Bes256-shal
set add-route disable
set dpd on-idle
set comments “VPN: To_SASE (Created by VPN waZard)”
set wizard-type hub-fortigate-auto-discovery
set auto-discovery-sender enable
set ipv4-start-ip 18.11.11.10
set ipv4-end-ip 10.11.11.200
set ipvd-netmask 255.255.255.0
set unity-support disable
set psksecret ENC SblOigpvIFFYSpRZ/hyxQVUXvINZm7uqltDIv+BViPd+7RNizmUA3Z INnBZbsxq7BF

1¥kPLkxaNwlo7VLIipkye1xtB4NAWE f@5 1 Taaf 1dM1 /phYvBI3hzUByXg==

next
end

# show vpn ipsec phdse2-interface To_SASE
config vpn ipsec phase2-interface
edit “To_SASE~
set phaselname “To_SASE"
set proposal aes128-shal aes256-shal aes128-sha256 aes256-sha256 aes12Bgcm aes256gcm
set comments "VPN: To_SASE (Created by VPN wizard)~

next
end

P TIOTOCOT COTT TG o
geonfig router bgp
set as 65881

set rodter-id 10.71.8.254
config neighbar
edit “18.18.1.3"
set advertisemsnt-interval 1
set sbgp-enforce-sultihop enable
set link-down-failover enable
set remote-as 55887
set route-reflecior-client enable
nect
end
cenfig neighbor-group
edit "To_SASE" ;
set capability-graceful-restars, dhsble
set link-down-failovar erigblelt ©
set next-hopsalf) enabls
sat infeffoce) "o SASE"
el femate<as 55807
set” additional-path both
set adv-additional-path 4
set route-reflector-client enable
naxt
end
cenfig neighbor-range
edit 1
set prefix 19.11.17.8 255.255.255.9
set neighbor-growp “To_BASCS
nect
end
config network
edit 1
set prefix 10.190.7190.0 255.255.255.0
nect
end

F:iZRTINET
A FortiSASE administrator is trying to configure FortiSASE as a spoke to a FortiGate hub. The VPN tunnel does not establish
Based on the provided configuration, what configuration needs to be modified to bring the tunnel up?

e A The hub needs IKEv2 enabled in the IPsec phase 1 settings.

¢ B. FortiSASE spoke devices do not support mode config.

e C. NAT needs to be enabled in the Spoke-to-Hub firewall policy.
e D. The BGP router ID needs to match on the hub and FortiSASE.

Answer: A



NEW QUESTION # 37
Customizing FortiSASE dashboards allows security analysts to focus on the most critical data relevant to their role.
Response:

o A True
e B. False

Answer: A

NEW QUESTION # 38
‘What benefit does FortiSASE's Secure Internet Access (SIA) offer for compliance with security policies?
Response:

A. Centralized management of user sessions

B. Increased network speed for remote users

C. Automated updates of all network devices

D. Consistent enforcement of security policies across all users

Answer: D

NEW QUESTION # 39
For FortiSASE point of presence (POP) to connect as a spoke, which Fortinet solution is required as standalone IPSec VPN hub?

A. next generation firewall (NGFW)
B. zero trust network access (ZTNA)
C. secure web gateway (SWG)

D. SD-WAN

Answer: A

Explanation:

A next-generation firewall is capable of acting as an IPSec VPN hub, providing the necessary functionality to establish and manage
VPN connections. It can handle the encryption, decryption, and authentication of traffic between the FortiSASE POP and the on-
premises network.

While other options like SD-WAN or ZTNA can also provide VPN capabilities, they are typically designed for different use cases
and may not have the same level of flexibility or control as a dedicated NGFW.

NEW QUESTION # 40
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