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R #58
Task: Test connection to Check Point Update Services.

ER:

fE R A -

See the Explanation. Explanation:

1- SSH into Gateway.

2- Use: curl -v hitps7/updates.checkpoint.com

3- Validate certificate and connection success.

4- Check DNS resolution of update servers.

5- Use SmartConsole > Logs to monitor blocked connections if failed.
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/& #59
Task: Check the health of the Threat Prevention blades.

ER:

it B B -

See the Explanation. Explanation:

1- SSH into the Gateway.

2- Run: cpview > Threat Prevention section.

3- Check CPU, memory, and update status.

4- Look for blade-specific errors or crashes.

5- Use cpstat threat-prevention for CLI summary.

i =8 #60
Task: Create a Threat Prevention rule targeting internal traffic with mmimal IPS coverage.

ER:

i RE S -

See the Explanation. Explanation:

1- Go to Threat Prevention > Policy.

2- Add a rule: Source=Internal Networks, Dest=Internal Networks.
3- Attach a custom profile with minimal protections.

4- Set Action=Accept and Track=Log.

5- Install the policy and test by generating benign internal traffic.

R #61
Task: Enable DNS reputation check in Anti-Bot.

ER:

fE AR A«

See the Explanation. Explanation:

1- Go to SmartConsole > Gateway Properties > Threat Prevention.
2- Under Anti-Bot settings, enable DNS reputation check.

3- Save and mnstall the policy.

4- Simulate a DNS lookup to a known malicious domain.

5- Confirm log entries for DNS reputation actions.

& #62
Task: Check Secure Internal Commumication (SIC) status between Management Server and Gateway.

ER:

fE R A«

See the Explanation. Explanation:

1- On Management, open SmartConsole > Gateways.
2- Right-click the gateway > Test SIC status.

3- CLI: Runcp_conf'sic state on the gateway.

4- Check logs in SFWDIR/log/sic.log,

5- Re-nttialize SIC if needed via SmartConsole or CLI.

R #63
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