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(Q115-Q120):

NEW QUESTION # 115

An organization was recently hacked through an admin's choice of an operating system. Leadership decides to move to
Chromebooks for their security.

While the organization waits for Chromebooks to be delivered, what will allow them to continue using their existing devices securely?

A. ChromeOS Flex

B. ChromeOS Readiness Guide
C. ChromeOS Bytes

D. ChromeOS Managed Browser

Answer: A

Explanation:

ChromeOS Flex allows the organization to repurpose existing devices by installing a lightweight version of ChromeOS on them. This
provides a secure and familiar environment while they await the delivery of new Chromebooks. Here's why it's the best choice:

* Security:ChromeOS Flex inherits the security features of ChromeOS, such as sandboxing, verified boot, and automatic updates,
mitigating the risks associated with the previous operating system

* Quick Deployment:ChromeOS Flex can be easily installed on existing hardware using a USB drive, minimizing downtime and
allowing employees to continue working,

* Familiar Interface:The user interface of ChromeOS Flex is similar to ChromeOS, ensuring a smooth transition for employees.
Option A is incorrectbecause the ChromeOS Readiness Guide is a resource for planning migration, not an immediate security
solution.

Option B is incorrectbecause while ChromeOS Managed Browser enhances security within a browser, it doesn't address
vulnerabilities in the underlying operating system

Option C is incorrectbecause ChromeOS Bytes is a blog, not a software solution.

NEW QUESTION # 116

Your custorrer is deploying ChromeOS devices in their environment and requires those ChromeOS devices to adhere to web
filtering via TLS (or SSL) Inspection. What recommendations should you make to your customer in setting up the requirements for
ChromeOS devices?

¢ A. ChromeOS devices are preconfigured to adhere to company TLS (or SSL) inspection by default and can therefore be
deployed with no additional configuration

¢ B. Reach out lo Google Workspace Security and Compliance for tailored configurations for your customer

¢ (. Configure a hostname allowlist, set up a TLS (or SSL) certificate, then verify TLS (or SSL) inspection is working

¢ D. Configure a transparent proxy, set up your allowlist to use * google com. then verify TLS (or SSL) inspection is working

Answer: C

Explanation:

To set up TLS (or SSL) inspection for web filtering on ChromeOS devices, you need to follow these steps:

* Configure Hostname Allowlist: Create an allowlist of hostnames (e.g., *.google.com, *[invalid URL removed]) that should bypass
TLS mspection. This ensures that essential services like Google services and your own domain can finction properly.

* Set up TLS Certificate: Obtain the required TLS/SSL certificate from your web filter provider and install it on your web filter.
ChromeOS devices need this certificate to establish a secure connection with the web filter for TLS inspection.

* Verify TLS Inspection: Once the configuration is in place, test and verify that TLS inspection is working as expected. This involves
checking if the web filter can correctly intercept and decrypt HTTPS traffic for websites not on the allowlist.

Why other options are not correct:

* Option B: While reaching out to Google Workspace Security and Compliance can be helpfill, it's not the primary step in setting up
TLS mspection. The configuration needs to be done on the web filter and ChromeOS devices.

* Option C: Transparent proxies are generally not recommended for ChromeOS devices as they can interfere with certain
functionalities. While it might work with an allowlist for Google domains, it's not the best practice.

* Option D: ChromeOS devices do not come preconfigured to adhere to company TLS mspection. This configuration needs to be
set up explicitly by the admmnistrator.

NEW QUESTION # 117



As an administrator, you would like the ability to see and test upcomng changes to the Google Admin console. How would an
admin get access to pre-release features and upcoming ChromeOS device management changes to the Admin console?

A. Create a ChromeQS Developer Account

B. Enroll in the ChromeOS Factory Software Platform

C. Join the Chrome Enterprise BETA Testing

D. Register for the Chrome Enterprise Trusted Tester Program

Answer: D

Explanation:

The Chrome Enterprise Trusted Tester Program is designed for admnistrators who want early access to pre- release features and
changes in the Google Admin console, including those related to ChromeOS device management. By joining this program,
admmistrators can:

* Test New Features: Get hands-on experience with upcoming features and changes before they are officially released.

* Provide Feedback: Share feedback directly with Google's product teans, helping to shape the development and prioritization of
new functionalities.

* Stay Ahead: Be among the first to know about new capabilities and improvements in the Google Admin console.

How to Register:

* Visit the Chrome Enterprise Trusted Tester Program website: https:/inthecloud. withgoogle.comvtrusted- testers/sign-up.html

* Fill out the registration form with your organization's details.

* Google will review your application and, if approved, provide you with access to pre-release features.

NEW QUESTION # 118
Your network admmistrator wants to block Google services traffic. What is the result?

A. Google Search will not work

B. Chrome devices will not be able to reach Google
C. Chrome devices will crash

D. Nothing This isn't an issue

Answer: A

Explanation:

Blocking Google services traffic will prevent Chrome devices from accessing any Google-owned domains, including google.com.
This will directly impact Google Search, as it relies on communication with Google servers to provide results.

Other Google services like Gmail, YouTube, Google Drive, etc., will also be inaccessible. However, the Chrome device itself will
not crash, as it can still fimction with other websites and applications.

NEW QUESTION # 119
When setting up a Chrome Enterprise trial, what is a benefit of choosing to verify the domain?

A. Identity management

B. Application management
C. Device management

D. Network management

Answer: A

Explanation:

When you verify your domain during a Chrome Enterprise trial setup, you establish ownership and control over the domain within
Google's systerrs. This is a crucial step in identity management as it allows you to:

* Manage user accounts: Create, edit, and delete user accounts within the domain, ensuring control over who can access company
resources.

* Apply security policies: Enforce security policies like password requirements, two-factor authentication, and access controls for
users within the domain.

* Single Sign-On (SSO): Enable seamless and secure single sign-on for users across various Google services and other integrated
applications.

By verifying the domain, you essentially gain centralized control over user identities and their access to resources, which is a core



aspect of identity managemment.

NEW QUESTION # 120
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