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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q597-Q602):
NEW QUESTION # 597 
Drag and drop the terms to match with their descriptions.

Answer:

Explanation:

NEW QUESTION # 598 
Which of the following is not part of the recommended first response steps for network defenders?

A. Do not change the state of the suspected device
B. Disable virus protection
C. Extract relevant data from the suspected devices as early as possible
D. Restrict yourself from doing the investigation

Answer: A

NEW QUESTION # 599 
Adam, a malicious hacker, has just succeeded in stealing a secure cookie via a XSS attack. He is able to replay the cookie even
while the session is valid on the server. Which of the following is the most likely reason of this cause?

A. Encryption is performed at the network layer (layer 1 encryption).
B. No encryption is applied.
C. Two way encryption is applied.
D. Encryption is performed at the application layer (single encryption key).

Answer: D

NEW QUESTION # 600 
John, a network administrator, is configuring Amazon EC2 cloud service for his organization. Identify the type of cloud service
modules his organization adopted.

A. Infrastructure-as-a-Service (IaaS)
B. Platform-as-a-Service (PaaS)



C. Software-as-a-Service (SaaS)
D. Storage-as-a-Service (SaaS)

Answer: A

Explanation:
Amazon EC2 (Elastic Compute Cloud) is a web service that provides resizable compute capacity in the cloud. It is designed to
make web-scale cloud computing easier for developers. EC2's simple web service interface allows you to obtain and configure
capacity with minimal friction. It provides you with complete control of your computing resources and lets you run on Amazon's
proven computing environment. Amazon EC2 reduces the time required to obtain and boot new server instances to minutes,
allowing you to quickly scale capacity, both up and down, as your computing requirements change. Hence, Amazon EC2 is an
example of Infrastructure-as-a-Service (IaaS), which provides virtualized computing resources over the internet.

NEW QUESTION # 601 
Geon Solutions INC., had only 10 employees when it started. But as business grew, the organization had to increase the amount of
staff. The network administrator is finding it difficult to accommodate an increasing number of employees in the existing network
topology. So the organization is planning to implement a new topology where it will be easy to accommodate an increasing number
of employees. Which network topology will help the administrator solve the problem of needing to add new employees and expand?

A. Mesh
B. Star
C. Bus
D. Ring

Answer: B

Explanation:
The star topology is the most suitable for accommodating an increasing number of employees because it allows for easy addition of
new nodes or computers without disrupting the existing network. In a star topology, each node is independently connected to a
central hub. If a new employee is added, they can be connected to the hub without affecting the other nodes. This topology also
simplifies troubleshooting, as each connection can be individually assessed without taking down the entire network. Furthermore, the
star topology is known for its scalability and robustness, making it ideal for a growing company like Geon Solutions INC.
References: The information aligns with the best practices for expanding business networks as described in the EC-Council's
Certified Network Defender (CND) program, which emphasizes the importance of a scalable and robust network topology for
business growth12. Additionally, industry sources confirm that the star topology is recommended for large business offices due to its
simplicity, scalability, and ease of expansion

NEW QUESTION # 602
......
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