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Access Contrel Entry - answery/ v/ An element in an access control list [ACL). Each entry
identifies a trustee and specifies the access rights allowed, denbed, or audited for that trustee.

Access Control List - answier A list of access control entries (ACE] that apply to an object.
Each ACE controli of monilors scoess 1o an abject by a specified User.
Discretionary aceess cantrod list (DACL) - answery' ' This ACL identifies the trustess that are
allowind or denled scoess to 3 securable object

Systom access control kst [SACL) - answery'+ This access controd list enables administrators to
log attempes to access 3 secured object. Can comprize part of an awdit trail

Accountability - answerw'« A fair information practices principhe: A data cantrolier should be
accountable for complying with measures which give effect to the fair information practice
principles.

Active Data Collection - answery' ' Whare the data subject actively provides their data, typically
theough the use of web forms, text boxes, check boxes or radie buttons.

Paszive Data Collection - answery~/ Data gathered without the invalvement of the data
provider. The data subject might not know that the daba is being captured.

First-party Collection - answer ' A data subject provides personal data to the data controller
directly, through a form or survey that is sent to the colfector upon the data subject submitting
the information

Surviillance Collection - answer+ Colléction by way of cbserving the data stream produced by
a given dara subject without interference in the data subject’s activity.

Repurposing - answery’ o Taking information coliected for ane purpose and using it for another
(secondary) purpose.

Third-party Collectian - answery'v Translerring data coliected derectly from a data subject to
ancther ofgantiation for their use.

Risk Controls - 3nswery' v A ative Contrals, Tech Controls, & Physical Controks

Risk Respanies - answery' v Accept, Transfer, Mitigate, Avoid
Functional Reguirements - answery' ' Specific function intended for a system
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TIAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q217-Q222):

NEW QUESTION # 217

SCENARIO

Please use the following to answer the next question:

Chuck, a compliance auditor for a consulting firm focusing on healthcare clients, was required to travel to the client's office to
performan onsite review of the client's operations. He rented a car from Finley Motors upon arrival at the airport as so he could
commutte to and from the client's office. The car rental agreement was electronically signed by Chuck and included his name,
address, driver's license, make/model of the car, billing rate, and additional details describing the rental transaction. On the second
night, Chuck was caught by a red light camera not stopping at an intersection on his way to dinner. Chuck returned the car back to
the car rental agency at the end week without mentioning the infraction and Finley Motors emailed a copy of the final receipt to the
address on file.

Local law enforcement later reviewed the red light camera footage. As Finley Motors is the registered owner of the car, a notice was
sent to them indicating the infraction and fine incurred. This notice included the license plate number, occurrence date and time, a
photograph of the driver, and a web portal link to a video clip of the violation for firther review. Finley Motors, however, was not
responsible for the violation as they were not driving the car at the time and transferred the incident to AMP Payment Resources for
further review. AMP Payment Resources identified Chuck as the driver based on the rental agreement he signed when picking up
the car and then contacted Chuck directly through a written letter regarding the infraction to collect the fine.

After reviewing the incident through the AMP Payment Resources' web portal, Chuck paid the fine using his personal credit card.
Two weeks later, Finley Motors sent Chuck an email promotion offering 10% off a future rental.

‘What should Finley Motors have done to incorporate the transparency principle of Privacy by Design (PbD)?

A. Signed a data sharing agreement with AMP Payment Resources.

B. Provided notice of data sharing practices within the electronically signed rental agreement.
C. Documented that Finley Motors has a legitimate interest to share Chuck's information.

D. Obtained verbal consent from Chuck and recorded it within internal systems.

Answer: B

Explanation:

By providing clear and concise notice of'its data sharing practices within the rental agreement that Chuck electronically signed, Finley
Motors could have ensured that Chuck was informed about how his personal information would be used and shared. This would
have helped to increase transparency and build trust with Chuck.

NEW QUESTION # 218
An organization is evaluating a number of Machine [earning (ML) solutions to help automate a customer-facing part of its business
Froma privacy perspective, the organization should first?

A. Document the distribution of bias scores

B. Document the False Positive Rates (FPR).

C. Define how data subjects may object to the processing
D. Define their goals for fairness

Answer: C

Explanation:

When evaluating Machine Learning (ML) solutions, the first step froma privacy perspective is to define how data subjects may
object to the processing. This aligns with the principles of transparency and individual rights under data protection laws such as
GDPR, which stipulates that data subjects should have the ability to object to the processing of their personal data. This ensures that
individuals maintain control over their personal information and that the organization respects their privacy rights. (Reference: IAPP
CIPT Study Guide, Chapter on Privacy in Technology and GDPR)

NEW QUESTION # 219
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You are a wine collector who uses the web to do research about your hobby. You navigate to a news site and an ad for wine pops
up. What kind of advertising is this?

A. Contextual.
B. Behavioral.
C. Remnant.

D. Demographic.

Answer: A

Explanation:

The type of advertising described in the scenario where a wine ad pops up while the user is researching about wine is:

* Contextual Advertising (Option C): This is when ads are shown based on the content of the web page the user is currently viewing.
Since the user is on a news site and sees an ad related to wine, it fits the definition of contextual advertising.

Option A (Remnant) refers to unsold ad inventory that is sold at a discount.Option B (Behavioral) refers to ads based on the user's
past behavior or browsing history.Option D (Demographic) targets users based on demographic information like age, gender, or
location.

References:

* JAPP Information Privacy Technologist (CIPT) training materials

* "Internet Advertising: Theory and Research" by Ducoffe, Halavais

NEW QUESTION # 220
What is the distinguishing feature of asymmetric encryption?

A. Tt is designed to cross operating systemns.

B. It has a stronger key for encryption than for decryption.
C. It employs layered encryption using dissimilar methods.
D. Tt uses distinct keys for encryption and decryption.

Answer: B

NEW QUESTION # 221
What is the main function of a breach response center?

A. Interfacing with privacy regulators and governmental bodies.
B. Providing training to internal constituencies.

C. Detecting internal security attacks.

D. Addressing privacy incidents.

Answer: D

NEW QUESTION # 222
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