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4 # 681

A company's developers manually install software modules on Amazon EC2 instances to deploy new versions of a service. A
security audit finds that the instances have different combinations of approved modules and unapproved modules.

A SysOps administrator must create a new instance image that contains only approved software.

‘Which solution will meet these requirements?
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A. Use AWS Systens Manager Run Command to install the approved modules on all running instances during an in-place
update.

B. Use Amazon Detective to continuously find and uninstall unauthorized modules from the instances.

C. Use Amazon GuardDuty to create and deploy an Amazon Machine Image (AMI) that includes only the approved
modules.

D. Use EC2 Image Builder to create and test an Amazon Machine Image (AMI) that includes only the approved modules.
Update the deployment workflow to use the new AML

EfE: D
fEEH -

EC2 Image Builder automates building, testing, and distributing AMIs. You can bake in only the approved modules, validate them in
the pipeline, and then use that AMI in deployments to ensure every instance is consistent and compliant.

H #0682
A SysOps administrator wants to upload a file that is 1 TB in size firom on-premises to an Amazon S3 bucket using multipart
uploads. What should the SysOps administrator do to meet this requirement?

A. Use the s3api put-object command.
B. Use the s3 c¢p command.

C. Upload the file using the S3 console.
D. Use the s3api copy-object command.

Ef#: B

fEEL:

It's a best practice to use aws s3 commands (such as aws s3 c¢p) for multipart uploads and downloads, because these aws s3
commands automatically perform multipart uploading and downloading based on the file size. By comparison, aws s3api commands,
such as aws s3api create-multipart-upload, should be used only when aws s3 commands don't support a specific upload need, such
as when the multipart upload involves muiltiple servers, a multipart upload is manually stopped and resumed later, or when the aws s3
command doesn't support a required request parameter. https:/aws.amazon.comypremiumsupport/knowledge-center/s3-multipart-
upload-cli/

B # 683

A company needs to restrict access to an Amazon S3 bucket to Amazon EC2 instances na VPC only.
All traffic must be over the AWS private network.

‘What actions should the SysOps administrator take to meet these requirements?

e A Create a NAT gateway in the VPC, and modify the VPC route table to route all traffic destined for Amazon S3 through
the NAT gateway.

¢ B. Create a service-linked role for Amazon EC2 that allows the EC2 instances to interact directly with Amazon S3, and
attach an IAM policy to the role that allows the EC2 mnstances full access to the S3 bucket.

e C. Create a VPC endpoint for the S3 bucket, and create an IAM policy that conditionally limits all S3 actions on the bucket
to the VPC endpoint as the source.

e D. Create a VPC endpoint for the S3 bucket, and create an S3 bucket policy that conditionally limits all S3 actions on the
bucket to the VPC endpoint as the source.

IEf@E: D

fEER -
https://docs.aws.amazon.cony AmazonS3/latest/userguide/exanmple-bucket-policies-vpe- endpoint.html

H R # 684
The SysOps administrator must dynamically reference the latest AMI ID from Systens Manager Parameter Store in

CloudFormation templates for new AMI versions.
Options (Select THREE):

e A. Enable resource sharing with Organizations.



B. Create a resource share by using AWS Resource Access Manager (AWS RAM). Specify the new parameter as the
resource. Specify the entire organization as the principal.

C. Create a new Systens Manager parameter to store the AMI value in the advanced parameter tier.

D. Create a new Systems Manager parameter to store the AMI value in the standard parameter tier.

E. Create an Amazon EventBridge rule that invokes an AWS Lambda function when a new AMI is published. Program the
Lambda finction to assume an IAM role in all linked accounts and to update Parameter Store with the new AMI ID.

F. Enable trusted access with Organizations.

Ef#: A. B. D

it

To allow CloudFormation templates in all accounts within the organization to reference the latest AMI ID:

Parameter Store in Standard Tier: Storing the AMI ID in Systerms Manager Parameter Store provides a central and easy-to-update
source.

Enable Resource Sharing with Organizations: This allows the parameter to be shared across accounts in the organization.

Resource Share in AWS RAM: AWS Resource Access Manager (RAM) can be used to share the parameter with the entire
organization, allowing other accounts to access the AMI ID.

Using the standard tier in Parameter Store is sufficient, and an EventBridge rule with Lambda for updating AMIs would add

unnecessary conmplexity.

A #0685

A company's SysOps admmistrator needs to change the AWS Support plan for one of the company's AWS accounts. The account
has multi-factor authentication (MFA) activated, and the MFA device is lost.

What should the SysOps administrator do to sign in?

A. Signin as a root user by using email and phone verification. Set up a new MFA device. Change the root user password.
B. Sign in as an 1AM user with administrator pernissions. Reset the MFA device for the root user by adding a new device.
C. Use the forgot-password process to verify the email address. Set up a new password and MFA device.

D. Sign in as an 1AM user with administrator permissions. Resynchronize the MFA token by using the

1AM console.

Ef#: A
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