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350-701 A BRI E (Q244-Q249):

H #244
An organization is receiving SPAM emails from a known malicious domain. What must be configured i order to prevent the session
during the initial TCP commumnication?

A. Configure policies to stop and reject communication
B. Configure the Cisco ESA to reset the TCP connection
C. Configure the Cisco ESA to drop the malicious emails
D. Configure policies to quarantine malicious emails
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The best way to prevent the session during the initial TCP commumication is to configure policies to stop and reject communication
from the known malicious domain. This will prevent the ESA from accepting any messages from that domain and send a negative
SMTP response code back to the sender. This will also save the ESA's resources and bandwidth, as it will not have to process or
store the malicious emails. This can be done by creating a sender group in the Host Access Table (HAT) that matches the malicious
domain and setting the mail flow policy to "Reject" or "Throttle". Alternatively, a message filter can be created that checks the
envelope sender against the malicious domain and applies the "stop_connection" or "reject connection" action]2.

The other options are not as effective as stopping and rejecting the communication at the TCP level.

Configuring the Cisco ESA to drop the malicious emails (option A) will still allow the ESA to accept the messages and then silently
discard them, which will consume the ESA's resources and bandwidth, and also not notify the sender of the rejection. Configuring
policies to quarantine malicious emails (option B) will also require the ESA to accept and store the messages, which will take up disk
space and require manual or automated management of the quarantine. Configuring the Cisco ESA to reset the TCP connection
(option D) will abruptly terminate the connection without sending a proper SMTP response code, which may cause the sender to
retry the delivery and generate more traffic. Resetting the TCP connection is also considered a less polite and less compliant way of
rejecting messages than sending a negative SMTP response code34. References: 1: How to Block a Sender Domain on the Email
Security Appliance 2: Message Filters on the Cisco Email Security Appliance 3: How to Configure the Cisco Email Security
Appliance to Reject or Drop Messages 4: Cisco Email Security Appliance User Guide - Configuring Mail Policies

M #245
How is DNS tunneling used to exfiltrate data out of a corporate network?

e A It corrupts DNS servers by replacing the actual IP address with a rogue address to collect information or start other
attacks.

e B. It leverages the DNS server by permitting recursive lookups to spread the attack to other DNS servers.

e C. Itredirects DNS requests to a malicious server used to steal user credentials, which allows further damage and theft on the
network.

e D. It encodes the payload with random characters that are broken mto short strings and the DNS server rebuilds the
exfiltrated data.
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ExplanationDomain name system (DNS) is the protocol that translates human-friendly URLs, such as securitytut.com, into IP
addresses, such as 183.33.24.13. Because DNS messages are only used as the beginning of each communication and they are not
intended for data transfer, many organizations do not monitor their DN'S traffic for malicious activity. As a result, DNS-based
attacks can be effective if launched against their networks. DNS tunneling is one such attack. An example of DNS Tunneling is
shown below:

Compromised ; Recursive NS Attacker's
system 7 resolution infrastructure

B - St

data

* The attacker incorporates one of many open-source DNS tunneling kits into an authoritative DNSnameserver (NS) and malicious
payload.2. AnIP address (e.g. 1.2.3.4) is allocated from the attacker's infrastructure and a domain name (e.g, attackerdomain.com)
is registered or reused. The registrar informs the top-level domain (.com) nameservers to refer requests for attackerdomain.comto
ns.attackerdomain.com, which has a DNS record mapped to 1.2.3.43. The attacker compromises a system with the malicious
payload. Once the desired data is obtained, the payload encodes the data as a

* series of 32 characters (0-9, A-Z) broken into short strings (3KJ242AIE9, P028X977W,,...).4. The payload mitiates thousands of
unique DNS record requests to the attacker's domain with each string as Reference: https://learn-umbrella.cisco.comyi/775902-dns-
tunneling/0

E R #246
An organization wants to secure users, data, and applications in the cloud. The solution must be API-based and operate as a cloud-

native CASB. Which solution must be used for this implementation?



A. Cisco Firepower Next-Generation Firewall
B. Cisco Cloud Email Security

C. Cisco Unbrella

D. Cisco Cloudlock
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Cisco Cloudlock: Secure your cloud users, data, and applications with the cloud-native Cloud Access Security Broker (CASB) and
cloud cybersecurity platform

Reference:

738565.pdf

H #247
How is Cisco Unbrella configured to log only security events?

A. inthe Security Settings section

B. per network in the Deployments section
C. in the Reporting settings

D. per policy

Ef#: D
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The logging of your identities' activities is set per-policy when you first create a policy. By default, logging is on and set to log all
requests an identity makes to reach destinations. At any time after you create a policy, you can change what level of identity activity
Unbrella logs.

From the Policy wizard, log settings are:

Log All Requests-For full logging, whether for content, security or otherwise Log Only Security Events-For security logging only,
which gives your users more privacy-a good setting for people with the roaming client installed on personal devices Don't Log Any
Requests-Disables all logging, If you select this option, most reporting for identities with this policy will not be helpful as nothing is
logged to report on.

Reference: https://docs.umbrella.com/deployment-umbrella/docs/log-management

B #248
An engineer configured a new network identity in Cisco Unbrella but must verify that traffic is being routed through the Cisco
Unbrella network. Which action tests the routing?

A. Ensure that the client computers are ponting to the on-premises DNS servers.

B. Add the public IP address that the client computers are behind to a Core Identity.
C. Browse to httpz//welcome.umbrella.cony to validate that the new identity is working,
D. Enable the Intelligent Proxy to validate that traffic is being routed correctly.
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