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R #96
Using Aruba best practices what should be enabled for visitor networks where encryption is needed but authentication is not
required?
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A. Wired Equivalent Privacy

B. Open Network Access

C. Opportunistic Wireless Encryption
D. Wi-Fi Protected Access 3 Enterprise

Ef: C

R -

Explanation

Opportunistic Wireless Encryption (OWE) is a feature that provides encryption for open wireless networks without requiring
authentication. OWE uses an enhanced version of the 4-way handshake to establish a pairwise key between the client and the AP,
which is then used to encrypt the wireless traffic using WPA2 or WPA3 protocols. OWE can be used for visitor networks where
encryption is needed but authentication is not required. References: hitps:/www.arubanetworks.convassets/tg/ TG OWE.pdf

B #97
Using Aruba best practices what should be enabled for visitor networks where encryption is needed but authentication is not
required?

A. Wired Equivalent Privacy

B. Open Network Access

C. Opportunistic Wireless Encryption
D. Wi-Fi Protected Access 3 Enterprise

Ef#: C

fEEL:

Opportunistic Wireless Encryption (OWE) is a feature that provides encryption for open wireless networks without requiring
authentication. OWE uses an enhanced version of the 4-way handshake to establish a pairwise key between the client and the AP,
which is then used to encrypt the wireless traffic using WPA2 or WPA3 protocols. OWE can be used for visitor networks where
encryption is needed but authentication is not required.

References: https:/www.arubanetworks.convassets/tg/ TG OWE.pdf

B #98
Which statements regarding Aruba NAE agents are true? (Select two )

A. NAE agents will never consume more than 10% of switch processor resources
B. NAE agents are active at all times

C. A single NAE script can be used by multiple NAE agents

D. NAE scripts must be reviewed and signed by Aruba before being used

E. A single NAE agent can be used by multiple NAE scripts.

Ef#: AL C
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Explanation

The statements that are true regarding Aruba NAE agents are A and C.

A: A single NAE script can be used by muiltiple NAE agents. This means that you can create different instances of the same script
with different parameters or settings. For example, you can use the same script to monitor different VLANS or interfaces on the
switchl.

C: NAE agents will never consume more than 10% of switch processor resources. This is a built-in safeguard that prevents the
agents from affecting the switch performance or stability. If an agent exceeds the 10% limit, it will be automatically disabled and an
alert will be generated2.

The other options are incorrect because:

B: NAE agents are not active at all times. They can be enabled or disabled by the user, either manually or based on a schedule. They
can also be disabled automatically if they encounter an error or exceed the resource limit1.

D: NAE scripts do not need to be reviewed and signed by Aruba before being used. You can create your own custom scripts using
Python and upload them to the switch or Aruba Central. You can also use the scripts provided by Aruba or other sources, as long
as they are compatible with the switch firmware versionl.

E: A single NAE agent cannot be used by multiple NAE scripts. An agent is an instance of a script that runs on the switch. Each



agent can only run one script at a timel.

HH #99
For an Aruba AOS10 AP in mixed mode, which factors can be used to determine the forwarding role assigned to a client? (Select
two.)

A. Client MAC address

B. Client IP address

C. Client SSID

D. 802.1X authentication result
E. Client VLAN

_EE%: B\ C

A -

* Client IP address: This factor can be used to determine if the client is on the same VLAN as the AP or not. Ifthe client IP address
is on the same VLAN as the AP, then the client traffic is bridged locally. If the client [P address is on a different VLAN than the AP,
then the client traffic is forwarded to the gateway cluster through a secure tunnel 12.

* Client VLAN: This factor can be used to determmne if the client belongs to a specific VLAN or not. Ifthe client belongs to a
specific VLAN, then the client traffic is forwarded to that VLAN based on its IP address and security profile 12.

E #100

Two AOS-CX switches are configured with VSX at the the Access- Aggregation layer where servers attach to them An SVI
mterface is configured for VLAN 10 and serves as the default gateway for VLAN 10. The ISL link between the switches fails, but
the keepalive interface functions. Active gateway has been configured on the VSX switches.

What is correct about access from the servers to the Core? (Select two.)

A. Server 1 and Server 2 can communicate with each other via the core layer
B. Server 1 can access the core layer via both uplinks

C. Server 1 can access the core layer via the keepalrve link

D. Server 2 can access the core layer via the keepalive link

E. Server 2 cannot access the core layer.

F. Server 1 can access the core layer on only one uplink

IEf#: A. B

fiR .-

These are the correct statements about access from the servers to the Core when the ISL link between the switches fails, but the
keepalive interface functions. Server 1 can access the core layer via both uplinks because it is connected to VSX-A, which is still
active for VLAN 10. Server 2 can also access the core layer via its uplink to VSX-B, which is still active for VLAN 10 because of
Active Gateway feature. Server 1 and Server 2 can communicate with each other via the core layer because they are in the same
VLAN and subnet, and their traffic can be routed through the core switches. The other statements are incorrect because they either
describe scenarios that are not possible or not relevant to the question. References: https:/www.
arubanetworks.com/'techdocs/AOS-CX/10.04/HTML/5200-6728/bk01-
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