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HE #259

You have a Microsoft Sentinel workspace named workspacel and an Azure virtual machine named VMI.

You receive an alert for suspicious use of PowerShell on VMI.

You need to investigate the incident, identify which event triggered the alert, and identify whether the following actions occurred on
VM1 after the alert:
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The modification of local group memberships

The purging of event logs

Which three actions should you perform in sequence in the Azure portal? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order.

-

Y.

Explanation

Step 1: From the Investigation blade, select Insights

The Investigation Insights Workbook is designed to assist in investigations of Azure Sentinel Incidents or individual
IP/Account/Host/URL entities.

Step 2: From the Investigation blade, select the entity that represents VMI.

The Investigation Insights workbook is broken up into 2 main sections, Incident Insights and Entity Insights.
Incident Insights

The Incident Insights gives the analyst a view of ongoing Sentinel Incidents and allows for quick access to their associated metadata
including alerts and entity information.

Entity Insights

The Entity Insights allows the analyst to take entity data either from an incident or through manual entry and explore related
information about that entity. This workbook presently provides view of the following entity types:

IP Address

Account

Host

URL

Step 3: From the details pane of the incident, select Investigate.

Choose a single incident and click View full details or Investigate.

Reference:

https//github.cony Azure/ Azure- Sentinel/ wik VInvestigation- Insights---Overview
https://docs.microsoft.conven-us/azure/sentinel/mvestigate-cases

EE #260
You have a Microsoft Sentinel workspace.
A Microsoft Sentinel incident is generated as shewn in the following exhibit.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the

graphic.
NOTE: Each correct selection is worth one point.

He:

ME:
Explanation:

EAE #261

You have a Microsoft Sentinel workspace.

Youneed to configure a report visual for a custom workbook. The solution must meet the following requirements:
* The count and usage trend of AppDisplayName must be included

* The TrendList column must be useable in a sparkline visual,

How should you conplete the KQL query? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

e

M.

Explanation:



EAE #262

You have an Azure subscription that uses Microsoft Defender XDR.

From the Microsoft Defender portal, you perform an audit search and export the results as a file named Filel.

csv that contains 10,000 rows.

You use Microsoft Excel to perform Get & Transform Data operations to parse the AuditData column from Filel.csv. The
operations fail to generate columns for specific JSON properties.

You need to ensure that Excel generates columns for the specific JSSON properties in the audit search results.

Solution: From Excel, you apply filters to the existing columns in Filel.csv to reduce the number of rows, and then you perform the
Get & Transform Data operations to parse the AuditData column.

Does this meet the requirement?

® A Yes
e B. No

HE: B

MY

This solution also does not meet the requirement. Applying filters to the already-imported worksheet rows in Excel (or attempting to
reduce rows in the workbook UI) does not change how Power Query initially samples and infers the JSON schema during the Get
& Transform steps. Power Query's schema detection typically happens on a preview/sample of the source data when the query is
first evaluated. If the JSON property you need does not appear in that sampled subset, Power Query will not create a colunmn for it
even if you later filter the data to include rows that do contain that property. In short, post-export filtering in Excel is not a reliable
way to force Power Query to detect and expand missing JSON properties.

The reliable approaches are to increase the number of rows Power Query uses for schema detection (Query Options / Data Load /
preview/sample settings) or to explicitly parse each AuditData cell with JSON.

Document (or equivalent M finctions) and then expand the record fields-these approaches ensure the specific JSON properties are
surfaced as colunmns. Reducing rows via Excel filters does not address the sampling/schema-detection behavior and therefore fails to
satisfy the requirement.

EE #263

You have a Microsoft 365 subscription that uses Microsoft Defender XDR.

You are nvestigating an incident.

Youneed to review the incident tasks that were performed. The solution must include a query that will display the incidents in a
workbook, and then display the tasks of each incident in another grid.

Which table should you target in the query?

A. SecurityAlert
B. SecurityEvent
C. Sentine1 Audit
D. Securitylncident

He. D

MY

In Microsoft Defender XDR (and Microsoft Sentinel), the table that stores information about incidents- including their status,
severity, classification, associated alerts, and related tasks-is the Securitylncident table. This table is part of the advanced hunting
schema and Microsoft Sentinel workspace schema when Microsoft Defender XDR incidents are synchronized to Log Analytics.
Microsoft's documentation for the Securitylncident table describes it as:

"Contains information about incidents generated in Microsoft Sentinel or Microsoft 365 Defender, including incident title, ID,
description, severity, provider, owner, and related entities. It can be used to track and analyze incidents and their associated alerts or
tasks." When you need to display incidents in a workbook and also visualize incident tasks or actions performed under each one,
you must query the Securitylncident table. From there, you can join or expand incident details such as tasks or alert relationships for
deeper investigation.

Other options are not suitable for this requirement:

* SecurityEvent - contains raw Windows event log data (e.g,, logon events, process creation) and is unrelated to incident-level
information.

* SentinelAudit - contains audit trail records of changes and administrative actions within Sentinel (e.g., who modified analytics
rules), not incidents or tasks.

* SecurityAlert - contains individual alerts that may belong to incidents, but it doesn't include incident tasks or groupings by incident.
Therefore, to query incident information and related tasks in a workbook, the correct target table is Securitylncident.
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