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HM #233

A developer is working on an AWS Lambda fimction that accesses Amazon DynamoDB The Lambda fimetion must retrieve an item
and update some of its attributes. or create the itemif it does not exist The Lambda finction has access to the primary key.

Which IAM permissions should the developer request for the Lambda finction to achieve this fmctionality'?

¢ A. dynamodb:Updateltem
dynamodb:Getltem
dynamodb:Putltem

¢ B. dynaracdb:Deleteltem
dynamodb:Getltem
dynamcdb:Putltem

¢ C. dynamodb:Updateltem
dynamcdb:Getltem
dynamodb:DescribeTable

e D. dynamecdb:GetRecords
dynamcdb:Putltem
dynamodb:updateTable

EfE: D
i

Reference:
https/docs.aws.amazon.com’ AWSJavaScriptSDK/latest/ AWS/DynamoDB. html

E #234

A company has a website that is developed in PHP and WordPress and is launched using AWS Elastic Beanstalk. There is a new
version of the website that needs to be deployed in the Elastic Beanstalk environment. The company cannot tolerate having the
website offline if an update fails. Deployments must have minimal impact and rollback as soon as possible.

What deployment method should be used?

e A Rolling
e B. Snapshots

e C. Allat once
o D. Imnutable

IEf#: B
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A developer is building a highly secure healthcare application using .. application requires writing temporary data to /tmp storage on
an AWS Lambda function.

How should the developer encrypt this data?

¢ A Set up the Lambda fimction with a role and key policy to access an AWS KMS CMK Use the CMK to generate a data
key used to encrypt all data prior to writing to /tmp sto age

¢ B. Use an on-premises hardware security module (HSM) to generate keys where the Lambda function requests a data key
from the HSM and use that to encrypt data on all requests to the function

¢ C. Enable Amazon EBS volume encryption with an AWS KMS .. configuration so that all storage attached to the Lambda
function is encrypted.

e D. Use OpenSSL to generate a symmetric encryption key on Lambda startup Use this key to encrypt the data prior to writing

to /tmp
IEf#: B

M #236
What is required to trace Lambda-based applications with AWS X-Ray?

e A Send logs from the Lambda application to an S3 bucket trigger a Lambda fimction from that bucket to send data to AWS
X-Ray.

¢ B. Trigger a Lambda function from the application logs in Amazon CloudWatch to submit tracing data to AWS X-Ray

e C. Update and add AWS X-ray daemon code to relevant parts of the Lambda function to set up the trace.

e D. Use an IAM execution role to give the Lambda fimction permissions and enabled tracing.

Ef#: C

R #237

A company is providing services to many downstream consurers. Each consumer may connect to one or more services. This has
resulted in a complex architecture that is difficult to manage and does not scale well.

The company needs a single interface to manage these services to consumers.

Which AWS service should be used to refactor this architecture?

A. Amazon API Gateway
B. Amazon SQS

C. AWS Lambda

D. AWS X-Ray

EE: A
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