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AE #17
What frame type is used to reserve the wireless medium for the transmission of high data rate frames that may not be understood by
all clients connected to the BSS?

A. ACK
B. Beacon
C. PS-Poll
D. RTS

HE: D

MY
The frame type that is used to reserve the wireless medium for the transmission of high data rate frames that may not be understood
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by all clients connected to the BSS is RTS. RTS stands for Request to Send and is a control frame that is sent by a station to request
access to the medium for a specified duration. The RTS frame contains the source and destination MAC addresses, as well as a
Network Allocation Vector (NAV) value that indicates how long the medium will be occupied. The destination station responds with
a Clear to Send (CTS) frame that echoes the NAV value and grants permission to the source station. All other stations in the BSS
hear either the RTS or CTS frame and update their NAV timers accordingly, deferring their transmissions until the medium is free.
The RTS/CTS mechanism can be used to prevent hidden node problens, reduce collisions, and protect high data rate frames that
use features such as 802.11n or 802.1 1ac that may not be compatible with legacy stations. ACK, Beacon, and PS-Poll are not used
to reserve the medium for high data rate frames. References: [CWNP Certified Wireless Network Administrator Official Study
Guide:

ExamCWNA-109], page 112; [CWNA: Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 102.

AE #18
‘What factor does not influence the distance at which an RF signal can be effectively received?

A. Free Space Path Loss

B. Receiving station's radio sensitivity
C. Receiving station's output power
D. Transmitting station's output power

HE. C

MY

In wireless comnumication, several factors influence the effective reception of RF signals, including the receiving station's radio
sensitivity, the transmitting station's output power, and free space path loss. However, the receiving station's output power does not
influence the distance at which an RF signal can be effectively received. The key factors that impact signal reception distance are:

* Receiving Station's Radio Sensitivity: This refers to the lowest signal strength at which the receiver can process a signal with an
acceptableerror rate. Higher sensitivity allows for better reception at greater distances.

* Transmitting Station's Output Power: This is the power with which a transmitter sends out a signal.

Higher output power can extend the range of transmission, making it easier for distant receivers to detect the signal.

* Free Space Path Loss (FSPL): FSPL represents the attenuation of radio energy as it travels through free space. It increases with
distance and frequency, reducing the signal strength as the distance from the transmitter increases.

The output power of the receiving station is related to how strong a signal it sends out, not how well it can receive or process
incoming signals. Therefore, it does not affect the reception distance of incoming RF signals.

References:

* CWNA Certified Wireless Network Admmnistrator Official Study Guide: Exam PW0-105, by David D.

Coleman and David A. Westcott.

* RF fundamentals and RF design considerations in wireless commumication systemns.

A2 #19
You are reporting on the RF environment in your facility. The manager asks you to describe the noise floor noted in the report.
Which of the following is the best explanation?

A. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5 GHz bands.

B. The extra energy radiated by access points and client devices beyond that intended for the signal.

C. The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline above
which the intentional signal of your WLAN must exist.

e D. The noise caused by elevators, microwave ovens, and video transmitters.

HE: C

Y.

The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline above which the
ntentional signal of your WLAN nust exist is the best explanation of the noise floor noted in the report. The noise floor is a term that
describes the level of background noise or interference in a wireless channel or band. The noise floor is measured in dBm (decibel-
milliwatts) and it represents the minimum signal strength that can be detected or received by a wireless device. The noise floor is
influenced by various factors, such as the sensitivity of the receiver, the antenna gain, the cable loss, and the ambient RF
environment. The ambient RF environment consists of intentional and unintentional RF radiators that emit RF energy in the wireless
spectrum. Intentional RF radiators are devices that are designed to transmit RF signals for communication purposes, such as Wi-Fi



access points, Bluetooth devices, microwave ovens, or cordless phones. Unintentional RF radiators are devices that are not
designed to transmit RF signals but generate electromagnetic radiation as a by-product of their operation, such as USB 3 devices,
PC power supplies, or fluorescent lights. The noise floor affects WLAN performance and quality because it determines the minimum
signal-to-noise ratio (SNR) that is required for a successful wireless transmission. SNR is the difference between the signal strength
of the desired signal and the noise floor of the channel. SNR is also measured in dB and it indicates how much the signal stands out
from the noise. A higher SNR means a better signal quality and a lower bit error rate. A lower SNR means a worse signal quality
and a higher bit error rate. Therefore, to achieve a reliable WLAN connection, the intentional signal of your WLAN must exist
above the noise floor by a certain margin that depends on the data rate and modulation scheme used. The other options are not
accurate or complete explanations of the noise floor noted in the report. The noise caused by elevators, microwave ovens, and video
transmitters is not the noise floor but rather examples of interference sources that contribute to the noise floor. The extra energy
radiated by access points and client devices beyond that intended for the signal is not the noise floor but rather an example of
spurious emissions that cause interference to other devices or channels. The energy radiated by flooring materials that causes
interference in the 2.4 GHz and 5 GHz bands is not the noise floor but rather an example of attenuation or reflection that reduces or
changes the direction of the signal. References: CWNA-109 Study Guide, Chapter 5: Radio Frequency Signal and Antenna
Concepts, page 139

EE #20
An RF signal sometimes bends as it passes through some material other than fiee space. What is the term that describes this
behavior?

A. Scattering
B. Refraction

C. Warping
D. Reflection

He: B

MH.

Refraction is the bending of an RF signal as it passes through a medium with a different density than free space. This can cause the
signal to change its direction and speed, which can affect the accuracy and reliability of wireless communication. Refraction is
influenced by factors such as temperature, humidity, and atmospheric pressurel12. References: CWNA-109 Study Guide, Chapter
2: Radio Frequency Fundamentals, page 72; CWNA-109Study Guide, Chapter 2: Radio Frequency Fundamentals, page 67.

AE #21

You are troubleshooting a client issue on a Windows laptop. The laptop can see and connect to 2.4 GHz APs, but is does not even
see 5 GHz APs. While evaluating the issue, you determine that this problem is happening for all of the laptops of this model in the
organization. Several other tablets connect on channel 48 and channel

52 in the same work areas. What is the likely problem?

A. The client drivers are faulty and should be upgraded.

B. The antennas in the laptop have insufficient gain to detect the 5 GHz signals.

C. The access points are configured to disallow 5 GHz

D. The clients are configured to use WPA and 5 GHz channels only support WPA2.

HE: A

Y.

The client drivers are faulty and should be upgraded is the likely problem for the laptop that can see and connect to 2.4 GHz APs,
but does not even see 5 GHz APs. The client drivers are the software components that enable the wireless adapter of the laptop to
communicate with the operating system and the network. The client drivers are responsible for scanning the available wireless
channels, detecting and connecting to the access points, negotiating the security and data rate parameters, and transmitting and
receiving data frames. Ifthe client drivers are faulty, outdated, or incompatible, they may cause various issues with the wireless
performance and functionality, such as low data rates, poor signal strength, frequent disconnections, or inability to see or connect to
certain access points or channels.

One of'the possible causes of faulty client drivers is that they do not support or recognize some of the features or standards of the
802.11ac technology, such as wider channel bandwidths, higher modulation schemes, or DFS (Dynamic Frequency Selection)
channels. This could explain why the laptop can see and connect to 2.4 GHz APs, but not 5 GHz APs, as 802.11ac operates only in
the 5 GHz band and uses channels that are wider (up to 160 MHz) and higher (up to channel 165) than those used by previous
standards. Moreover, some of the



5 GHz channels are subject to DFS rules, which require the access points and client stations to monitor and avoid using channels that
are occupied by radar systens or other primary users. If the client drivers do not support or comply with DFS rules, they may not
be able to see or connect to access points that use DFS channels.

To solve this problem, the client drivers should be upgraded to the latest version that supports and is compatible with 802.11ac
features and standards. This can be done by downloading and installing the updated driver software from the manufacturer's website
or using a device manager tool. Upgrading the client drivers may also improve other aspects of wireless performance and
functionality, such as data rates, signal strength, security, and stability. References: 1, Chapter 12, page 493; 2, Section 8.1
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