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HM #93
In a Mobile and Remote Access deployment, where must communications be encrypted with TLS?

A. Cisco Expressway-C, Cisco Expressway-E, and endpoints outside the enterprise

B. Cisco Expressway-C, Cisco Expressway-E, and Cisco Unified Communications Manager
C. Cisco Expressway-C, Cisco Unified Commumnications Manager, and IM&P

D. Cisco Expressway-E and endpoints outside the enterprise

Ef: A

fEEL:

All signaling between the Cisco Expressway-E and the external endpoints must be encrypted and depending on the endpoint
software version, traffic must also be authenticated with certificates.

The communication between the Cisco Expressway-C and the Cisco Expressway-E must always be encrypted and authenticated
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using server certificates from both servers.

MRA requires secure communication between Expressway-C and Expressway-E, and between Expressway-E and external
endpoints.

httpsy//www.cisco.comy/c/en/us/support/docs/unified-communications/expressway/ 1 18798- technote-cucm+-00.html

B #94

For a Mobile and Remote Access deployment, which server's certificate must include the Unified registration domain as a Subject
Alternate Name?

A. Cisco Unified Communications Manager server certificate
B. Expressway-C server certificate

C. Expressway-C and Expressway-E server certificate

D. Expressway-E server certificate

Ef#: D

R -

Explanation
httpsy//www.cisco.com/c/dam/en/us/td/docs/voice _ip comm/expressway/config_guide/X8-7/Mobile-Remote- Ac

B #95
Refer to the exhibit.

Module="netw@rk. ldap" fjLevel=NINFO": Detail="Authentication credential found
in directory for i1dentity: expresswayturn"

Module="developer.nomoedule™ Level="WARN"
CodeLocation="ppcmains/sip/sipproxy/

SipProxyAuthentication.cpp(686)" Method="SipProxyAuthentication::
checkDigestSAResponse" Thread="0x7a2485chb0700": "calculated response does not
match supplied response,
calculatedResponse=769c8£488b71leebdf28b6labldc9f5e9,
response=31%a0bb365dcef98clbb7b3ce350f6cc

Event="Authenticaticn Failed" Service="SIP" Src-ip="10.1.1.161"
Src-port="25713" Detail="Incorrect authentication credential for user"
Protocol="TLS" Method="OPTIONS" Level="1"

Mobile Cisco Jabber cannot register with on-premises Cisco Unified Communications Manager using Mobile and Remote Access.
Some logs were captured on Expressway Edge.
Which action corrects this problem?

A. Ensure that the _cisco-uds SRV record has been configured.

B. Ensure that the peer address does not match the Common Name on certificate.
C. Ensure that the SIP domains are added on Expressway Core.

D. Ensure that the credential has been entered correctly.

Ef#E: D

M #96
What it is the purpose of using ICE for Mobile and Remote Access endpoints in the Cisco Collaboration infrastructure?

¢ A ICE controls the bandwidth usage for Cisco Collaboration endpoints if the endpoints are located outside the company
network.

¢ B. ICE enables Cisco Collaboration endpoints to determine if there is direct connectivity between them.

¢ C. ICE enablement allows for the Cisco Collaboration endpoint to register through Expressway servers to Cisco Unified
Communications Manager behind a firewall.

e D. ICE uses FAST updates to optimize the video quality in case of packet loss. This technology is available only from Cisco



Unified CM version 11.5 and later.
Ef@E: B

B #97

(\d{3}) (\A{3}yAd{3}) (\d{3})

Refer to the exhibit. Which two numbers match the regular expression? (Choose two.)

A. d20d16d20d22

B.0

C.1

D.2

E. d209d165d200d224
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