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¢ Endpoint Security: This domain is aimed at an Endpoint Security Analyst and covers identifying indicators
of compromise (IOCs) and understanding the limits of signature-based anti-malware. It includes concepts
like User and Entity Behavior Analytics (UEBA), endpoint detection and response (EDR), and extended
F&E 1 detection and response (XDR). It also describes behavioral threat prevention and endpoint security
technologies such as host-based firewalls, intrusion prevention systems, device control, application control,
disk encryption, patch management, and features of Cortex XDR.

e Network Security: This domain targets a Network Security Specialist and includes knowledge of Zero
Trust Network Access (ZTNA) characteristics, fnctions of stateless and next-generation firewalls
(NGFWs), and the purpose of microsegmentation. It also covers common network security technologies

LEE such as mtrusion prevention systenms (IPS), URL filtering, DNS security, VPNs, and SSL

e TLS decryption. Candidates must understand the limitations of signature-based protection, deployment
options for NGFWs, cybersecurity concerns in operational technology (OT) and 10T, cloud-delivered
security services, and Al-powered security functions like Precision Al

o Secure Access: This part of the exam measures skills of a Secure Access Engineer and focuses on defining
and differentiating Secure Access Service Edge (SASE) and Secure Service Edge (SSE). It covers
challenges related to confidentiality, integrity, and availability of data and applications across data, private
apps, SaaS, and Al tools. It examines security technologies including secure web gateways, enterprise
browsers, remote browser isolation, data loss prevention (DLP), and cloud access security brokers
(CASB). The section also describes Software-Defined Wide Area Network (SD-WAN) and Prisma
SASE solutions such as Prisma Access, SD-WAN, Al Access, and enterprise DLP.
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o Security Operations: This final section measures skills of a Security Operations Analyst and covers key
characteristics and practices of threat hunting and incident response processes. It explains functions and
benefits of security information and event management (SIEM) platforns, security orchestration,

FE 4 automation, and response (SOAR) tools, and attack surface management (ASM) platforms. It also

highlights the finctionalities of Cortex solutions, including XSOAR, Xpanse, and XSIAM, and describes

services offered by Palo Alto Networks’ Unit 42.

¢ Cloud Security: This section targets a Cloud Security Specialist and addresses major cloud architectures
and topologies. It discusses security challenges like application security, cloud posture, and runtime
TEE 5 security. Candidates will learn about technologies securing cloud environments such as Cloud Security
Posture Management (CSPM) and Cloud Workload Protection Platforms (CWPP), as well as the
functions of'a Cloud Native Application Protection Platform (CNAPP) and features of Cortex Cloud.
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FRE #16
Which characteristic of serverless computing enables developers to quickly deploy application code?

¢ A Uploading cloud service autoscaling services to deploy more virtual machines to run their application code based on user
demand

¢ B. Using Container as a Service (CaaS) to deploy application containers to run their code.

e C. Using cloud service spot pricing to reduce the cost of using virtual machines to run their application code

e D. Uploading the application code itself, without having to provision a full container image or any OS virtual machine
components

ZE: D
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"In serverless apps, the developer uploads only the app package itself; without a full container image or any OS components. The
platform dynamically packages it into an image, runs the image in a container, and (if needed) instantiates the underlying host OS and
VM and the hardware required to run them."

PRI #17
Which type of attack obscures its presence while attempting to spread to muiltiple hosts in a network?

A. Smishing

B. Denial of service

C. Reconnaissance

D. Advanced malware

ZE: D
fRRERR A :

Advanced malware is designed to evade detection and persist within a system, often using stealthy techniques to spread laterally
across multiple hosts in a network without triggering alerts, making it especially dangerous and difficult to remove.
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P8 #18
Routing Information Protocol (RIP), uses what metric to determine how network traffic should flow?

A. Split Horizon
B. Hop Count
C. Shortest Path
D. Path Vector

EX: B
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Routing Information Protocol (RIP) is an example of a distance-vector routing protocol that uses hop count as its routing metric. To
prevent routing loops, in which packets effectively get stuck bouncing between various router nodes, RIP implements a hop limit of
15, which limits the size of networks that RIP can support. After a data packet crosses 15 router nodes (hops) between a source
and a destination, the destination is considered unreachable.

i =8 #19
Which aspect of a SaaS application requires compliance with local organizational security policies?

A. Data-at-rest encryption standards

B. Vulnerability scanning and management
C. Types of physical storage media used
D. Acceptable use of the SaaS application
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SaaS applications are cloud-based software that users can access from anywhere and any device. This poses a challenge for
organizations to ensure that their employees are using the SaaS applications in a secure and compliant manner. Therefore,
organizations need to establish and enforce acceptable use policies (AUPs) for SaaS applications that define the rules and guidelines
for accessing and using the applications, such as who can use them, what data can be stored or shared, and what actions are
prohibited12. AUPs help organizations to protect their data, prevent unauthorized access, and comply with local regulations and
standards3. References: Using Software as a Service (SaaS) securely - NCSC, Minimum Security Standards for Software-as-a-
Service (SaaS) and Platform+-as-a-Service (PaaS) | University IT, How to Secure Your SaaS Applications - CyberArk

FIRE #20
Which of the following is a service that allows you to control permissions assigned to users in order for themto access and utilize
cloud resources?

A. Identity and Access Management (IAM)

B. User and Entity Behavior Analytics (UEBA)

C. User-1ID

D. Lightweight Directory Access Protocol (LDAP)

BEE: A
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Identity and access management (IAM) is a software service or framework that allows organizations to define user or group
identities within software environments, then associate permissions with them. The identities and permissions are usually spelled out in
a text file, which is referred to as an IAM policy.
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