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Fortinet FCP - FortiAnalyzer 7.4 Administrator Sample Questions (Q84-
Q89):

NEW QUESTION # 84
Refer to the exhibit.

FortiAnalyzer packet capture on Wireshark

Ml Wireshark - Packet 34 - sniffer_port3.1.pcap - O X

| Frame 34: 624 bytes on wire (4992 bits), 624 bytes captured (4992 bits)
Ethernet II, Src: MS-NLB-PhysServer-@9_8f:00:01:06 (02:09:0f:00:01:06), Dst: MS-NLB-PhysServer-089_@f:00:0
Internet Protocol Version 4, Src: 10.200.3.1, Dst: 10.200.1.21@
Transmission Control Protocol, Src Port: 18852, Dst Port: 514, Seq: 14443, Ack: 130, Len: 570
v Remote Shell
Client -> Server Data [truncated]: 1703038235128db2f7e2a29995a08617e9%6ale7e5a02afe2f81e0320715¢ff2d8¢’
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‘ No.: 34 - Time: 11.315345 - Source: 10.200.3.7 - Destination: 10.200.1.210 - Protocol RSH - Length: 624 - info: Client - > Server data

| [ Show packet bytes

‘ E:RTINET > ™~

Which image corresponds to the packet capture shown in the exhibit?
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Answer: C
Explanation:

FortiAnalyzer Administrator 7.2 Study Guide p. 183 OFTP is used over SSL when information is synchronized between
FortiAnalyzer and FortiGate. OF TP listens on port TCP/514. Port UDP/514 is used for unencrypted log communication.

NEW QUESTION # 85

You are trying to initiate an authorization request from FortiGate to FortiAnalyzer, but the Security Fabric window does not open
when you click Authorize.

Which two reasons can cause this to happen? (Choose two.)

A. The fabric authorization settings on FortiAnalyzer are misconfigured.

B. The management computer does not have connectivity to the authorization IP address and port combination.
C. The Security Fabric root is unauthorized and needs to be added as a trusted host.

D. A pre-shared key needs to be established on both sides.

Answer: A,B

Explanation:

The management computer does not have connectivity to the authorization IP address and port combination.

Ifthere is no network connectivity between the management computer and the FortiAnalyzer on the specific IP address and port
used for authorization, the Security Fabric window will not open.

The fabric authorization settings on FortiAnalyzer are misconfigured.

Ifthe fabric authorization settings on FortiAnalyzer are not properly configured, FortiGate will not be able to initiate the authorization
request, preventing the Security Fabric window from opening,

The other options are not applicable because:

Pre-shared keys are not required for initial authorization between FortiGate and FortiAnalyzer; they are typically used for
establishing VPN tunnels.

The Security Fabric root does not need to be added as a trusted host to open the authorization window. Trusted hosts are more
relevant to FortiGate's access control for management interfaces.

NEW QUESTION # 86



Refer to the exhibit.
FortiAnalyzer packet capture on Wireshark
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A udpdstporte-s54 -

INo, Time Source Destination Protocol  Length Source Port  Destination Port Info
1319.114194 10.0.1.200 10.0.1.218 Syslog 1003 22486 514 99 100010201017\ 0039 \006@c@) \004FGV1010000064692L0cal-FortiGateroot\0029\00
132 9.114245 10.0.1.200 10.0.1.210 Syslog 1115 22486 514 OO ©\020\020\017\003Q\aBe@)\POIFGVMO10000064692L0cal -Fort iGateroot \0029\0025\
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150 20.0103.. 10.0.1.200 10.0.1.210 Syslog 639 7262 514 ©058\000\020\004\ 0021033 \2@ ) \nFGVMD1000007 76461 SFiroot \0014\001€\0014\ 001
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152 20.0575.. 10.0.1.200 10.0.1.210 Syslog 907 7262 514 OO £\0001020\004\ 003313\032e97\017FGVMO100000776461SFHroot \ 0034\ 0039 \024dat.
153 20.0576.. 10.0.1.200 10.0.1.210 Syslog 1025 7262 514 OO 100010201004\ 0039\ 00684 ) \017FGVMO10000077646 1SFHroot \003@\0029@ \024dat
154 20.0576.. 10.0.1.200 10.0.1.210 Syslog 648 7262 514 O \000\020\004\ 0020\005\004e Q) \017FGVMO100000776461SFHroot \0029\0029@\024d
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Frame 131: 1003 bytes on wire (8024 bits), 1003 bytes captured (8024 bits)
Ethernet II, Src: Fortinet ©9:01:00 (00:09:0f:09:01:00), Dst: VMware_a9:73:0f (00:0c:29:a9:73:0f)
Internet Protocol Version 4, Src: 10.0.1.200, Dst: 10.0.1.210 F HTInET
v User Datagram Protocol, Src Port: 22486, Dst Port: 514 ®
Source Port: 22486
Destination Port: 514

Length: 969
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The capture displayed was taken on a FortiAnalyzer.
Why is a single [P address shown as the source for all logs received?

A. The logs belong to devices that are part of a high availability (HA) cluster.
B. FortiAnalyzer is receiving logs from the root FortiGate of a Security Fabric.
C. FortiAnalyzer is using the device MAC addresses to differentiate their logs.
D. The device sending logs has two VDOM s in the same ADOM.

Answer: B

Explanation:

In a Fortinet Security Fabric, logs from downstream devices can be sent to FortiAnalyzer through the root FortiGate. This is why all
the logs have the same source IP address (the root FortiGate). The root FortiGate aggregates and forwards the logs from all
downstream devices, so the source IP in the log capture will appear to be from the root FortiGate itself, even though the logs
originate from multiple devices within the fabric.

NEW QUESTION # 87
Logs are being deleted from one of the ADOMs earlier than the configured setting for archiving in the data policy.
What is the most likely problem?

A. CPU resources are too high

B. The ADOM disk quota is set too low, based on log rates

C. The total disk space is insufficient and you need to add other disk

D. Logs in that ADOM are being forwarded, in real-time, to another FortiAnalyzer device

Answer: B

Explanation:
Reference:
20logs.htm

NEW QUESTION # 88
‘Which statement when you are upgrading the firmware on an HA cluster made up of three FortiAnalyzer devices is true?



A. First, upgrade the secondary devices, and then upgrade the primary device.

B. You can perform the firmware upgrade using only a console connection.

C. All FortiAnalyzer devices will be upgraded at the same time.

D. Enabling uninterruptible-upgrade prevents normal operations from being interrupted during the upgrade.

Answer: A

Explanation:

‘When upgrading firmware on an HA cluster of FortiAnalyzer devices, it is recommended to upgrade the secondary devices first, and
then upgrade the primary device to minimize downtime and maintain continuity in log collection and other HA functions. This ensures
that the primary device continues to handle operations while the secondary devices are being upgraded, and once the secondary
devices are updated, the primary device can be upgraded with minimal service disruption.

NEW QUESTION # 89
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