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NEW QUESTION # 41
You want to be alerted if the wrong password is used more than three times on a single device within five minutes.
‘Which Juniper Networks solution will accomplish this task?

A. Juniper Identity Management Service
B. Adaptive Threat Profiling

C. Juniper Secure Analytics

D. Intrusion Prevention System

Answer: C

Explanation:

The Juniper Networks solution that will accomplish the task of alerting if the wrong password is used more than three times on a
single device within five minutes is Juniper Secure Analytics (JSA). JSA is a security intelligence platform that collects, analyzes, and
correlates network data from various sources, such as firewalls, routers, switches, servers, and applications. JSA can detect and
respond to threats, anomalies, and vulnerabilities in real time using rules, offenses, reports, and dashboards. JSA can also integrate
with JIMS (Juniper Identity Management Service) to obtain user identity information from Active Directory domains or syslog
sources. JSA can use this information to create custom rules that trigger offenses or alerts based on user behavior or activity, such as
failed login attempts or password changes.

Reference: = Juniper Secure Analytics Troubleshooting Guide, Juniper Identity Management Service User Guide

NEW QUESTION # 42
On an SRX Series firewall, what are two ways that Encrypted Traffic Insights assess the threat of the traffic? (Choose two.)

A. It decrypts the data to validate the hash.

B. It decrypts the file in a sandbox.

C. It validates the certificates used.

D. It reviews the timing and frequency of the connections.

Answer: C,D

Explanation:

Encrypted Traffic Insights is a feature that enables the SRX Series firewall and the ATP Cloud to detect malicious threats that are
hidden in encrypted traffic without decrypting the traffic. It does so by analyzing the metadata and connection patterns of the
encrypted sessions.

Two ways that Encrypted Traffic Insights assess the threat of the traffic are:

It validates the certificates used: The SRX Series firewall extracts the server certificate from the encrypted session and compares its
signature with a blocklist of known malicious certificates provided by ATP Cloud. Ifthere is a match, the session is blocked and
reported as a threat.

It reviews the timing and frequency of the connections: The SRX Series firewall sends the connection details, such as source and
destination IP addresses, ports, protocols, and timestamps, to ATP Cloud.

ATP Cloud applies behavior analysis and machine learning algorithis to detect anomalous or suspicious patterns of connections,
such as high frequency, low duration, or unusual timing, Reference: = Juniper Networks Expands Connected Security Portfolio with
Encrypted Traffic Analysis for Juniper Advanced Threat Prevention and Seclntel for Mist Wireless, Encrypted Traffic Insights
Overview, Configure Encrypted Traffic Insights

NEW QUESTION # 43
You want to use IPS signatures to monitor traffic.
‘Which module in the AppSecure suite will help in this task?

A. AppTrack
B. AppFW
C. APPID

D. AppQoS
Answer: B

Explanation:
The AppFW module in the AppSecure suite provides IPS signatures that can be used to monitor traffic and detect malicious



activities. AppFW also provides other security controls such as Web application firewall, URL filtering, and application-level
visibility.

NEW QUESTION # 44
‘What information does encrypted traffic insights (ETI) use to notify SRX Series devices about known malware sites?

A. certificates

B. MAC addresses

C. dynamic address groups
D. domain names

Answer: D

Explanation:

Encrypted traffic insights (ETI) uses domain names to notify SRX Series devices about known malware sites. ETI is a feature of the
SRX Series firewall that can detect and block malware that is hidden in encrypted traffic. It works by analyzing the domain names of
the websites that the encrypted traffic is attempting to access. If the domain name matches a known malware site, ETIwill send an
alert to the SRX Series device, which can then take appropriate action to block the traffic. ETI is a useful tool for protecting against
threats that attempt to evade detection by hiding in encrypted traffic.

NEW QUESTION # 45

You admmister a JSA host and want to include a rule that sets a threshold for excessive firewall denies and sends an SNMP trap
after receiving related syslog messages froman SRX Series firewall.

Which JSA rule type satisfies this requirement?

A. offense
B. event

C. common
D. flow

Answer: A

Explanation:

An offense rule in JSA is designed to aggregate multiple events or log entries based on specified criteria into a single offense, which
can then trigger responses such as notifications or actions like sending an SNMP trap. This type of rule is well-suited for scenarios
where you need to monitor for patterns or rates of events, such as excessive firewall denies, and take action when these exceed
defined thresholds.

Offense rules can analyze both event and flow data, making them highly versatile for comprehensive security monitoring,
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