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This is an era of high efficiency, and how to prove your competitiveness, perhaps only through the 120-1104-25 certificates you get
is the most straightforward. But the time is limited for many people since you may be caught with other affairs. With our 1z0-1104-
25 study materials, all your problens will be solved easily without doubt. We can provide not only the trustable and valid 120-1104-
25 Exam Torrent but also the most flexible study methods. And we can confirm that you are bound to pass your 170-1104-25 exam
Just as numerous of our other customers do.

Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load
balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.

Topic 1

¢ Inplementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controls. It covers IAM domains, users, groups, and
compartments, as well as the use of TAM policies to manage access to resources. Candidates are also
tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.

Topic 2

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.

Topic 3

¢ Implementing OS and Workload Protection: This section of the exam measures the skills of OCI

Admmistrators and looks at securing workloads and operating systems. It includes the use of OCI Bastion
Topic 4 for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

Topic 5 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL

>> New 120-1104-25 Test Tips <<

Exam 1z0-1104-25 Overview - 1z0-1104-25 Associate Level Exam

The 120-1104-25 study materials from our company are compiled by a lot of excellent experts and professors in the field. In order
to help all customers pass the examin a short time, these excellent experts and professors tried their best to design the study version,
which is very convenient for a lot of people who are preparing for the 120-1104-25 Exam You can find all the study materials about
the exam by the study version from our company.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions

(Q30-Q35):

NEW QUESTION # 30

Task 6: Create Load Balancer and Attach Certificate

Create a Load Balancer with the name PBT-CERT-LB-01 in subnet I B-Subnet-PBT-CERT-SNET-02 Create a Listener for the
load balancer, where:

Name: PBT-CERT-LB LTSN 01

Protocol: HTTPS

Port: 443

Attach the certificate PBT-CERT-01-<username> to the load balancer

Attach the security list PBT-CERT-LB-SL-01 to subnet LB-Subnet-PBT-CERT-SNET-02 See the solution below in Explanation.

Answer:

Explanation:

Task 6: Create Load Balancer and Attach Certificate

Step 1: Create the Load Balancer

* Log in to the OCI Console.

* Navigate toNetworking>Load Balancers.

* ClickCreate Load Balancer.

* Enter the following details:

* Name: PBT-CERT-LB-01

* Compartment: Select your assigned compartment.

* Load Balancer Type: SelectPublic.

* Virtual Cloud Network: Select PBT-CERT-VCN-01.

* Subnet: Select LB-Subnet-PBT-CERT-SNET-02.

* Shape: Choose a shape (e.g., 10 Mbps, adjust based on needs).

* ClickNext.

* Leave backend sets and listeners as default for now (we'll configure the listener next).
* ClickCreate Load Balancerand wait for it to be provisioned.

Step 2: Create a Listener

* Once the load balancer is created, go to theLoad Balancerspage and click on PBT-CERT-LB-01.
* UnderResources, clickListeners.

* ClickCreate Listener.

* Enter the following details:

* Name: PBT-CERT-LB_LTSN 01

* Protocol: SelectHTTPS.

* Port: Enter 443.

* Certificate: ClickAdd Certificate, then select the PBT-CERT-01<username> certificate (e.g., PBT-CERT-
0199008677labuser01) created in Task 5.

* Leave other settings (e.g., SSL handling) as default unless specified.

* ClickCreate.
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Step 3: Configure the Backend Set

* In the PBT-CERT-LB-01 details page, underResources, clickBackend Sets.

* ClickCreate Backend Set(if not already created).

* Enter basic details (e.g., name like PBT-CERT-BS-01).

* Add a backend server:

* TP Address: Use the private IP of PBT-CERT-VM-01 (find this in the instance details under Compute>Instances).
* Port: 80 (HTTP, as configured on the web server).

* Protocol: HTTP.

* ClickCreate.

Step 4: Attach the Security List to the Subnet

* Navigate toNetworking>Virtual Cloud Networks.

* Select PBT-CERT-VCN-01 and clickSubnets.

* Click on LB-Subnet-PBT-CERT-SNET-02.

* UnderSecurity Lists, ensure PBT-CERT-LB-SL-01 is attached. Ifnot:

* ClickEdit.

* Remove the default security list and add PBT-CERT-LB-SL-01.

* ClickSave Changes.

Step 5: Verify the Configuration

* Ensure the load balancer health status is OK (check underBackend Sets>Health).

* Test by accessing httpsz//<load-balancer-public-ip> in a browser (replace with the public IP from the load balancer details).

NEW QUESTION # 31

An OCI administrator notices that a compute instance running in the production compartiment is unable to create Object Storage
buckets using the OCI CLI command:

oci os bucket create --name mybucket --compartiment-id <compartment OCID> --auth instance_principal The error message
returned states:

"NotAuthorizedOrNotFound: You are not authorized to perform this action." The administrator verifies that the instance has Internet
access and can reach OCI endpoints.

What then could be causing the issue?

A. The bucket nanme is already in use, causing a conflict.

B. The instance is not part of any Dynamic Group or the matching rule is incorrect.

C. The instance is using the wrong OCI CLI authentication method.

D. The policy is written at the root compartment instead of the production compartment.

Answer: B

NEW QUESTION # 32

You have created a compartment TEST in your subscribed tenancy. Then, you created two groups, testl and test2, and want the
users in these groups to be able to manage all the resources in the TEST compartment.

Which policy would you use to achieve this?

A. Allow group testl, test2 to manage all resources in compartment test.

B. Allow group/test*/to manage all resources in compartment test.

C. Allow any-user to manage all resources in compartment test where any {request.groups.testl, test2}
D. Allow any-user to manage all resources in compartment test where request.group="test*'

Answer: A

NEW QUESTION # 33
Within OCI IAM identity domains, the AD Bridge component serves a critical role. How does the AD Bridge finctionality
specifically enhance Identity and Access Management (IAM) practices?

e A It facilitates delegated admmistration, allowing authorized AD users to manage specific resources within the OCI identity
domain.

e B. It strengthens access security by providing an additional layer of authentication through AD integration.

e C. It simplifies user provisioning by enabling automated synchronization of user accounts and group memberships from an



existing Microsoft Active Directory (AD) environment.
e D. It directly integrates with OCI MFA providers, allowing for seamless enforcement of MFA for users authenticated through
AD credentials.

Answer: C

NEW QUESTION # 34

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. If a security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirement, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:
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To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

Task 1: Create a Custom Security Zone Recipe

Create a Custom Security Zone Recipe named IAD-SP-PBT-CSP-01 that allows the provisioning of compute instances in the
public subnet.

Enter the OCID of the created custom security zone recipe in the text box below.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

To create a Custom Security Zone Recipe named IAD-SP-PBT-CSP-01 that allows the provisioning of compute instances in a
public subnet, we will follow the steps outlined in the Oracle Cloud Infrastructure (OCI) Security Zones documentation. These steps
are based on verified procedures from the OCI Security Zone Guide and related resources.

Step-by-Step Solution for Task 1: Create a Custom Security Zone Recipe



* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn- 1.oraclecloud.

com).

* Ensure you have access to the assigned compartment provided in the tenancy.

* Navigate to Security Zones:

* Fromthe OCI Console, go to the navigation menu (hamburger icon) on the top left.

* UnderGovernance and Administration, selectSecurity Zones.

* Create a New Security Zone Recipe:

* In the Security Zones dashboard, click on theRecipestab.

* Click theCreate Recipebutton.

* Configure the Recipe Details:

* Name:Enter [AD-SP-PBT-CSP-01.

* Description:(Optional) Add a description, e.g,, "Custom recipe to allow compute instances in public subnet."

* Leave theCompartmentas the assigned compartiment provided.

* Define the Security Zone Policy:

* In the policy editor, start with a base policy. Since the Maximum Security Zone recipe restricts public subnet usage, you need to
customize it.

* Add the following policy statement to allow compute instances in a public subnet:

Allow service compute to use virtual-network-family in compartment <compartment-name> where ALL { target.resource.type =
'Instance’, target.ven.cidr_block ='10.0.0.0/16", target.subnet.cidr_block ='10.0.10.0/24'

}

* Replace <compartment-name> with the name of your assigned compartment.

* This policy allows the Compute service to provision instances in the public subnet (10.0.10.0/24) within the VCN (10.0.0.0/16).
* Adjust Restrictions:

* Ensure the recipe does not inherit the Maximum Security Zone recipe's default restrictions that block public subnet usage.
Explicitly allow the public subnet by including the subnet CIDR block (10.0.10.0/24) in the policy.

* Remove or modify any conflicting default rules that prohibit public subnet usage (e.g,, rules blocking internet access or public [P
assignment).

* Save the Recipe:

* ClickCreateto save the custom security zone recipe.

* Once created, note theOCIDof the recipe from the recipe details page. The OCID will be a unique identifier starting with
ocid1.securityzonerecipe.

* Verify the Recipe:

* Go to theRecipestab and locate IAD-SP-PBT-CSP-01.

* Ensure the policy reflects the allowance for compute instances in the public subnet by reviewing the policy statement.
OCID of'the Created Custom Security Zone Recipe

* The exact OCID will be generated upon creation (e.g., ocid1.securityzonerecipe.ocl..unique_string).

Please enter the OCID displayed in the OCI Console after completing Step 7.

Notes

* Ensure IAM policies are correctly configured to grant you permissions to create and manage security zone recipes in the
compartment.

* The policy assumes the public subnet CIDR (10.0.10.0/24) matches the diagram. Adjust if the actual subnet CIDR differs.
* Test the recipe by associating it with a security zone and attempting to launch a compute instance to confirm compliance.

NEW QUESTION # 35

Testing yourself'is an effective way to enhance your knowledge and become familiar with the 120-1104-25 exam format. Rather
than viewing the 120-1104-25 test as a potentially intimidating event, ExamDumpsVCE Oracle Cloud Infrastructure 2025 Security
Professional (120-1104-25) desktop and web-based practice exans help candidates assess and improve their knowledge. If your
170-1104-25 Practice Exans (desktop and web-based) results aren't ideal, it's better to experience that shock during a mock exam
rather than the 120-1104-25 actual test.
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