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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q84-Q89):

NEW QUESTION # 84
What is the vocabulary and set of rules for instructing a computer to perform certain tasks?

¢ A. Programming language
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¢ B. Machine language
¢ C. Low-level language
e D. Translator language

Answer: A

Explanation:

A programming language is a formal language comprising a set of instructions that produce various kinds of output. Programming
languages are used in computer programming to implement algorithms and manipulate data. They provide the vocabulary and
grammatical rules for instructing a computer to perform specific tasks, allowing developers to write software programs that can be
executed by a computer.

NEW QUESTION # 85
What is the role of the compiler?

A. To take the most recent line of code, translate it, and execute the machine code
B. To create an executable program by translating all of the code at one time

C. To create executable code that is compatible with different operating systenms
D. To run scripting languages to test one line of code at a time

Answer: B

Explanation:

Step by Step Comprehensive Detailed Explanation

A compiler is a program that translates source code written in a high-level programming language into machine code.
Definition: A compiler processes the entire source code of a program and translates it into a machine code executable.
Functionality: This process is typically done in several stages, including lexical analysis, syntax analysis, semantic analysis,
optimization, and code generation.

Output: The result is an executable file that can be run on a specific operating system

References

"Compilers: Principles, Techniques, and Tools" by Alfied V. Aho, Monica S. Lam, Ravi Sethi, and Jeffrey D.

Ullman

NISTIR 7860, "C++ Coding Standards"

NEW QUESTION # 86
A government agency needs to deploy a secure network connection between its offices in Chicago and New York.
‘What should be used to facilitate this connection?

A. Network access control (NAC)

B. Security information and event management (SIEM)
C. Point-to-Pomt Tunneling Protocol (PPTP)

D. Virtual private network (VPN)

Answer: D

Explanation:

The correct answer is A - Virtual private network (VPN).

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), a VPN creates an encrypted tunnel over public or
private networks, ensuring confidentiality, integrity, and authentication of data transmitted between geographically dispersed offices.
SIEM (B) manages security events, not secure commumnications. PPTP (C) is an outdated and nsecure VPN protocol. NAC (D)
enforces endpoint security but does not establish secure tunnels.

Reference Extract from Study Guide:

"A virtual private network (VPN) provides a secure, encrypted tunnel between geographically separated networks, enabling
confidential comnumnication over untrusted networks."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Remote Access Technologies

NEW QUESTION # 87
‘Which method is frequently used to protect software?



A. GNU General Public License
B. Trademarks
C. Fair use

D. Copyrights
Answer: D

Explanation:

* Copyrightsare a common legal method used to protect software.

* A copyright gives the creator of the software exclusive rights to use and distribute the software.

* It protects against unauthorized copying, modification, and distribution of the software.

* Software creators can enforce their copyrights to prevent others fiom infringing on their intellectual property.
* Example:Copyright law is often invoked in cases of software piracy.

References:

* "Copyright Law for the Internet and Information Technology" by Geraldine Collins.

* "Understanding Copyright Law" by Marshall A. Leaffer.

NEW QUESTION # 88

A healthcare provider is developing a disaster recovery plan and wants to determine the longest duration that its systems or
applications can be down before causing significant damage to the business.

What is the termused to describe this metric?

A. Business Impact Analysis (BIA)

B. Recovery Time Objective (RTO)
C. Disaster Recovery (DR)

D. Business Continuity Planning (BCP)

Answer: B

Explanation:

Recovery Time Objective (RTO)refers to themaximum acceptable amount of timea system or service can be offline after a
disasterbefore significant impact occurs.

NIST SP 800-34 Rev. 1:

"RTO is the maximum tolerable length of time that a system or application can be unavailable after an incident before significantly
impacting business operations." BIA identifies impacts, while RTO quantifiestime-to-recovery tolerance.

#WGU Course Alignment:

DomainBusiness Continuity and Disaster Recovery

Topic:Define and use RTO metrics in disaster planning

NEW QUESTION # 89
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