Exam 1z0-1104-25 Pass4sure, Latest Test 1z0-1104-25
Discount

1Z0-1104-25

Oracle Cloud
Infrastructure 2025
Security Professional

Sample Questions

#1 Online Database Certification

Practice Exam

What's more, part of that Prep4pass 120-1104-25 dumps now are free: https:/drive.google.convopen?id=150Z_4wyHnqT-
aUCQIrSMhhshZYBTvhyP

If'you buy Prep4pass's Oracle certification 170-1104-25 exam practice questions and answers, you can not only pass Oracle
certification 120-1104-25 exam, but also enjoy a year of fiee update service. If you fail your exam, Prep4pass will full refund to you.
You can free download part of practice questions and answers about Oracle Certification 120-1104-25 Examas a try to test the
reliability of Prep4pass's products.

Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details

¢ OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security

Topic 1 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL

¢ Protecting Infrastructure - Network and Applications: This section of the exam measures the skills of
Cloud Security Professionals and covers methods for securing networks and applications on OCI. Topics
include network security groups, firewalls, and security lists, while also focusing on the use of load

Topic 2
ope balancers for availability. The section further addresses the configuration of OCI certificates and web
application firewalls to strengthen infrastructure security.
¢ Implementing Identity and Access Management (IAM): This section of the exam measures skills of OCI
Administrators and focuses on identity and access controks. It covers IAM domains, users, groups, and
Topic 3 compartments, as well as the use of JAM policies to manage access to resources. Candidates are also

tested on configuring dynamic groups, network sources, and tag-based access control, along with
managing MFA, sign-on policies, and activity monitoring.
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¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to
understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.

Topic 4

¢ Implementing OS and Workload Protection: This section of the exam measures the skills of OCI

Administrators and looks at securing workloads and operating systens. It includes the use of OCI Bastion
Topic 5 for time-limited access, vulnerability scanning of hosts and containers, and the use of OS management for
automated updates. The goal is to ensure that workloads remain resilient and well-protected.
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The trick to the success is simply to be organized, efficient, and to stay positive about it. If you are remain an optimistic mind all the
time when you are preparing for the 120-1104-25 exam, we deeply believe that it will be very easy for you to successfully pass the
exam, and get the related certification in the near future. Of course, we also know that how to keep an optimistic mind is a question
that is very difficult for a lot of people to answer. Because the 120-1104-25 Exam s so difficult for a lot of people that many people
have a failure to pass the exam. As is known to us, where there is a will, there is a way. We believe you will get wonderful results
with the help of our 120-1104-25 exam questions.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q30-Q35):

NEW QUESTION # 30

Challenge 1 - Task 1

Integrate TLS Certificate Issued by the OCI Certificates Service with Load Balancer You are a cloud engineer at a tech company
that is migrating its services to Oracle Cloud Infrastructure (OCI). You are required to set up secure communication for your web
application using OCI's Certificate service. Youneed to create a Certificate Authority (CA), issue a TLS/SSL server certificate, and
configure a load balancer to use this certificate to ensure encrypted traffic between clients and the backend servers.

Review the architecture diagram, which outlines the resources you'll need to address the requirement.
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To complete this requirement, you are provided with the following:

Access to an OCI tenancy, an assigned compartment, and OCI credentials

Required IAM policies

OCI Vault to store the secret required by the program, which is created in the root compartment as PBI_Vault SP Task 1: Create
and Configure a Virtual Cloud Network (VCN) Create a Virtual Cloud Network (VCN) namedPBT-CERT-VCN-01with the
following specifications:

* VCN with a CIDR block 0 10.0.0.0/16

* Subnet 1 (Conpute Instance):

* Name:Compute-Subnet-PBT-CERT

* CIDR Block:10.0.1.0/24

Subnet 2 (Load Balancer):

* Name:LB-Subnet-PBT-CERT-SNET-02

* CIDR Block:10.0.2.0/24

Internet Gatewayfor external connectivity

Route table and security lists:

* Security List namedPBT-CERT-CS-SL-01for Subnet 1 (Compute-Subnet-PBT-CERT) to allow SSH (port 22) traffic

* Security List namedPBT-CERT-LB-SL-01for Subnet 2 (LB-Subnet-PBT-CERT) to allow HTTPS (port 443) traffic

"Enter the OCID of the created VCN i the text box below.

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Challenge 1: Integrate TLS Certificate Issued by the OCI Certificates Service with Load Balancer Task 1: Create and Configure a
Virtual Cloud Network (VCN) Step 1: Create the Virtual Cloud Network (VCN)
* Log in to the OCI Console.

* Navigate toNetworking>Virtual Cloud Networks.

* ClickCreate Virtual Cloud Network.

* SelectVCN with Internet Connectivity(to include an Internet Gateway by defauilt).
* Enter the following details:

* Name: PBT-CERT-VCN-01

* Compartment: Select your assigned compartment.

* VCN CIDR Block: 10.0.0.0/16

* Leave other settings as default (e.g,, create a new public subnet and route table).
* ClickCreate Virtual Cloud Network. Wait for the VCN to be created.

Step 2: Create Subnet 1 (Compute-Subnet-PBT-CERT)

* Inthe VCN details page for PBT-CERT-VCN-01, clickSubnetsunderResources.
* ClickCreate Subnet.

* Enter the following details:

* Name: Compute-Subnet-PBT-CERT

* Subnet Type: Regional

* CIDR Block: 10.0.1.0/24

* Route Table: Select the default route table created with the VCN.

* Subnet Access: Public Subnet (to allow internet access).

* DNS Resolution: Enabled.

* ClickCreate.

Step 3: Create Subnet 2 (LB-Subnet-PBT-CERT-SNET-02)

* Inthe VCN details page, clickSubnetsunderResources.

* ClickCreate Subnet.

* Enter the following details:

* Name: LB-Subnet-PBT-CERT-SNET-02

* Subnet Type: Regional

* CIDR Block: 10.0.2.0/24

* Route Table: Select the default route table created with the VCN.

* Subnet Access: Public Subnet (to allow internet access for the load balancer).

* DNS Resolution: Enabled.

* ClickCreate.

Step 4: Verify Internet Gateway

* Inthe VCN details page, underResources, clickInternet Gateways.

* Ensure an Internet Gateway is listed and attached to PBT-CERT-VCN-01. Ifnot created, clickCreate Internet Gateway, name it



(e.g, PBT-CERT-IGW), and attach it.

Step 5: Configure Route Table

* Inthe VCN details page, underResources, clickRoute Tables.

* Select the default route table or create a new one named PBT-CERT-RT-01.
* ClickAdd Route Rule. 4 -Destination CIDR Block: 0.0.0.0/0

* Target Type: Internet Gateway

* Target: Select the Internet Gateway created (e.g,, PBT-CERT-IGW).

* ClickAdd Route Ruleand save.

Step 6: Create Security List for Subnet 1 (Compute-Subnet-PBT-CERT)

* Inthe VCN details page, underResources, clickSecurity Lists.

* ClickCreate Security List.

* Enter the following:

* Name: PBT-CERT-CS-SL-01

* Compartment: Your assigned compartment.

* Add the following ingress rule:

* Source CIDR: 0.0.0.0/0 (allow from any source, adjust as per security needs)
* TP Protocol: TCP

* Source Port Range: All

* Destination Port Range: 22 (for SSH)

* Allows: Traffic

* ClickCreate.

Step 7: Create Security List for Subnet 2 (LB-Subnet-PBT-CERT-SNET-02)
* Inthe VCN details page, underResources, clickSecurity Lists.

* ClickCreate Security List.

* Enter the following;

* Name: PBT-CERT-LB-SL-01

* Compartment: Your assigned compartment.

* Add the following ingress rule:

* Source CIDR: 0.0.0.0/0 (allow from any source, adjust as per security needs)
* [P Protocol: TCP

* Source Port Range: All

* Destination Port Range: 443 (for HTTPS)

* Allows: Traffic

* ClickCreate.

Step 8: Retrieve and Enter VCN OCID

* Go to the VCN details page for PBT-CERT-VCN-01.

* Copy theOCIDfrom the VCN information section.

* Enter the OCID in the provided text box.

NEW QUESTION # 31
According to the Oracle Cloud Infrastructure (OCI) Shared Responsibility Model, which statement accurately reflects OCI's
responsibility for security?

A. Customers are responsible for securing both infrastructure and data.

B. OCI is responsible for securing the underlying infrastructure but not customer data.
C. OCI provides security only for free-tier services; customers secure everything else.
D. OCI has no security responsibilities; customers need to secure their resources.

Answer: B

NEW QUESTION # 32

Task 3: Create a Master Encryption Key

Note: OCI Vauilt to store the key required by this task is created in the root compartment as PBI_Vault SP Create an RSA Master
Encryption Key (MEK), where:

Key name: PBT-CERT-MEK-01-<username>

For example, if your username is 99008677-lab.user01, then the MEK name should be PBT-CERT-MEK-
01990086771abuser01

Ensure you elimnate special characters from the user name.



Key shape: 4096 bits
Enter the OCID of the Master Encryption Key created in the provided text box:

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

Task 3: Create a Master Encryption Key

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vaullt.

* Select the root compartiment.

* Locate and click on the vault named PBI_ Vault SP.

Step 2: Create the Master Encryption Key

* Inthe PBI Vault SP vault details page, underResources, clickKeys.

* ClickCreate Key.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-MEK-

019900867 7labuser01).

* Key Shape: SelectRSAwith4096 bits.

* Protection Mode: SelectHSM(Hardware Security Module) if available, orSoftwareif HSM is not required (based on vault
capabilities).

* Compartment: Ensure it's set to the root compartment (where PBI Vault SP resides).

* Leave other settings (e.g,, key usage) as default unless specified.

* ClickCreate Keyand wait for the key to be generated.

Step 3: Retrieve and Enter the OCID

* After the key is created, go to theKeyssection under PBI_ Vault SP.

* Click on the key named PBT-CERT-MEK-01<username> (e.g., PBT-CERT-MEK-
0199008677labuser01).

* Copy theOCID(a long string starting with ocid1.key., unique to your tenancy) from the key details page.
* Enter the copied OCID exactly as it appears into the provided text box.

NEW QUESTION # 33

"A programirer is developing a Node.js application which will run on a Linux server on their on-premises data center. This
application will access various Oracle Cloud Infrastructure (OCI) services using OCI SDKs.

What is the secure way to access OCI services with OCI Identity and Access Management (IAM)?

¢ A Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to OCI
services. In the on-premises Linux server, add the user name and password to a file used by Node.js authentication.

¢ B. Create a new OCI IAM user associated with a dynamic group and a policy that grants the desired permissions to OCI
services. Add the on-premises Linux server in the dynamic group.

e C. Create an OCI IAM policy with appropriate permissions to access the required OCI services and assign the policy to the
on-premises Linux server."

e D. Create a new OCI IAM user, add the user to a group associated with a policy that grants the desired permissions to OCI
services. In the on-premises Linux server, generate the keypair used for signing API requests and upload the public key to the
IAM user.

Answer: D

NEW QUESTION # 34

Task 4: Create a Certificate Authority (CA)

Create a certificate authority, where:

CA name: PBT-CERT-CA-01-<username>

For example, if your username is 99008677-lab.user01, then the certificate authority name should be PBT- CERT-CA-
0199008677 1abuser01 Ensure you elimmate special characters from the user name.

Common name: PBT-CERT-OCICA-01



Master Encryption Key: PBT-CERT-MEK-01 (created in the previous task)
Answer:

Explanation:

See the solution below in Explanation.

Task 4: Create a Certificate Authority (CA)

Step 1: Access the OCI Vault

* Log in to the OCI Console.

* Navigate toldentity & Security>Vaullt.

* Select the root compartment.

* Locate and click on the vault named PBI_ Vault SP.

Step 2: Create the Certificate Authority

* Inthe PBI_Vault SP vault details page, underResources, clickCertificate Authorities.

* ClickCreate Certificate Authority.

* Enter the following details:

* Name: Replace <username> with your usernane (e.g., if your username is 99008677-lab.user01, remove special characters like -
and . to get 9900867 7labuser01, then use PBT-CERT-CA-

019900867 7labuser01).

* Common Name: Enter PBT-CERT-OCICA-01.

* Master Encryption Key: Select the PBT-CERT-MEK-01<usermame> key created in Task 3 (e.
g., PBT-CERT-MEK-0199008677labuser01).

* Subject: Leave as default or adjust (e.g., Organization, Country) if required by your setup.

* Validity Period: Set as needed (e.g., 10 years), or use the default.

* Compartment: Ensure it's set to the root compartment.

* ClickCreate Certificate Authorityand wait for the CA to be provisioned.

Step 3: Verify the Certificate Authority

* After creation, go to theCertificate Authoritiessection under PBI Vault SP.

* Confirm the CA PBT-CERT-CA-01<username> (e.g., PBT-CERT-CA-0199008677labuser01) is listed and its status is active.

NEW QUESTION # 35
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