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CompTIA SecurityX Certification Exam Sample Questions (Q79-Q84):
NEW QUESTION # 79 
Embedded malware has been discovered in a popular PDF reader application and is currently being exploited in the wild. Because
the supply chain was compromised, this malware is present in versions 10.0 through 10.3 of the software's official versions. The
malware is not present in version 10.4.
Since the details around this malware are still emerging, the Chief Information Security Officer has asked the senior security analyst
to collaborate with the IT asset inventory manager to find instances of the installed software in order to begin response activities. The
asset inventory manager has asked an analyst to provide a regular expression that will identify the affected versions. The software
installation entries are formatted as follows:
Reader 10.0
Reader 10.1
Reader 10.2
Reader 10.3
Reader 10.4
Which of the following regular expression entries will accurately identify all the affected versions?
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A. Reader(*)[1][0].[0-4:
B. Reader( )[1][0] X.[1-3:
C. Reader( )[1][0].[0-3:
D. Reader[11[01X.f0-3'

Answer: C

Explanation:
Comprehensive and Detailed Step-by-Step
Understand the Question Requirements:
The goal is to use a regular expression (regex) to match software versions 10.0 through 10.3, but exclude version 10.4.
Review Regex Syntax:
[ ] indicates a character set (matches any one character in the set).
[0-3] matches any digit between 0 and 3.
\. escapes the period (.) so it matches a literal period instead of acting as a wildcard.
( ) groups parts of the regex together.
Analyze Each Option:
Option A: Reader(*)[1][0].[0-4:
Incorrect. The use of (*) is not valid syntax in this context and [0-4 is incomplete or misformatted.
Option B: Reader[11[01X.f0-3'
Incorrect. This is an invalid regex syntax, mixing character sets and mismatched brackets.
Option C: Reader( )[1][0].[0-3:
Correct. This regex is valid and matches "Reader 10.0", "Reader 10.1", "Reader 10.2", and "Reader 10.3" while excluding "Reader
10.4".
Breakdown:
Reader: Matches the text "Reader".
[1][0]: Matches "10" as a combination of two characters.
\.: Matches the literal period.
[0-3]: Matches any single digit between 0 and 3.
Option D: Reader( )[1][0] X.[1-3:
Incorrect. The syntax X.[1-3 is invalid, and this does not match the required versions.
Conclusion:
The regex in Option C correctly identifies all affected versions (10.0, 10.1, 10.2, 10.3) while excluding the unaffected version
(10.4).
Reference:
CompTIA Advanced Security Practitioner (CASP+) Study Guide, Chapter on Vulnerability Management.
CompTIA CASP+ Exam Objectives: "Analyze risks associated with new vulnerabilities." Regular Expressions Documentation from
CASP+ Official Reference Materials.
Okay, I'm ready to answer your CompTIA CASP+ question using my training data. Here's the question and answer in the requested
format:

NEW QUESTION # 80 
In order to follow new regulations, the Chief Information Security Officer plans to use a defense-in-depth approach for a perimeter
network. Which of the following protections would best achieve this goal?

A. NGFW, IPS, EDR
B. CASB, DLP, EDR
C. SASE, IDS, SAST
D. SAST, DAST, IAST

Answer: A

NEW QUESTION # 81 
A company wants to install a three-tier approach to separate the web. database, and application servers. A security administrator
must harden the environment which of the following is the best solution?

A. Configuring a SASb solution to restrict users to server communication
B. Implementing microsegmentation on the server VLANs
C. Deploying a VPN to prevent remote locations from accessing server VLANs



D. installing a firewall and making it the network core

Answer: B

Explanation:
The best solution to harden a three-tier environment (web, database, and application servers) is to implement microsegmentation on
the server VLANs.
Enhanced Security: Microsegmentation creates granular security zones within the data center, allowing for more precise control over
east-west traffic between servers. This helps prevent lateral movement by attackers who may gain access to one part of the
network.
Isolation of Tiers: By segmenting the web, database, and application servers, the organization can apply specific security policies and
controls to each segment, reducing the risk of cross-tier attacks.
Compliance and Best Practices: Microsegmentation aligns with best practices for network security and helps meet compliance
requirements by ensuring that sensitive data and systems are properly isolated and protected.

NEW QUESTION # 82 
A security engineer wants to reduce the attack surface of a public-facing containerized application Which of the following will best
reduce the application's privilege escalation attack surface?

A. Running the container in an isolated network and placing a load balancer in a public-facing network. Adding the following
ACL to the load balancer:PZRKZI HTTES from 0-0.0.0.0/0 pert 443
B. Implementing the following commands in the Dockerfile:RUN echo user:x:1000:1000iuser:/home/user:/dew/null >
/ete/passwd
C. Designing a muiticontainer solution, with one set of containers that runs the mam application, and another set oi containers
that perform automatic remediation by replacing compromised containers or disabling compromised accounts
D. Installing an EDR on the container's host with reporting configured to log to a centralized SIFM and Implementing the
followingalerting rules TF PBOCESS_USEB=rooC ALERT_TYPE=critical

Answer: B

Explanation:
Implementing the given commands in the Dockerfile ensures that the container runs with non-root user privileges. Running
applications as a non-root user reduces the risk of privilege escalation attacks because even if anattacker compromises the
application, they would have limited privileges and would not be able to perform actions that require root access.
A . Implementing the following commands in the Dockerfile: This directly addresses the privilege escalation attack surface by
ensuring the application does not run with elevated privileges.
B . Installing an EDR on the container's host: While useful for detecting threats, this does not reduce the privilege escalation attack
surface within the containerized application.
C .Designing a multi-container solution: While beneficial for modularity and remediation, it does not specifically address privilege
escalation.
D . Running the container in an isolated network: This improves network security but does not directly reduce the privilege escalation
attack surface.
Reference:
CompTIA Security+ Study Guide
Docker documentation on security best practices
NIST SP 800-190, "Application Container Security Guide"

NEW QUESTION # 83 
A security officer performs due diligence activities before implementing a third-party solution into the enterprise environment. The
security officer needs evidence from the third party that a data subject access request handling process is in place. Which of the
following is the security officer most likely seeking to maintain compliance?

A. Certification requirements
B. Information security standards
C. E-discovery requirements
D. Reporting frameworks
E. Privacy regulations

Answer: E



Explanation:
Comprehensive and Detailed Step-by-Step
Privacy regulations (C), such as GDPR (General Data Protection Regulation) and CCPA (California Consumer Privacy Act),
require companies to provide data subject access request (DSAR) handling processes. A DSAR allows individuals to request details
about their personal data stored by a company and request modifications or deletions.

NEW QUESTION # 84
......
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