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CompTIA Cloud+ (2024) Sample Questions (Q19-Q24):
NEW QUESTION # 19 
A cloud developer is creating a static website that customers will be accessing globally. Which of the following services will help
reduce latency?

A. CDN
B. VPC
C. Application load balancer
D. API gateway

Answer: A

Explanation:
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A Content Delivery Network (CDN) is the service that will help reduce latency for a static website accessed globally. CDNs
distribute content across multiple geographically dispersed servers, allowing users to connect to a server that is closer to them,
thereby reducing the time it takes to load the website.
The use of CDNs is a common practice to enhance global access and improve user experience, as covered under Cloud Concepts
in the CompTIA Cloud+ certification.

NEW QUESTION # 20 
A group of cloud administrators frequently uses the same deployment template to recreate a cloud-based development environment.
The administrators are unable to go back and review the history of changes they have made to the template. Which of the following
cloud resource deployment concepts should the administrator start using?

A. Drift detection
B. Versioning
C. Documentation
D. Repeatability

Answer: B

Explanation:
Versioning is a concept that allows cloud administrators to keep track of the history of changes made to deployment templates or
any other configuration file. By using version control systems, they can review previous versions, roll back to earlier configurations if
necessary, and understand the evolution of the deployment template over time. References: CompTIA Cloud+ Guide to Cloud
Computing (ISBN: 978-1-
64274-282-2)

NEW QUESTION # 21 
An organization wants to ensure its data is protected in the event of a natural disaster. To support this effort, the company has rented
a colocation space in another part of the country. Which of the following disaster recovery practices can be used to best protect the
data?

A. Replication
B. Off-site
C. On-site
D. Retention

Answer: B

Explanation:
For an organization looking to protect its data in the event of a natural disaster, the best disaster recovery practice would be off-site
replication. By renting a colocation space in another part of the country, the company can maintain copies of their data and critical
systems in a geographically separate location, ensuring they are not affected by the same disaster.

NEW QUESTION # 22 
A cloud engineer hardened the WAF for a company that operates exclusively in North Americ a. The engineer did not make
changes to any ports, and all protected applications have continued to function as expected. Which of the following configuration
changes did the engineer most likely apply?

A. The engineer blocked all traffic originating outside the region.
B. The engineer completed an upgrade from TLS version 1.1 to version 1.3.
C. The engineer installed the latest security patches on the WAF.
D. The engineer implemented MFA to access the WAF configurations.

Answer: A

Explanation:
Given that the WAF was hardened without changing any ports and all protected applications continued to function as expected, it is
most likely that the engineer blocked all traffic originating outside of North America, which is the company's operating region.
Reference: CompTIA Cloud+ Study Guide (Exam CV0-004) - Chapter on Cloud Security Best Practices



NEW QUESTION # 23 
A cloud engineer is troubleshooting a connectivity issue. The application server with IP 192.168.1.10 in one subnet is not connecting
to the MySQL database server with IP 192.168.2 20 in a different subnet. The cloud engineer reviews the following information:
Application Server Stateful Firewall

Which of the following should the cloud engineer address lo fix the communication issue?

A. The MySQL Server Subnet Routing Table
B. The Application Server Subnet Routing Table
C. The Application Server Stateful Firewall
D. The MySQL Server Stateful Firewall

Answer: D

Explanation:
The connectivity issue between the application server and the MySQL database server in different subnets is likely due to the
MySQL Server Stateful Firewall's inbound rules. The application server has an IP of
192.168.1.10, but the MySQL server's inbound rules only permit IP 192.168.1.10/32 on port 3306. This rule allows only a single
IP address (192.168.1.10) to communicate on port 3306, which is typical for MySQL.
However, if the application server's IP is not 192.168.1.10 or the application is trying to communicate on a different port, it would
be blocked. To fix the communication issue, the cloud engineer should address the inbound rules on the MySQL Server Stateful
Firewall to ensure that the application server's IP address and the required port are allowed. References: Based on the information
provided in the question and general networking principles.
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