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Topic 1

AIMS and Privacy Standards: ISO 42001 and ISO 27563: This section of the exam measures skills of the
AI Security Analyst and addresses international standards related to AI management systems and privacy.
It reviews compliance expectations, data governance frameworks, and how these standards help align AI
implementation with global privacy and security regulations.

Topic 2
Securing AI Models and Data: This section of the exam measures skills of the Cybersecurity Risk Manager
and focuses on the protection of AI models and the data they consume or generate. Topics include
adversarial attacks, data poisoning, model theft, and encryption techniques that help secure the AI lifecycle.

Topic 3

Evolution of Gen AI and Its Impact: This section of the exam measures skills of the AI Security Analyst
and covers how generative AI has evolved over time and the implications of this evolution for
cybersecurity. It focuses on understanding the broader impact of Gen AI technologies on security
operations, threat landscapes, and risk management strategies.

Topic 4

Using Gen AI for Improving the Security Posture: This section of the exam measures skills of the
Cybersecurity Risk Manager and focuses on how Gen AI tools can strengthen an organization’s overall
security posture. It includes insights on how automation, predictive analysis, and intelligent threat detection
can be used to enhance cyber resilience and operational defense.

SISA Certified Security Professional in Artificial Intelligence Sample
Questions (Q24-Q29):
NEW QUESTION # 24 
What is a common use of an LLM as a Secondary Chatbot?

A. To only manage user credentials
B. To handle tasks unrelated to the main application
C. To serve as a fallback or supplementary AI assistant for more complex queries
D. To replace the primary AI system

Answer: C

Explanation:
A secondary chatbot, powered by an LLM, acts as a fallback or supplementary assistant, handling complex or overflow queries
when the primary system is insufficient. This enhances CX by ensuring continuity and depth in responses, with security benefits like
isolating sensitive tasks to a monitored secondary layer. Unlike replacing primary systems or handling unrelated tasks, this role
leverages LLMs' flexibility to complement, not supplant, core functionalities. Exact extract: "LLMs as secondary chatbots serve as
fallback assistants for complex queries, improving system resilience and user experience." (Reference: Cyber Security for AI by
SISA Study Guide, Section on AI in Support Systems, Page 80-82).

NEW QUESTION # 25 
Which of the following is a primary goal of enforcing Responsible AI standards and regulations in the development and deployment
of LLMs?

A. Ensuring that AI systems operate safely, ethically, and without causing harm.
B. Maximizing model performance while minimizing computational costs.
C. Developing AI systems with the highest accuracy regardless of data privacy concerns
D. Focusing solely on improving the speed and scalability of AI systems

Answer: A

Explanation:
Responsible AI standards, including ISO 42001 for AI management systems, aim to promote ethical development, ensuring safety,
fairness, and harm prevention in LLM deployments. This encompasses bias mitigation, transparency, and accountability, aligning with
societal values. Regulations like the EU AI Act reinforce this by categorizing risks and mandating safeguards. The goal transcends
performance to foster trust and sustainability, addressing issues like discrimination or misuse. Exact extract: "The primary goal is to
ensure AI systems operate safely, ethically, and without causing harm, as outlined in standards like ISO



42001." (Reference: Cyber Security for AI by SISA Study Guide, Section on Responsible AI and ISO Standards, Page 150-153).

NEW QUESTION # 26 
In the Retrieval-Augmented Generation (RAG) framework, which of the following is the most critical factor for improving factual
consistency in generated outputs?

A. Implementing a redundancy check by comparing the outputs from different retrieval modules.
B. Tuning the retrieval model to prioritize documents with the highest semantic similarity
C. Fine-tuning the generative model with synthetic datasets generated from the retrieved documents
D. Utilising an ensemble of multiple LLMs to cross-check the generated outputs.

Answer: B

Explanation:
The Retrieval-Augmented Generation (RAG) framework enhances generative models by incorporating external knowledge retrieval
to ground outputs in factual data, thereby improving consistency and reducing hallucinations. The critical factor lies in optimizing the
retrieval component to select documents with maximal semantic relevance, often using techniques like dense vector embeddings
(e.g., via BERT or similar encoders) and similarity metrics such as cosine similarity. This ensures that the generator receives
contextually precise information, minimizing irrelevant or misleading inputs that could lead to inconsistent outputs. For instance, in
question-answering systems, prioritizing high-similarity documents allows the model to reference verified sources directly, boosting
accuracy. Other approaches, like ensembles or redundancy checks, are supplementary but less foundational than effective retrieval
tuning, which directly impacts the quality of augmented context. In SDLC, integrating RAG with fine-tuned retrieval accelerates
development cycles by enabling modular updates without full model retraining. Security benefits include tracing outputs to sources for
auditability, aligning with responsible AI practices. This method scales well for large knowledge bases, making it essential for
production-grade applications where factual integrity is paramount. Exact extract:
"Tuning the retrieval model to prioritize documents with the highest semantic similarity is the most critical factor for improving factual
consistency in RAG-generated outputs, as it ensures relevant context is provided to the generator." (Reference: Cyber Security for
AI by SISA Study Guide, Section on RAG Frameworks in SDLC Efficiency, Page 95-98).

NEW QUESTION # 27 
In the context of LLM plugin compromise, as demonstrated by the ChatGPT Plugin Privacy Leak case study, what is a key practice
to secure API access and prevent unauthorized information leaks?

A. Restricting API access to a predefined list of IP addresses
B. Allowing open API access to facilitate ease of integration
C. Increasing the frequency of API endpoint updates.
D. Implementing stringent authentication and authorization mechanisms, along with regular security audits

Answer: D

Explanation:
The ChatGPT Plugin Privacy Leak highlighted vulnerabilities in plugin ecosystems, where weak API security led to data exposure.
Implementing robust authentication (e.g., OAuth) and authorization (e.g., RBAC), coupled with regular audits, ensures only verified
entities access APIs, preventing leaks. IP whitelisting is less comprehensive, and open access heightens risks. Audits detect
misconfigurations, aligning with secure AI practices. Exact extract: "Stringent authentication, authorization, and regular audits are key
to securing API access and preventing leaks in LLM plugins." (Reference: Cyber Security for AI by SISA Study Guide, Section on
Plugin Security Case Studies, Page 170-173).

NEW QUESTION # 28 
For effective AI risk management, which measure is crucial when dealing with penetration testing and supply chain security?

A. Prioritize external audits over internal penetration testing to assess supply chain security.
B. Perform occasional penetration testing and only address vulnerabilities in the internal network.
C. Conduct comprehensive penetration testing and continuously evaluate both internal systems and third- party components in
the supply chain.
D. Implement penetration testing only for high-risk components and ignore less critical ones

Answer: C



Explanation:
Effective AI risk management requires comprehensive penetration testing and continuous evaluation of both internal and third-party
supply chain components to identify vulnerabilities like backdoors or weak APIs. This holistic approach, aligned with SISA risk
models, ensures robust security across the AI ecosystem, unlike limited or external-only testing. Exact extract: "Comprehensive
penetration testing and continuous evaluation of internal and third-party components are crucial for AI risk management." (Reference:
Cyber Security for AI by SISA Study Guide, Section on AI Risk Assessment Models, Page 180-183).

NEW QUESTION # 29
......
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