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NEW QUESTION # 50
Review the following incident report.
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An unauthorized attempt to gain access to your network was detected. The attacker used a tool to identify
system versions and services running on various ports:

The attacker likely used this information to exploit a known vulnerability on an outdated SSH server.
SSH server access attempts have been blocked, the server has been patched, and an investigation is
underway to identify the attacker and assess 1al impac

Which two MITRE ATT&CK tactics are captured in this report? (Choose two.)

Answer: B,D

NEW QUESTION # 51
What should be monitored in playbooks to ensure they are functioning as intended?

A. Priviledge Escalation
B. Reconnaissance

C. Defense Evasion

D. Execution

e A. The number of coffee breaks taken by SOC staff
e B. The physical health of SOC analysts
e C. The execution paths and outcomes of the playbooks
e D. The frequency of playbook activation
Answer: C
NEW QUESTION # 52
Refer to the exhibits.
Event Handler
Status L &
amn H n
Name SOC SMTP Enumeration Data Handler =-= TI ET@
Description
0/1024
MITRE Domain N/A ICS
MITRE Tech ID Q
T1589 Gather Viction Identity Information x
71589.002 Email Addresses x
2 entries selected
Data Selector SOC SMTP Enumeration Data Selector X -
Automation Stitch s
Rules
© Bl & sOC Antispam Rule 1 >

You configured a custom event handler and an associated rule to generate events whenever FortiMail detects spam emails.
However, you notice that the event handler is generating events for both spam emails and clean emails.
Which change must you make in the rule so that it detects only spam emails?



A. Inthe Log filter by Text field, type type=—spam.

B. In the Trigger an event when field, select Within a group, the log field Spam Name (snane) has 2 or more unique values.
C. Inthe Log Type field, select Anti-Spam Log (spam)

D. Disable the rule to use the filter in the data selector to create the event.

Answer: C

Explanation:

Understanding the Custom Event Handler Configuration:

The event handler is set up to generate events based on specific log data.

The goal is to generate events specifically for spam emails detected by FortiMail.

Analyzing the Issue:

The event handler is currently generating events for both spam emails and clean emails.

This indicates that the rule's filtering criteria are not correctly distinguishing between spam and non- spam emails.

Evaluating the Options:

Option A: Selecting the "Anti-Spam Log (spam)" in the Log Type field will ensure that only logs related to spam emails are
considered. This is the most straightforward and accurate way to filter for spam emails.

Option B: Typing type—spam in the Log filter by Text field might help filter the logs, but it is not as direct and reliable as selecting
the correct log type.

Option C: Disabling the rule to use the filter in the data selector to create the event does not address the issue of filtering for spam
logs specifically.

Option D: Selecting "Within a group, the log field Spam Name (snane) has 2 or more unique values" is not directly relevant to
filtering spam logs and could lead to incorrect filtering criteria. Conclusion:

The correct change to make in the rule is to select "Anti-Spam Log (spam)" in the Log Type field. This ensures that the event handler
only generates events for spam emails.

Reference: Fortinet Documentation on Event Handlers and Log Types.

Best Practices for Configuring FortiMail Anti-Spam Settings.

NEW QUESTION # 53
Which National Institute of Standards and Technology (NIST) incident handling phase nvolves removing malware and persistence
mechanisirs from a compromised host?

A. Containment
B. Recovery
C. Eradication
D. Analysis

Answer: C

NEW QUESTION # 54
Which FortiAnalyzer connector can you use to run automation stitches9

A. Local

B. FortiOS

C. FortiMail
D. FortiCASB

Answer: B

Explanation:

Overview of Automation Stitches:

Automation stitches in FortiAnalyzer are predefined sets of automated actions triggered by specific events. These actions help in
automating responses to security incidents, improving efficiency, and reducing the response time.

FortiAnalyzer Connectors:

FortiAnalyzer ntegrates with various Fortinet products and other third-party solutions through connectors. These connectors
facilitate communication and data exchange, enabling centralized management and autormation.

Available Connectors for Automation Stitches:

FortiCASB:

FortiCASB is a Cloud Access Security Broker that helps secure SaaS applications. However, it is not typically used for running



autormation stitches within FortiAnalyzer.

Reference: Fortinet FortiCASB Documentation FortiCASB

FortiMail:

FortiMail is an email security solution. While it can send logs and events to FortiAnalyzer, it is not primarily used for running
automation stitches.

Reference: Fortinet FortiMail Documentation FortiMail

Local:

The local connector refers to FortiAnalyzer's ability to handle logs and events generated by itself. This is useful for internal processes
but not specifically for integrating with other Fortinet devices for autormation stitches.

Reference: Fortinet FortiAnalyzer Administration Guide FortiAnalyzer Local FortiOS:

FortiOS is the operating system that runs on FortiGate firewalls. FortiAnalyzer can use the FortiOS connector to communicate with
FortiGate devices and run automation stitches. This allows FortiAnalyzer to send commands to FortiGate, triggering predefined
actions in response to specific events.

Reference: Fortinet FortiOS Admmistration Guide FortiOS Detailed Process:

Step 1: Configure the FortiOS connector in FortiAnalyzer to establish communication with FortiGate devices.

Step 2: Define automation stitches within FortiAnalyzer that specify the actions to be taken when certain events occur.

Step 3: When a triggering event is detected, FortiAnalyzer uses the FortiOS connector to send the necessary commands to the
FortiGate device.

Step 4: FortiGate executes the commands, performing the predefined actions such as blocking an [P address, updating firewall rules,
or sending alerts. Conclusion:

The FortiOS connector is specifically designed for mtegration with FortiGate devices, enabling FortiAnalyzer to execute autormation
stitches effectively.

Reference: Fortinet FortiOS Admmistration Guide: Details on configuring and using automation stitches.

Fortinet FortiAnalyzer Administration Guide: Information on connectors and integration options.

By utilizing the FortiOS comnector, FortiAnalyzer can run automation stitches to enhance the security posture and response
capabilities within a network.
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