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A. Heap protection
B. Stack canaries

C. Process injection
D. Buffer management

Answer: B

NEW QUESTION # 111
What is a common vulnerability that can be exploited in cryptographic implementations during penetration tests?
Response:

A. Buffer overflow

B. Timing attack

C. Cross-stte scripting (XSS)
D. SQL mjection

Answer: B

NEW QUESTION # 112

You are analyzing the memory layout of a Linux program and want to inspect the stack to identify potential buffer overflow
vulnerabilities. Which tool would you use, and how would you proceed?

Response:

A. Use Burp Suite to analyze the memory layout
B. Use GDB to inspect the stack during runtime
C. Use Wireshark to capture memory packets
D. Use Nmap to scan the process for open ports

Answer: B

NEW QUESTION # 113
What is a key feature of Windows Data Execution Prevention (DEP)?
Response:

A. Disallowing the execution of code in non-executable memory regions
B. Preventing unauthorized network access

C. Preventing the stack from being overwritten

D. Preventing privilege escalation

Answer: A

NEW QUESTION # 114
In a client exploitation scenario, which Windows tool is often used to bypass user account control (UAC)?
Response:

A. Mimikatz
B. UACMe
C. Burp Suite
D. Scapy

Answer: B

NEW QUESTION # 115
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