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Pure Storage Pure Certified Portworx Enterprise Professional (PEP) Exam
Sample Questions (Q31-Q36):

NEW QUESTION # 31
How should a Portworx administrator expose metrics to externally provisioned Prometheus?

¢ A. Enable metrics in the Portworx cluster by running the command:
pxctl service monitoring enable --export-metrics-only
e B. Enable metrics in the storagecluster object by setting the following:
spec:
monitoring:
prometheus:
exportMetrics: true
e C. Enable metrics in the storagecluster object by setting:
spec:
monitoring;:
exportMetrics: true

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

To enable Portworx metrics exposure conmpatible with external Prometheus servers, administrators must set the exportMetrics flag
inside the Prometheus monitoring section of the StorageCluster spec. The correct configuration is:

spec:

monitoring:

prometheus:

exportMetrics: true

This declarative configuration directs Portworx to expose its internal metrics on Prometheus endpoints, allowing external monitoring
tools to scrape these metrics for observability, alerting, and dashboarding. The operator-managed Portworx cluster leverages this
configuration for integration with cloud-native monitoring stacks, ensuring seamless visibility into cluster health, performance, and
resource utilization. Using CLI commands alone is insufficient for operator-managed clusters since they don't persist settings or
integrate with Kubernetes manifests. The official Portworx observability guide and operator documentation endorse this method as
the recommended approach for metrics exposure and integration with Prometheus-compatible systems [ Pure Storage Portworx
Monitoring Guide source] .

NEW QUESTION # 32
What label can be used to migrate Network Policies with Asynchronous DR?

¢ A. By default Network policies are migrated
¢ B. skipNetworkPolicyCheck: true
¢ C. skipNetworkPolicyCheck: false

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

‘When using Portworx Asynchronous Disaster Recovery (DR) to migrate workloads and storage across clusters, network policies
can sometimes interfere with seamless failover. The label skipNetworkPolicyCheck: true can be used to instruct the DR mechanism
to bypass strict network policy checks during migration. This allows applications and volumes to migrate even if network policies
differ or are incompatible between source and destination clusters. Without this label, migration might be blocked or fail due to
network restrictions. By default, network policies are not always migrated, and strict checks are performed unless explicitly skipped.
Portworx DR documentation details this option as a means to increase migration flexibility, reduce operational friction, and enable
faster recovery during disaster scenarios while administrators work on aligning network configurations [ Pure Storage Portworx DR
Guide source] .

NEW QUESTION # 33
How do you label a Kubernetes node to provide rack information to Portworx?



¢ A kubectl label nodes px/rack=
¢ B. kubectl annotate nodes px/rack=
¢ C. kubectl taint nodes px/rack=

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Labeling Kubernetes nodes with rack information is achieved using the kubectl label nodes command. The syntax would be
something like kubectl label nodes <node-name> px/rack=<rack-identifier>. This label allows Portworx to understand the physical
or logical topology of nodes, enabling placement strategies that optimize data locality, fault tolerance, and availability based on rack
awareness. Taints and annotations serve different purposes; taints affect pod scheduling by repelling pods, while annotations provide
metadata without influencing scheduling. Portworx uses node labels extensively for topology-aware volume placement and disaster
recovery planning, Official Portworx documentation recommends labeling nodes with topology identifiers like rack or zone to enable
advanced placement strategies and maintain application resiliency in distributed environments [ Pure Storage Portworx Placement
Guide source] .

NEW QUESTION # 34
‘Which command can be used to migrate volumes after cluster pairing is finished?

¢ A kubectl cloudmigrate
¢ B. strokctl cloudmigrate start
¢ C. pxctl cloudmigrate start

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Once two Portworx clusters are paired, for example in disaster recovery setups, data migration between them can be initiated. The
command pxctl cloudmigrate start triggers this migration process. It synchronizes volumes, ensuring that data is copied securely and
consistently from the source cluster to the destination. This migration is transparent to applications and supports incremental syncs,
which helps reduce downtime. The CLI command also provides operational feedback and logs for administrators to monitor
progress. Portworx's documentation on disaster recovery workflows emphasizes this command as essential for starting volume
migration post-cluster pairing, streamlining data protection and business continuity strategies across multiple sites or cloud

regions [ Pure Storage Portworx Disaster Recovery Guide source] .

NEW QUESTION # 35
What is the name of the Kubernetes secret containing external KVDB certificates?

e A px-kvdb-auth
¢ B. px-kvdb
e C. px-kvdb-cert

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The Kubernetes secret named px-kvdb-auth is used to store external KVDB certificates in a Portworx deployment. These
certificates enable mutual TLS authentication for the KVDB pods, ensuring secure and authenticated commumication between the
distributed KVDB instances running on different nodes. The px-kvdb-auth secret includes private keys and certificate chains that are
essential for encrypting KVDB traffic and verifying peer identities within the cluster. This security feature prevents unauthorized
access and protects sensitive KVDB data in transit. Portworx's official security and KVDB documentation detail the use of this
secret, highlighting its role in certificate management and enabling encryption for high-availability clusters running on Kubernetes
environments [ Pure Storage Portworx Security Guide source] .

NEW QUESTION # 36
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