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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q376-Q381):
NEW QUESTION # 376 
A solutions architect is creating an application. The application will run on Amazon EC2 instances in private subnets across multiple
Availability Zones in a VPC. The EC2 instances will frequently access large files that contain confidential information. These files are
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stored in Amazon S3 buckets for processing. The solutions architect must optimize the network architecture to minimize data transfer
costs.
What should the solutions architect do to meet these requirements?

A. Create an AWS PrivateLink interface endpoint for Amazon S3 in the VPC. In the route tables for the private subnets, add
an entry for the interface endpoint.
B. Create a gateway endpoint for Amazon S3 in the VPC. In the route tables for the private subnets, add an entry for the
gateway endpoint
C. Create one NAT gateway for each Availability Zone in public subnets. In each of the route labels for the private subnets,
add a default route that points lo the NAT gateway in the same Availability Zone
D. Create a single NAT gateway in a public subnet. In the route tables for the private subnets, add a default route that points
to the NAT gateway

Answer: B

Explanation:
* Understanding the Requirement: The application running on EC2 instances in private subnets needs frequent access to large
confidential files stored in S3, minimizing data transfer costs.
* Analysis of Options:
* Gateway Endpoint for S3: Provides a secure, scalable, and cost-effective way for instances in private subnets to access S3
without using the internet or NAT gateways, thus minimizing data transfer costs.
* Single NAT Gateway: Incurs additional costs for data transfer through the NAT gateway, which is not cost-effective.
* PrivateLink Interface Endpoint for S3: Primarily used for accessing AWS services over a private connection but is more complex
and costly compared to a gateway endpoint for S3.
* Multiple NAT Gateways: Increases costs significantly and adds complexity without offering the cost benefits of a gateway
endpoint.
* Best Solution:
* Gateway Endpoint for S3: This solution provides the required access with the least data transfer costs and minimal complexity.
References:
* VPC Endpoints for Amazon S3
* Gateway Endpoints

NEW QUESTION # 377 
A company runs an application on Amazon EC2 instances. The application needs to access an Amazon RDS database. The
company wants to grant the EC2 instances access permissions to the RDS database while following the principle of least privilege.
Which solution will meet these requirements?

A. Create an IAM role that has a policy that grants the minimum required permissions to access the RDS database. Attach
the IAM role to an EC2 instance profile. Associate the instance profile with the instances.
B. Create an IAM role that has a policy that grants the minimum required permissions to access the RDS database. Attach
the IAM role access key and the IAM role secret key to the EC2 instance profile.
C. Create an IAM user that has a policy that grants the minimum required permissions to access the RDS database. Embed
the IAM user's access keys on the EC2 instances to access the RDS database.
D. Create an IAM user that has a policy that grants administrative permissions. Use the IAM user's access keys on the EC2
instances to access the RDS database.

Answer: A

Explanation:
The best practice for granting AWS resource access to EC2 instances is to use IAM roles, not users or long-lived access keys. You
create an IAM role with a policy that grants the minimum permissions required, then attach that role to an instance profile associated
with the EC2 instance. The instance then automatically receives temporary credentials for AWS service access.
AWS Documentation Extract:
"Attach an IAM role to your EC2 instances to securely grant permissions to AWS services according to the principle of least
privilege. Never embed access keys in EC2 instances." (Source: AWS EC2 documentation, IAM Roles for EC2) A, B: Using IAM
users and embedding keys violates security best practices.
C: IAM role credentials are automatically managed and never need to be manually attached as keys.

NEW QUESTION # 378 



A company hosts a web application in a VPC on AWS. A public Application Load Balancer (ALB) forwards connections from the
internet to an Auto Scaling group of Amazon EC2 instances. The Auto Scaling group runs in private subnets across four Availability
Zones.
The company stores data in an Amazon S3 bucket in the same Region. The EC2 instances use NAT gateways in each Availability
Zone for outbound internet connectivity.
The company wants to optimize costs for its AWS architecture.
Which solution will meet this requirement?

A. Deploy an S3 interface endpoint to the VPC. Configure the EC2 instances to access the S3 bucket through the S3
interface endpoint.
B. Create a new, smaller VPC that still has sufficient IP address availability to run the application.
Redeploy the application stack in the new VPC. Delete the existing VPC and its resources.
C. Deploy an S3 gateway endpoint to the VPC. Configure the EC2 instances to access the S3 bucket through the S3
gateway endpoint.
D. Reconfigure the Auto Scaling group and the ALB to use two Availability Zones instead of four. Do not change the desired
count or scaling metrics for the Auto Scaling group to maintain application availability.

Answer: C

Explanation:
Using S3 gateway endpoints allows private and cost-free access to S3 without routing traffic through a NAT gateway. NAT
gateway traffic incurs charges, especially when used across multiple Availability Zones.
By using an S3 gateway endpoint, EC2 instances in private subnets can access S3 directly without needing internet access, reducing
both data transfer and NAT gateway costs.
Interface endpoints are more expensive and typically used for services like API Gateway or Systems Manager.

NEW QUESTION # 379 
A company wants to direct its users to a backup static error page if the company's primary website is unavailable. The primary
website's DNS records are hosted in Amazon Route 53. The domain is pointing to an Application Load Balancer (ALB). The
company needs a solution that minimizes changes and infrastructure overhead.
Which solution will meet these requirements?

A. Set up a Route 53 active-active configuration with the ALB and an Amazon EC2 instance that hosts a static error page as
endpoints. Configure Route 53 to send requests to the instance only if the health checks fail for the ALB.
B. Update the Route 53 records to use a latency routing policy. Add a static error page that is hosted in an Amazon S3
bucket to the records so that the traffic is sent to the most responsive endpoints.
C. Set up a Route 53 active-passive failover configuration. Direct traffic to a static error page that is hosted in an Amazon S3
bucket when Route 53 health checks determine that the ALB endpoint is unhealthy.
D. Update the Route 53 records to use a multivalue answer routing policy. Create a health check. Direct traffic to the website
if the health check passes. Direct traffic to a static error page that is hosted in Amazon S3 if the health check does not pass.

Answer: C

NEW QUESTION # 380 
A company is running a multi-tier recommence web application in the AWS Cloud. The application runs on Amazon EC2 instances
with an Amazon RDS for MySQL Multi-AZ OB instance. Amazon ROS is configured with the latest generation DB instance with
2.000 GB of storage In a General Purpose SSD (gp3) Amazon Elastic Block Store (Amazon EBSl volume. The database
performance affects the application during periods high demand.
A database administrator analyzes the logs in Amazon CloudWatch Logs and discovers that the application performance always
degrades when the number of read and write IOPS is higher than 20.000.
What should a solutions architect do to improve the application performance?

A. Replace the 2.000 GB gp3 volume with two 1.000 GB gp3 volumes
B. Replace the volume with a magnetic volume.
C. Replace the volume with a Provisioned IOPS SSD (Io2) volume.
D. Increase the number of IOPS on the gp3 volume.

Answer: C



Explanation:
https://aws.amazon.com/ebs/features/ Amazon EBS provides a range of options that allow you to optimize storage performance and
cost for your workload. These options are divided into two major categories:
SSD-backed storage for transactional workloads, such as databases and boot volumes (performance depends primarily on IOPS),
and HDD-backed storage for throughput intensive workloads, such as MapReduce and log processing (performance depends
primarily on MB/s).

NEW QUESTION # 381
......
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