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Fortinet FCP_FMG_AD-7.6 Exam Syllabus Topics:

Topic Details

¢ Advanced Configuration: This section of the exam measures the skills of Network Security Engineers and
includes knowledge of high availability (HA), FortiGuard service configuration, and global database

Topic 1 ADOM settings. These advanced functions help strengthen system reliability and streamline management at

a larger scale.

¢ Device Manager: This section of the exam measures the skills of Network Security Engineers and focuses
on registering devices within ADOMs and handling device configurations. Candidates also learn how to

Topic 2
P install changes through scripts and diagnose issues using the revision history.
Topic 3 ¢ Troubleshooting
e Administration: This section of the exam measures the skills of System Administrators and covers the
Topic 4 essential features of FortiManager. It includes the initial configuration process and the setup of

admunistrative domains (ADOMS), ensuring smooth system managemment.

Fortinet FCP - FortiManager 7.6 Administrator Sample Questions (Q41-
Q46):

NEW QUESTION # 41
An administrator has assigned a global policy package to a new ADOM named ADOMI.
‘What will happen if the administrator tries to create a new policy package in ADOMI1?

A. The administrator will have to assign the global policy package fiom the global ADOM.

B. The administrator will be able to select the option to assign the global policy package to the new policy package.
C. FortiManager will automatically install policies on the policy package n ADOMI.

D. FortiManager will automatically assign the global policy package to the new policy package.

Answer: B

Explanation:
When a global policy package is assigned to an ADOM, administrators creating new policy packages within that ADOM have the
option to select and assign the global policy package to the new policy package if desired.

NEW QUESTION # 42
‘Which output is displayed right after moving the ISFW device from one ADOM to another?
e A
FortiManager # diagnose dvm device list
--=- There are currently 4 devices/vdoms 1 ed! --+ B I II IE I
--- There are currently 4 devices/vdoms unt FOr 1Y sa & -
I'YPE oID SN HA ip NAME ADOM IPs FIRMWARE
fmgfaz-managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOM74 6.00741 (regular) 7.0 MR4 (2463)

|- STATUS: dev-db: not modified; comnf®, in Sync; cond: OK; dm: installed; conn: up
|- wdom: [3]root flags:0 adom:ADOMIA pkg:[imported] ISFW

e B
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FortiManager # FortiMinia -’.-.:b'_

-== There are currd Yy 4 d 3 5 d
i--- There are currently 4 d cos cense ---

TYPE o1D SN HA ip NAME ADOM ips

|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: installed; conn: up
|- wdom: [3] reot flags:0 adom:ADOMT4 pkg: [never-installed]

fmgfaz-managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOMT 4 6.00741 (regular)

FIRMWARE
7.0 MR4 (2463)

e C.

FortiManager ¥ diagnose dwvm device Iist ISFW
--=- There are currently 4 devices/vdoms managed ---
-=-=- There are currently 4 devices/vdoms count for license --=-

TYPE oI1D SN HA IP NAME ADOM IPs
fmgf.

ccond: OK; dm: retrieved: conn: up
] ISFW

ISFW ADOMT 4 6.00741 (regular)

FIRMWARE
7.0 MR4 (2463)

e D

FortiManager # diagnose dvm device list IS
--- There are currently 4 devices/vdoms mandge: ?E-
--- There are currently 4 devices/vdoms count for license ---

TYPE oID SN HA P NAME ADOM IPs

|- STATUS: dev-db: not modified; conf: in sync; cond: OK; dm: autoupdated; conn: up
|- vdom: [3]root flags:1l adom:ADOM74 pkg: [out-of-sync) ISFW

fmgfaz-managed 325 FGVM010000077646 - 10.0.1.200 ISFW ADOM74 6.00741 (regular)

FIRMWARE
7.0 MR4 (2463)

Answer: B

Explanation:

Never Installed - The assigned policy package is not the result of an import for this device, and the package has not been installed

since it has been assigned to this device.

NEW QUESTION # 43

An admmnistrator, Trainer, who is assigned the Super User profile, is trying to approve a workflow session that was submitted by

another administrator, Student. However, Trainer is unable to approve the workflow session.

‘What can prevent an admin account that has Super User rights over the device from approving a workflow session?

A. Trainer must first create their own workflow session to approve student session.
B. Trainer does not have full rights over this ADOM.

C. Trainer must close Student's workflow session before approving the request.

D. Trainer is not a part of workflow approval group.

Answer: D

Explanation:

An administrator must be part of an approval group, and have rights over the ADOM in which the session was created.

NEW QUESTION # 44
Refer to the exhibit. What can you conclude from the downloaded import report?

Start to import config BVi ; e°FortiGate) vdom(root) to
adom(root), package(Remote-FortiGate_root)

"firewall address",SKIPPED,"(name=all, 0oid=2309, DUPLICATE)"

"firewall address",FAIL,"{name=REMOTE, SUBNET, oid=2311,

reason=interface((firewall address;REMOTE_SUBNET) any<-port6) binding
fail)”

"firewall policy",FAIL,"(name=1, 0id=3070, reason=interface(interface binding
contradiction. detail: (firewall address:REMOTE_SUBNET) any<-port6) binding
fail)"

e A. Asaresult of this policy import process, FortiManager will create a new firewall address called REMOTE _SUBNET in

the ADOM database.




¢ B. FortiManager will change the configuration of REMOTE _SUBNET to match the interface mapping coming in from
Remote-FortiGate.

¢ C. FortiManager does not support per-device mapping for firewall addresses.

e D. The admnistrator will see a new policy package named Remote-FortiGate root in the FortiManager ADOM database.

Answer: D

Explanation:
The import report shows that a new policy package named Remote-FortiGate root will be created in the FortiManager ADOM
database, but some firewall addresses and policies failed to import due to interface binding conflicts.

NEW QUESTION # 45
Refer to the exhibit. Which two statements about the output are true? (Choose two.)

FortiManager # diagnose dvm device list
-- There are currently 6 devices/vdoms managed ---
- There are currently 6 devices/vdoms count for license ---

TYPE 0ID SN HA IP NAME ADOM 1Ps FIRM\HTI nE
fmgfaz-managed 188 FGVMO2TM24013504 1002651 . 111 BR1-FGT-1 My ADOM 7.0 MRé (3401 N/&

|- STATUS: dev-db: not modifiedy &6Ff: in sync; cond: pending; dm: installed; conn: up; template:[modified]default
|- vdom:[3]root flags:® adom:My ADOM pkg:[imported]BR1-FGT-1

A. The latest revision history for the managed FortiGate does match the FortiManager policy database.
B. The latest revision history for the managed FortiGate does not match the device-level database.

C. The system template default will override device-level database configurations.

D. Configuration changes have been installed on FortiGate, updating policy and device-level database.

Answer: B,C

Explanation:

The status "pending” indicates the latest revision history does not match the device-level database, meaning there are unapplied
changes.

The template is marked as [modified], so the system template default will override device-level database configurations when
installed.

NEW QUESTION # 46
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